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Introduction

Citrix® NetScaler® optimizes the deliveiyWeb applicatiofisincreasing

security, improving performance, and expanding Web server capacity. This
approach ensures the best total cost of ownership (TCO), security, availability,
and performance for Web applications. The Citrix NetScaler solation is
comprehensive network system that combinespegid load balancing and
content switching with stadéthe-art application acceleration, lay@rtraffic
management, data compression, dynamic content caching, SSL acceleration,
network optimizationna robust application security to provide a single, tightly
integrated solution. Deployed in front of application servers, the NetScaler
significantly reduces processing overhead on application and database servers,
resulting in reduced hardware and baitbdwbsts.

The purpose of this guide is to help you deploy NetScaler for load balancing
Microsoft® Exchange 2010 Client Access servers. Configuration can be
performed by using the wbhsed configuration utility oetbommandine
interface (CLI).

Withinthe Exchange 2010 server architecture, a NetScaler is located in front of
the Client Access servers with one single virtual IP address and balances the
traffic across the Client Access server pool. Exchange client traffic is bound to a
Client Access servirough NetScaler. Each Client Access server within the

Client Access server pool handles the server applications, security, authentication,
and connection and protocol processing. The Mailbox server at the back end
handles the mailbox data, such asanditontacts. Therefore, the same client

can be processed by any Client Access server in the pool at any given time.

For readers less familiar with the architecture of Exchange 2010, Microsoft
provides a useful overview at
http://www.msteched.com/resources/Content_Files/exchange2010.pptx

Solution Requirements
9 Citrix NetScaler or Citrix NetScaler VPX

1 Microsoft Exchange 2010 Client Access Server, Server, Edge Transport
Serveand Hub Transport Server. (Note: One Exchange 2010 system can
implement multiple server roles.)

Prerequisites

9 Citrix NetScaler running version 9.0 build 61.9 or later (Quantity x 2 for HA)

1 Microsoft Exchange 2010 Client Acaessers and other Exchar2§d.0
components.

1 Client laptop/workstation running various Microsoft Exchange clients.
ActiveSync will require Apple iPhone, handheld running Microsoft Windows
Mobile or other Exchang®mpatible software.
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In cases where it is impractical to deployladieiats, you may be able to use

Mi crosoftds online Microsoft Exchange
simulate the endlser protocols. That service can be found at
https://www.testexchangennectivity.com/

[ Nl ’ . Microsoft Exchange Server Remote Connectivity Analyzer
D) hitps:/ Iwww.testexchangeconnectivity.com/

CjCamina infe ] News HCoogle 4 Amazon.com
| O Micrasoh Exchange 4. |

-, Microsoft®
Exchange Remote Connectivity Analyzer

Select the test you want o run:
Microsoft Exchange ActiveSync Connectivity Tests
) Exchange MctiveSync
) ActiveSyne AutoDiscover
| Microsoft Exchange Web Services Connectivity Tests

el ) Synchronization, Notification, Availability, and OOF
) Service Actount Access (Developers)

['n  Microsoft Office Outlook Connectivity Tests
O ) gutiosk Arywhere (RPC aver HTTP)

() Outiook AutoDiscover
~ Internet Email Tests

O Inbound SMTP Email

) Qutbaund SMTR Email
|

| —

‘ £ 2009 Micrasolt | Porym | Vierson 10 | Peodback | Privacy | Leasl

Deployment Overview

This deployment guide provides the NetScaler configuration for thenfiiont
Microsoft Exchange 2010 Client Acsessers anBdge Transport servers.

This guide does not explain Microsoft Exchange server deploythent o
components in the Client Access server or Edge Transport server deployments.
Be sure to follow the Microsoft Exchange 2010 Planning guide to deploy the
Exchange components.

In accordance with the Microsoft Exchange Planning Guide, the NetScaler will
parse the headers of all the incoming requests and decide which Client Access or
Edge Transport servers to send the request. In addition, NetScaler provides
security and protection for the Client Access or Edge Transport systems and
increases server perfance and efficiency.

NetScaler can provide the following key benefits:

1 Improved L4 through L7 Performance. Provides 15+ gigabits per second
(Gbps) throughpuit.

1 Maximum Feature Concurrency. Supports complex policies by using features
such as compressionntent switching, and application firewall.

1 Accelerated Application Response. Provides advanced compression, TCP
optimization, and static and dynamic caching to speed application
performance.
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1 Integrated Application Security. Provides an application fieauak to
block attacks against Web applications.

1 Improved Datacenter Efficiency. Accelerates datacenter performance by
offloading computentensive TCP connection-sgt and teardown
operations. NetScaler supports Secure Socket Layer (SSL) keyngereeratio
bulk encryption to improve server efficiency.

Follow the specific instructions in this guide for configuring a load balancing
setup for the Client Access server components. Load balancing improves server
fault tolerance and ender response time.dtoad balancing feature distributes
client requests across multiple servers to optimize resource utilization and
improve server performance. NetScaler uses load balancing criteria to accelerate
the application response time by forwarding each clierdtrieqiine server best

suited to handle the request when it arrives. The load balancing feature provides
traffic management from Layer 4 (TCP and UDP) through Layer 7 (FTP, HTTP,
and HTTPS).

The basic building blocks of a typical load balancing configaratgervices

and load balancing virtual servers. The services represent the applications on the
servers. The virtual servers abstract the servers by providing a single IP address
to which the clients connect. To ensure that client requests are sentdg a

you must create services for every server and bind the services to the virtual
server. To connect to a NetScaler appliance, clients use the IP address of the
virtual server and the virtual IP address (VIP). When the NetScaler appliance
receives @nt requests on the VIP, it sends the requests to a server determined
by the load balancing algorithm. Load balancing uses a virtual entity called a
monitor to track whether a specific service (server plus application) is available to
receive requests. Bgfault, the NetScaler binds a monitor to each service.
Alternatively, you can create customized monitors to suit your requirements.

To configure load balancing, you typically need to perform the following steps:

1 Create customized monitors to track thétthe&the baclend servers
(optional).

1 Create services that represent applications on thenobsérvers.

9 Create a virtual server to abstract the-badlservers.

A load balancing setup can be configured by using the following NetScaler user
interfaces

1 Configuration utility. You connect to the configuration utility using a web
browser. The Java Runtime Environment (JRE) 1.4 or greater is required on
the client system running the viiaised configuration utility. The
configuration utility runs as a Japglication.

1 Commandine interface (CLI). You connect a workstation or laptop
computer to the NetScaler by using the supplied serial cable, and then
connect to the CLI by using terminal emulation software. You can also use
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secure shell (SSH) to acces€ttievia IP when configuring a physical or
virtual NetScaler.

Note: This guide provides configuration instructions by using the configuration
utility. Many configuration sections also include a summary of NetScaler
commands.

To launch the configuration|iti

1 Connect the NetScaler to a management workstation or network.
1 Open a browser and type: http://<IP address of the NetScaler>

1 Type the appropriate user name and password in User Name and Password,
respectively. By default, the user name and passwwstbate

1 In Startin, select Configuration.
1 Click Login.

NS9.1: Build 101.5.cl, Date: Jan 19 2010, 07:12:11

NetScaler VPX
ome nsroot@192.168.1.158(VPX2) Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout
Settings Save Refresh All Help
v ) Netscaler VPX 192.168.1.158 ¥ Load Balancing I@ Refresh “ "Lg Add to Favarites II @ Help
» ) System
» U Network Getting Started & Settings
» JDNs o Load Balancing wizard Change SIP settings
> st Load Balancing wizard for Citrix XenApp
» (J s5L Offload Load Balancing wizard for Citrix XenDesktop
»a Apn[xper! Monitor Sessions
» {2 Compression . N .
) Virtual Server persistence sessions
» (@ Integrated Caching .
Clear persistence sessions
» ) Protection Features
» (@ HTML Injection
o g foad Ea"’”‘”q " Configuration Summary
R i B 5 L6 Virtal Servers D) 6 Metric Tables
» (@ Content Switching Hsam Dzs
» (@ Cache Redirection 3 Services 2 servers
» @ Gsib i@ No Service Group (7 No Persistency Group
» & Rewnrite @ 20 Monitors (2] No work Load Manager
» (@ Responder
» @ Access Gateway @ Learn about Load Balancing
» @ Application Firewall
] — ]
(@[2) Feature is disabled.
1] Navigation Pane
¢ Favorites
<& Quick Links
ly | i nsroot
Copyright{®) Citrix Systems, Inc. All rights reserved.
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Network Diagram

A NetScaler appliance resides between the clieth® &lgentAccess and

Edge Deployment servers, so that client requests and server responses pass
through it. The NetScaler eresioptimal distribution of client traffic by the way
it directs client requests. You can segment application traffic according to
information in the body of an HTTP or TCP request, and on the basikdf L4
header information, such as URL, applicati@tga¢, or cookie. Numerous

load balancing algorithms and extensive server health checks provide greater

f%

External
SMTP
servers

Enterprise Network Phone system
‘ (PBX or VOIP)

Edge Transport i Hub Transport
Routing & AV/AS m Routing & Policy

Mailbox Unified Messaging

Storage of mailbox Voice mail &
items voice access

Mobile phone i
iz

~ L Client Access
Web browser Client connectivity
Web services

)’ e
Outlook .I sk

{remote user) L S E Line of business application

Qutlook (local user)

application availability by ensuring that client requests are directed to the
appropriate servers. The following network diagram illustrates the Citrix
NetScaler deployment in a typical Exchange 2010 enterprise deployment.
Requests originate from the clients and go through the NetScaler to the Client
Access servers. Client Access servers get all the information from the backend
Exchange components argpond to the incoming request.

NetScaler Deployment
The following sections provide instructions for configuring the NetScaler for
Client Access servers and Edge Transport servers.

Client Access Server

The Client Access server role is one of five disénatr roles for Exchange
2010. The Client Access server role accepts connections to your Exchange 2010
server from different clients. Software clients such as Microsoft Outlook Express
and Eudora use POP3 or IMAP4 connections to communicate with the
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Exchange server. Hardware clients, such as mobile phones, use ActiveSync,
POP3, or IMAP4 to communicate with the Exchange server. You must install
the Client Access server role in every Exchange organization and every Active
Directory site that has the Maills@xver role installed.

This deployment guide provides instructions on how to configure NetScaler to
handle connections from the following clients to the Client Access servers:

1 Outlook Web App in Exchange 2010. Provides accessaibfeom any
Web browse Outlook Web App has been redesigned in Exchange 2010.
Features such as chat, text messaging, mobile phone integration, and
enhanced conversation view, provide an enhanced user experience from any
computer that has a web browser.

1 Microsoft Exchange Aca®ync client applicatioBynchronizes data
between your mobile phone and Exchange 2010. You can synchronize e
mail, contacts, calendar information, and tasks.

1 Microsoft Outlook Anywhere. Allows Exchange access through the

Microsoft Outlook 2010 clientbyu nnel i ng Outl ookds MAP

an HTTP connection. (This was formerly known as RPC over HTTP. The
protocol still functions by wrapping remote procedure calls inside the HTTP
layer, only the name has changed.)

1 Post Office Protocol (POP3) and InterMessage Access Protocol
(IMAP4). Allows online and offline access to mail byOutlook mail
clients.

1 RPC Client Access. Provides access to Exchange mailboxes through MAPI
(Messaging API), but in Exchange 2010, moves the connectivity point from
the Maibox server role to the Client Access server. Note: The Mailbox and
Client Access server roles may be implemented in the same Exchange
machine.

The following table from the Microsoft planning guide provides information on
the ports that are utilized forieZit Access servers. The VIP Port is the virtual IP
address that you choose to assign to your NetScaler. This is the address that
client systems will communicate with. It is NOT the physical IP address of the
Exchange system.
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Ports and Protocols Used by Echange 2010 Clients

Client Access serverole VIP Port Server Port Protocol Notes
Outlook Web App 443 80 HTTPS
Active Sync 443 80 HTTPS
POP3 995 110 TCP
IMAP4 993 143 TCP
RPC Client Access Any Any TCP
Outlook Anywhere 443 80 HTTPS

Configuring NetScaler for Outlook Web App (OWA)

This section covers the configuration steps for load balancing Client Access
servers for OWA clients. As illustrate
a typical OWA request comes in from the Internet through the DMZ and get
terminated at the NetScaler.

NetScaler performs the following functions on the request:

1 Terminates SSL connection and performs SSL decryption. This reduces CPU
load on the Access Client servers enabling them to handle more client
requests. (Exchangdlweed to be reconfigured so as NOT to require SSL
when processing traffic via NetScaler.)

1 Check health of the Access Client servers. This increases availability of the
servers.

1 Load balances multiple Access Client servers to handle OWA requests
efficienty to ensure high availability of the Access Client servers.

1 Compresses traffic to decrease response times.

Creating Services for OWA

If any of the menu items are unavailable, be sure the appropriate features are
selected by navigating to System > Setingd click Change basic features. The
NetScaler should have at least the roles indicated in the following screen shot.

[ NN &) Configure Basic Features

SSL Offloading :
Compression :

Load Balancing :
Content Switching :
Content Filtering :
Integrated Caching :

Rewrite :

TRONDMNEMERR

Access Gateway : |
Authentication, Authorization and Au... [

Application Firewall : [ Page 9

[@ Help | [ @ quickLink] (0K ) ( Close )
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The first step in the configuration process is to identify Client Access servers that
are ready to handle OWA connections and add theeméces as shown below.

Navigate to Load Balancing > Services, click Add, and enter the values as shown
in the screen shot. Pl ease note that
be the IP address of your Exchange Server. Select the nmohiiarkaAdd to

Service Name* Exchange_2010_owa Server |192.168.1.154 d

Protocol” [HTI'P +) Port* 80

a Enable Service

s Policies ~—Advanced | 550 Settings Y

Monitor [hresholc o

‘ Max Clients 0

~ldle Time-out (secs)

Client Server

~Settings (M Override Global

[J UseSource IP ] Client Keep-Alive [ | TCP Buffering ¥ Compression

[l Client IP Header

<

4

bind the http monitor to the service.

Enable compression on each service by clicking advanced tab and selecting the

Service Name* Exchange_2010_owa Server |192.168.1.154 ﬂ

Protocol* [H'I'I'P % Port* B0

E Enable Service

s Policies ~Advanced | S50 Settings

Mornitor Thresholc

‘ Max Clients 0

~ldle Time-out (secs)

Client Server

—Settings (M Override Global

[J UseSource IP [ Client Keep-Alive [ | TCP Buffering ™l Compression

] Client IP Header

<

4

Compressiosheck box.

You will need to repeat the steps above for each Exchange Client Access server
that you want to kd balance.
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Import SSL certificate

Because the NetScaler will be terminating the SSL connections on behalf of the
Exchange system (offloading that burden), the NetScaler will need an SSL
certificate imported into its system for use in thisw@eassumehat the

certificate is available to the user.

If you are planning to utilize a certificate from the Exchange system, follow these
instructions to export the certificate file.

On your Exchange System, open the Exchange Management Shell and input the
coomand -BxceitangeCertificate. o6 This wil!/
certificates for the specified Exchange services.

Get-Exchangecertificate

§file = Export-ExchangeCertificate -Thumbprint BF3024C4AA90FSECATDEDS5E428629D89698BBA1E ~BinaryEncoded: $true -
pPassword (Get-cCredential).password

set-Content -Path "c:‘\htcert.pfx" -value $file.FileDpata -Encoding Byte

Use these three commands to generate a
with the thumbprint specified by the hex string. Vighempted, enter a user
name and password, which will be used for importing into the NetScaler. Then,

(:?dlet*name) or {cmdlet-name> —7
re

xblog
t format-list

. Full. and Examples switches:

71 C4BEDBB1570812D17@?FCEZ182F2E7?8

B
9086 D11 ED8D484C1 BFCC46@26 CFF296C51 421 2F6 I, 0=Contoso, L=Redmond. S=WA, C=US
D6 8EABTAAD7BDCED7348731 EDB3765D5F468A7 BF vord:

38511 DBF2BSDS@B2BE4374%2D2 70BFESS BFSEBDE

8F3024C4AN9BFSECA?DEDSB428B29D8 B8 BBALE

WC3808D1 DAEFFC?1 C6EB47875BSBIE2C6 7BFFACE htoso,. DC=com

[PS1 G:\lindous\system32>$file - Export—E == 9BFS ECAPDEDS B428B29D29BISBEALE —Binar
Encoded:$true -P: word (Get-Credenti. -

t Get—Credential at command pipe
» the following param

transfer the file to the system being used to access the NetScaler.

On the NetScaler, navigate to SSL, and click Import PKCS#12 in the details
pane. Prode the required information. The output file name being its
representation on the NetScaler.
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O Ll B
Output File Name* exchange_2010_cert | Browse... )
PKCS12 File Name* /Users/johntolly/Desktop/htcert.pfx [ Browse... )
Import Password* [uuuuu ]
Encoding Format ( H-]

PEM Passphrase

Verify PEM Passphrase

ClickOK, and then navigate &5L > Certificatesand clickAdd. Provide the
information, using the above screen shot as a guide, alm$@IEKThe
Certifiate should appear on the NetScaler.

Create a Content Rewrite Policy

To point the NetScaler virtual servers to the correct URL for Outlook Web App
access, create a content rewrite policy for the request from the NetScaler to the
Exchange 2010 Client Accsssrer.

On the NetScaler, navigateRiewrite > Actionsand clickAdd. Copy the
information from the following screen shot, and Clielate
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