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Banking on Mobility
Banks and financial institutions can give customers and employees
the mobile access they need without compromising security.
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Executive summary
Mobile banking is growing fast. In the U.S. alone, 95 million
adults used mobile banking in 2013, a 40 percent jump from
the year prior and there’s no slowdown in sight.1 Not only are
customers demanding mobile access to their banking data from
anywhere on any device, employees at those organizations want
the same.
Yet this mobile world poses challenges for financial service IT departments. Once,
IT set the pace of new technology adoption. Today user demand for mobile is
driving them to create comprehensive policies around technology use and security.
The challenge is to incorporate mobile devices in a way that achieves the most
productivity gains, but is cost effective and secure. It might be a tall order, but it is a
manageable one given the right solutions.
To achieve these goals, organizations are looking for solutions that place the
user experience front and center. When organizations take the necessary steps
to weave together security solutions into the overall business design, they can be
integrated seamlessly, ensuring a high degree of compliance and efficacy.
This paper will explore the changing environment that mobility has created
within financial institutions and where the trend is heading. We will examine the
vulnerabilities that these organizations face while trying to implement modern
mobile technology, and the mounting pressures from regulators, boards of directors
and customers to raise security standards.
In the final sections, we introduce best practices that financial services IT
departments can implement. Financial institutions can reap mobility’s tremendous
benefits when they leverage solutions that allow for the competing goals of
innovative customer service and complex global operations while protecting the
enterprise from cyber threats.

Facing the mobility challenge
Customers have more ways than ever to interact with their financial service
providers. Technology enables financial institutions to meet their customers at
different touch points and deliver differentiated and unique experiences. A face-toface meeting at a branch that uses a tablet to demonstrate an application is a very
different experience than calling a contact center to discuss investment options
using a laptop at home. Mobility gives users a degree of connectedness and
autonomy that they previously have not had.
Employees see the benefits of mobile technology too and often they get it by
bringing their own mobile devices to work. In the past, IT departments provided
their users with securely configured desktops and BlackBerries, now employees
come in with their own laptops, PCs, smartphones and tablets because they are
an integral part of their lives. In many cases, these personal devices are more
advanced and powerful than what the workplace provides. Employees often prefer
to access corporate networks with their own devices when they are in the office, or
even while on the road. And much of that technology push comes directly from the
executive suite.
Source: Javelin Strategy & Research, March
2014 https://www.javelinstrategy.com/brochure/318/
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Banks and financial
institutions are a favorite
target for cyber threats.
And the severity and
sophistication of such
threats are growing.

The financial services industry, though among one of the most highly regulated, is
a big user of employee mobility and has adopted BYOD faster than other segments
of the economy. In fact, according to researcher Frost & Sullivan, the industry was
the biggest user of smartphones for business purposes in 2013.2
The competitive advantages to BYOD are many. The trend drives enterprise
innovation by increasing the number of mobile app users in the workforce.
Organizations are compelled to roll out apps throughout the enterprise and
ultimately improve the consumer experience. And by allowing employees to choose
their preferred work devices, banks and financial institutions can better attract and
retain talented staff.
For all its benefits, BYOD and mobility are often perceived to come with unique
security risks. Unprotected data on mobile devices connecting to wireless networks
can be accessed by unauthorized third parties. IT and data security professionals
single out mobile devices, cloud infrastructure and apps as being points where data
leaks can occur most readily.
Some enterprises have not fully prepared to integrate the full spectrum of mobile
technology into their security design. Of course, a “lockdown” policy is not an
option. The challenge for IT revolves around scalability, security and application and
data visibility.

Cyber security threats
Banks and financial institutions are a favorite target for cyber threats. And the
severity and sophistication of such threats are growing.
At the enterprise level, organizations can fall victim to data breaches by malicious
external entities, or data loss or exposure via hapless third-party and contractor
access. When it comes to mobile devices, organizations can encounter unsecured
WiFi, viruses, malware and dangerous user behavior such as losing devices or
unauthorized access to unsecure apps, all of which are exacerbated through the
BYOD phenomenon.
Recent breaches at financial institutions include:

• The websites of a handful of banks fell victim to distributed denial-of-service
(DDoS) attacks in 2013, leading to service disruptions. The attacks knock the
websites offline by flooding them with useless traffic.

• In 2013 a bank in the United Arab emirates and another in Oman were attacked
by hackers who used malware to breach the card processors of the two banks to
withdraw cash from ATMs. That breach resulted in a $45 million loss. Legal liability
for the breach implies data security failures at not just the card processor but also
the banks.

• Hackers infiltrated the computer networks of big banks in August 2014 and stole
checking and savings account information. The entry point for the breach was one
bank employee’s personal computer; the attack then moved further into the bank’s
inner systems.
Source: Frost & Sullivan, July 2014:
http://www.frost.com/prod/servlet/press-release.
pag?docid=291314669
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82 percent of businesses
said they would consider
leaving an institution that
suffered a breach.

As detailed above, not all of the incidents are the result of hackers accessing
networks illegally. In fact, internal pathways are the primary way for data breaches
to occur. Employees, contractors and third parties can make the enterprise
vulnerable when attempting to connect to internal networks.
Lost or stolen employee devices account for 31 percent of data security breaches
and accidental misuse by employees are responsible for another 27 percent of
incidents. External attacks only account for a quarter of breaches.3

The high cost of mobility
Cybersecurity can be costly both in real dollar terms and reputation risk. Following
fraud on their account, close to half (43 percent) of businesses changed banks
and a third moved their primary cash management services, according to industry
reports. Further, 82 percent of businesses said they would consider leaving an
institution that suffered a breach.4
Understanding this, boards of directors have taken cybersecurity on as a crucial
business issue, with many now acting as yet another line of defense after internal
controls, the chief information security officer and internal audits.5 Many boards now
realize that in addition to protecting from outside threats, they must work just as
diligently on employee and BYOD security solutions.
IT spending on security is on a sharp upswing at banks and financial institutions.
According to a recent survey of financial institutions in New York State, 77 percent
said they increased their total information security budgets over the past three
years; 79 percent said their budgets are expected to rise for this activity in the next
three years.6
Current security designs, however, have difficulty factoring in consumerization and
mobility. There are now a patchwork or security solutions to address these issues.
Many products only solve one problem at a time. For example, they might only
address secure email or network security rather than being an end-to-end solution.
Further, the enterprise is seeking solutions that are seamless and automated. The
goal must be to allow users to pick up their devices and use them naturally with
security that is embedded. Enterprises are realizing the importance of addressing
all these security concerns simultaneously.

Compliance and regulations

Forrsights Security Survey, February 2013,
http://csrc.nist.gov/cyberframework/rfi_comments/040813_forrester_research.pdf (page 7)
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http://www.americanbanker.com/issues/179_176/how-much-do-data-breachescost-two-studies-attempt-a-tally-1069893-1.html
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Source: The Institute of Internal Auditors
Research Foundation, 2014, http://www.theiia.
org/bookstore/product/cyber-security-whatthe-board-of-directors-needs-to-ask-downloadpdf-1852.cfm (Page 9)

Banks and financial institutions are no strangers to regulation. They already deal
with compliance around Dodd-Frank, Basel III, FFIEC and FINRA, among many
others. Now regulators are adding cybersecurity concerns alongside these existing
financial reforms, straining IT budgets further.

• All financial institutions are required to create an information security program that
keeps customer financial data secure, protects financial information from security
threats and denies any unwarranted access. The Federal Financial Institutions
Examination Council (FFIEC) creates constantly changing compliance guidelines.

• Sarbanes-Oxley requires that companies implement security best practices for
any system that interacts with financial reporting and accounting systems.

Source: New York State Department of Financial Services, May 2014, http://www.dfs.ny.gov/
about/press2014/pr140505_cyber_security.pdf
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• Due to the rash of DDoS attacks, banks and financial institutions that are federally

“Citrix solutions enable
us to lock down
components, dictating if
and how any given user
can access, read and
write business-critical
data to and from any
other device. That level
of control is crucial to
keeping our environment
secure. Compliance will
be a bigger challenge
than ever, so we’ll need
to deploy technology
that will help us manage
our growing mobile
footprint.”
— Calvin Nghe
AVP of Application & Server
Virtualization at Nationstar
Mortgage

regulated are now required to monitor for such attacks against their networks.
They will now be required to set up a program to assess risks to IT systems,
proactively monitor network Internet traffic to the institution’s website to detect
attacks and activate incident response plans with Internet service providers.
Data breaches are expensive. In a survey of more than 3,900 financial and other
companies worldwide, Kaspersky Lab found that the cost of lost financial data
ranged from $66,000 to $938,000 per organization, depending on the size of the
institution. This is before any costs associated with reputational risk are calculated.
Management understands the imperative to be proactive, even if the cost is
high. Close to three-quarters of bank managers recently identified regulatory and
legislative pressures as the most significant barrier to growth at their organization.7

Mobility and security: Best practices to implement in
your enterprise
To enforce the proper use of networks, encryption and strong authentication and
then execute accurate logs and audits that prove compliance, enterprise is seeking
solutions that are effortless. For example, how should a bank seamlessly handle
somebody who comes in from a mobile device and then needs to have offline access to these applications and data?
Developing a truly comprehensive and security-conscious mobility strategy is now
a top priority for every bank and financial institution. Below we highlight a few best
practices:
1. Take a modern, mobile and service-based approach
Empower users to work on any device or app that their work requires. Enable them
to use their personalized settings, so they can get to work right away.
2. Get buy-in from cross-functional teams and lines of business, including
compliance, audit, risk, security and IT.
It can be helpful to sit down with users and survey their needs and preferences
when creating a mobility strategy that is in compliance while also giving them what
they want and the tools they need to get their jobs done.
3. Build desired security behaviors into the user experience and then monitor
constantly.
When mobile security is seamless and employees don’t need to take extra steps to
enable it, compliance will naturally be higher. Comprehensive monitoring, activity
logging and reporting ensure data privacy and aid compliance.
4. Focus on comprehensive security that protects across data, application,
devices, networks and usage.
A BYOD policy should encompass a wide array of considerations such as eligibility,
allowed devices, service availability, cost sharing, acceptable use, device support
and maintenance, and—last but certainly not least—security.

Source: KPMG, May 2013: http://www.kpmg.
com/us/en/issuesandinsights/articlespublications/press-releases/pages/kpmg-survey-regulation-top-of-mind-for-banking-execs.aspx
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5. Audit, measure and report on security effectiveness across governance,
compliance and risk management programs.
Satisfying the demands of security reporting takes systematic logging, reporting,
and auditing thorough enough to track when specific users access specific apps
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“Citrix provides a more
comprehensive security
solution because we’re
not allowing users to
actually put the content
on the device. It’s being
processed through the
virtual network. We
take very seriously
the protection of our
customer information,
and Citrix helps us
address that.”
— Joel Schwalbe
CIO of CNL Financial
Group, a leading private
investment management
firm providing global real
estates and alternative
investments

and data, and flexible enough to address new regulations and standards as they
emerge. Create a reporting dashboard where authorized managers can see the
latest compliance goals and results.

Four Key Areas to Focus on
Creating a comprehensive mobile policy can seem daunting. Focus your efforts on
these four areas:
1. Virtualization security
IT can transform apps and desktops into on-demand services available on any
device. Because apps and data are managed within the datacenter, IT maintains
centralized data protection, compliance, access control and user administration as
easily on employee-owned devices as on corporate-issued devices – within the
same unified environment.
2. Mobile security
Mobile device management is a good first step to implementing essential security
measures such as password enforcement, device encryption, data back up, audit
logging and remote wipe. But not all financial institutions want to be in the business
of managing devices. To take security a step further, IT can incorporate mobile
application management and ensure secure delivery of SaaS, Web and third party
or custom-built mobile apps to manage the data on either BYOD or corporateissued devices—without having to manage the device itself. IT can also provide
a secure native mobile email client, web browser, file-sharing and note-taking
applications built into the same solution.
3. Data security
Confidential business information should reside on the endpoint only in isolated,
encrypted form, and only when absolutely necessary. Multi-layered security should
include granular policy-based user authentication with tracking and monitoring
for compliance. Banks and financial institutions should consider remote-wipe
mechanisms if business information is allowed on the device.
4. Network security
To secure the datacenter, protect the network and defend against attacks on web
properties, including web apps for cloud and enterprise, SaaS and mobile apps,
and usability threats, banks need a fully integrated solution. One that also provides
high availability and visibility to critical applications, and reporting mechanisms to
prove compliance and service levels is ideal.
Banks and financial institutions need a partner to help them find solutions that
ensure security without compromising availability and usability.

Why Citrix?
Citrix is the trusted security solution partner of 100 percent of the world’s largest
banks, all of the Forbes’ highest-rated financial services companies and the 10
top-rated banks, based on S&P Capital Ratios. Thousands of financial institutions
around the world rely on Citrix solutions for banking and financial services IT to
help them achieve end-to-end security and enable a truly mobile workforce. Citrix
solutions for banking and financial services IT can help you embrace mobility and
address your specific security needs.
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Citrix Workspace Suite: The employees of financial institutions often require a
personalized working environment that they can take with them as they work across
devices, locations and networks. The Citrix Workspace Suite delivers this experience by securely uniting Windows, web and mobile applications, desktops, files and
services into a single workspace that’s tailored to a person’s role or business unit
function. All data flows back through IT and resides securely in the datacenter. IT
can therefore track compliance on everything, even cloud and Web-based applications because they’re being used through the bank’s front-end where everything is
being completely logged and monitored.
App & Desktop Virtualization: Citrix XenApp and XenDesktop are solutions that
centralize the management and delivery of Windows applications and desktops
so that a single IT group can instantly deliver desktops and apps, even those that
are legacy or custom-built, to any user and device. Users experience seamless
access to corporate information while data remains secure and maintains PCI-DSS
compliance by residing in the datacenter.
Enterprise Mobility Management: Citrix XenMobile is a complete solution
that includes mobile device management, mobile application management and
enterprise-grade productivity apps, like native mobile email, web browser and
file sharing, in one solution. IT can enable mobility while maintaining the control
needed to track devices, secure access and maintain control of sensitive data at
the application level regardless of device to ensure regulatory compliance.
File Sharing: Citrix ShareFile is an enterprise follow-me data solution that enables
IT to deliver a robust data sharing and sync service that meets the mobility
and collaboration needs of user data requirements and enterprise. ShareFile
offers flexible data storage—on premises, in a secure cloud environment or a
combination of both—to meet data sovereignty, compliance, performance and cost
requirements.
Application & Cloud Networking: Citrix NetScaler is an advanced service
delivery solution that optimizes, secures and controls the delivery of any financial
application, virtual desktop or cloud and mobile service. With access control,
auditing and reporting on usage of financial apps, IT can manage PCI-DSS
compliance, information governance and data protection and defend against DDoS
attacks. Citrix CloudBridge improves user productivity and user experience by
accelerating and optimizing the delivery of virtual apps and desktops to branch and
mobile users.

Conclusion
Security risks and a more stringent regulatory environment should not stop financial
institutions from taking advantage of the benefits of mobility. Mobility offers banks
an enormous opportunity to meet the changing demands of customers and the
market.
Citrix solutions for banking and financial services address information security for a
mobile world. By enabling seamless access for users, organizations can welcome
mobility without sacrificing compliance or reputation.
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About Citrix
Citrix (NASDAQ:CTXS) is a leader in mobile workspaces, providing virtualization, mobility management, networking and cloud
services to enable new ways to work better. Citrix solutions power business mobility through secure, personal workspaces that
provide people with instant access to apps, desktops, data and communications on any device, over any network and cloud.
This year Citrix is celebrating 25 years of innovation, making IT simpler and people more productive. With annual revenue in 2013
of $2.9 billion, Citrix solutions are in use at more than 330,000 organizations and by over 100 million users globally. Learn more
at www.citrix.com.

