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Executive summary
Trends such as work shifting and bring your own device (BYOD) are putting more pressure on IT, which is struggling to
reconcile these forces with the need to protect intellectual property and comply with regulatory requirements. A growing
global workforce and the need to collaborate and share data with third parties, customers, and partners add to this chaos
and complexity. Users have increasingly turned to unsecure, consumer-style cloud services for access to their data and
files across all of their devices, as well as the ability to share those files with others. To help IT regain control over
employee file sharing, HP and Citrix® have teamed together to offer an enterprise-class, IT-managed, secure file sync
and sharing solution.
Citrix ShareFile Enterprise, with an on-premise storage solution using HP 3PAR StoreServ Storage with HP 3PAR File
Persona, offers a unique file sync and sharing solution. This solution incorporates enterprise tier-1 storage at a midrange
price to deliver a tightly integrated, truly converged solution for provisioning both block storage volumes and File Shares
from a single storage system. HP 3PAR File Persona provides continuously available File Shares, point-in-time File Store
snapshots for user-driven file recovery, support for third-party antivirus, backup and restore software, and disaster
recovery (DR) replication via separately licensed HP 3PAR Remote Copy software. Plus, HP 3PAR File Persona supports
Data-At-Rest (DAR) Encryption as an optional additional measure to prevent unauthorized data access.
This document details a file sync and sharing solution that combines the features of HP 3PAR File Persona with
Citrix ShareFile Enterprise to deliver a scalable, highly available, enterprise-class, on-premise storage solution with
secure remote cloud access to file sync and sharing services.
Target audience
This white paper is intended for HP and Citrix partners and customers who seek a simplified framework for the deployment
and delivery of Citrix ShareFile Enterprise, with on-premise StorageZones using HP 3PAR StoreServ Storage. Readers of this
white paper should have a functional understanding of Citrix ShareFile Enterprise concepts and terminology.

Introduction
HP 3PAR File Persona extends the spectrum of primary storage workloads natively addressed by HP 3PAR StoreServ
Storage from virtualization, databases, and applications via the Block Persona to also include client workloads such as
enterprise file sync and sharing, home directory consolidation, and group or corporate shares via the File Persona.
HP 3PAR File Persona is easily deployed with enterprise file sync and sharing solutions such as Citrix ShareFile Enterprise
and on-premise StorageZones. StorageZones enable IT to place data in the organization’s own data center to meet unique
data sovereignty and compliancy requirements. On-premise StorageZones offer the flexibility of customer management
and giving IT the ability to control sensitive corporate data while meeting the mobility and collaboration needs of users.
Advantages to deploying HP 3PAR StoreServ Storage with your enterprise file sync and sharing solution include
the following:
• File and block services can use a single group of thinly provisioned storage.
• Both file and block data use autonomic data management services.
• Leverages resilient mesh-active architecture.
• Leverages the advanced data services of HP 3PAR OS.

Solution overview
This white paper provides details and guidelines for deploying a Reference Architecture that supports enterprise file sync
and sharing using Citrix ShareFile Enterprise and HP 3PAR StoreServ Storage, with HP 3PAR File Persona acting as the
on-premise storage repository in a customer’s data center.
Together, HP and Citrix offer a viable solution for customers who require remote cloud access and data sharing, while
maintaining control of user’s data using on-premise storage. The StorageZones Controller provides access to a local,
single-tenant storage repository, giving customers the security that their data is exclusive to the storage. HP 3PAR File
Persona provides a compliant SMB interface that is able to adapt to the customer’s current and future requirements.
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HP 3PAR File Persona
With the HP 3PAR File Persona software, you can create a converged storage solution with block and file storage services.
This unique solution delivers tightly integrated, converged storage for provisioning both block volumes for server
workloads, and file and object shares for client workloads such as Citrix ShareFile Enterprise. Truly converged storage
management is provided by a single instance of the HP 3PAR StoreServ Management Console (SSMC) and scriptable
HP 3PAR Command Line Interface (CLI). You must have network interface cards that support the File Persona software
installed on the HP 3PAR StoreServ system to use the File Persona software.
Enabling the HP 3PAR File Persona software on HP 3PAR StoreServ Storage offers many advantages:
Solution highlights
• Single management interface for block and file provided through either the HP 3PAR SSMC or HP 3PAR OS CLI.
• HP 3PAR File Persona software supports a rich set of file protocols including Server Message Block (SMB) 3.0, 2.1, 2.0,

and 1.0, and NFS v4.0 and v3.0 to support a broad range of client OSs.
• HP 3PAR File Persona software benefits from the inherited HP 3PAR StoreServ Storage resiliency. If an event requiring

node-failover occurs, such as a controller failure or HP 3PAR OS upgrade, file services will failover to the other controller
node in the node pair. Depending on the protocol, the failovers are transparent to the file service users.
• Block and file services can use a single group of thinly provisioned storage.
• HP 3PAR StoreServ Storage has sufficient resources to support block workloads alongside file workloads such as

Citrix ShareFile Enterprise.
• There is room to grow the file services solution with support for file sizes up to 2 TB and a maximum aggregate file

capacity of up to 128 TB.
As your environment grows and as you continue to evolve your infrastructure, a truly converged primary storage platform
will allow you to address a broad spectrum of workloads, as illustrated in figure 1.
Figure 1. Block and file workload coexisting on a single storage platform
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Citrix ShareFile Enterprise
Citrix ShareFile Enterprise is a secure file sync and sharing service that meets the mobility and collaboration needs of users
while meeting the data security requirements of the enterprise. Users are able to securely access their data and data shared
by others from any PC, Mac, or mobile device. Citrix ShareFile enables bring-your-own-device (BYOD) accessibility by giving
users seamless, secure access to synced files and folders on their PC or on the go. With support for popular mobile
devices—and easy-to-use interfaces with dynamic access options—users can leverage the devices they are most
comfortable with, avoiding the learning curve of new tools and devices.
With Citrix ShareFile, you can choose where your data is stored—in the cloud, in your data center, or a combination of both.
Deploying an on-premise solution, Citrix ShareFile allows a company to maintain control of its assets by having the
ShareFile storage located in their company-controlled data center. This provides the flexibility to store enterprise data in
optimal locations, which meet corporate data policies and unique compliance requirements.
HP 3PAR File Persona software, with its rich set of data services, is an ideal enterprise-class platform for hosting Citrix
ShareFile user data. The HP 3PAR File Persona software and Citrix ShareFile solution allows companies to upload and share
large business files securely and easily, enabling enterprise-class sharing and collaboration to be integrated with most
business workflows, such as Microsoft® Outlook. Files of up to 100 GB may be securely uploaded using AES encryption.
Table 1 provides details on the key components of the Reference Architecture.
Table 1. Key components of solution and description
Component

Description

ShareFile Control
Plane

Hosted in Citrix data centers and managed by Citrix as a service, the Control Plane performs functions such
as user authentication, access control, reporting, and brokering.
You need an account within the ShareFile system to access a StorageZones Controller server.
A subdomain of ShareFile.com (for example, mycompany.ShareFile.com) is assigned to your account.
This site handles all administrative functions and user account activity.
A database within the Citrix data center maintains the file or folder namespace created by each user.

StorageZones
Controller

The StorageZones Controller software is installed on Windows® servers located in your data center.
A unique domain name and SSL certificate are required for each deployed StorageZones Controller.
Multiple StorageZones Controllers may be deployed for a given account.

HP 3PAR StoreServ
Storage

The primary storage for user files is one or more HP 3PAR File Persona File Shares. These File Shares are
connected to the StorageZones Controllers.

Public Internet

All client applications access the Citrix ShareFile.com site and associated StorageZones Controller across
the public Internet.

Client applications

Citrix provides multiple client applications for users to access their ShareFile accounts. The client device
can request access to the follow-me data service through a mobile app, native desktop client, virtual
desktop, Web, or mobile browser.

How does it work?
When a user logs into Citrix ShareFile, they connect to a subdomain hosted on either ShareFile.com or ShareFile.eu in a
Citrix-managed data center. The servers provide the Web and API services for the ShareFile user. Each ShareFile account
(subdomain) has its own unique URL that is generally in the format of company.ShareFile.com.
Figure 2 illustrates the client flow for accessing the file sync and sharing solution.
1.

The ShareFile user requests a file from ShareFile.com. Citrix ShareFile supports a variety of clients and devices.

2.

A prepare message is created by the ShareFile.com Web application in the SaaS application tier, hosted in
Citrix-managed data centers. The message is then sent to the StorageZones Controller in the customer’s
data center requesting the file. The location of the file is stored in the SaaS application tier database.
A hash-based message authentication code (HMAC) based on the Shared Key used to establish a trust relation
between the SaaS application tier and StorageZones, is sent as part of the prepare message and is validated by
the StorageZones Controller.
Once validated, the StorageZones Controller generates a unique one-time-use download token.
The ShareFile Web application provides the download link to the client with the unique download token.
To start the actual download, the client connects to the StorageZones.
The download token (part of the download request from the client) is validated.
If validation is successful, the file will be retrieved from storage.
The StorageZones Controller server will send the file to the client.

3.

4.
5.
6.
7.
8.
9.
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Figure 2. Data flow for file sync and sharing solution using customer-managed on-premise storage

Solution hardware components
The Reference Architecture detailed in this white paper includes the following major hardware components:
• HP 3PAR StoreServ 7400c Storage—repository for customer’s shared data
• HP ProLiant DL380 Gen9 Server—server platform for Citrix ShareFile StorageZones Controller software
• HP 5920 Switch—network connectivity between HP storage and servers in the customer’s data center

HP 3PAR StoreServ Storage
The HP 3PAR StoreServ 7400c Storage shown in figures 3 and 4 offers enterprise tier-1 storage at a midrange price.
Spend less time managing storage, get more features for less money, and do it all without sacrificing performance or
future scalability. HP 3PAR StoreServ 7400c Storage provides high performance and guarantees to double your virtual
machine density.1 With hardware-assisted thin storage, it is the only platform that guarantees a 50 percent reduction in
capacity requirements.2 HP 3PAR StoreServ Storage is also the first product family with a common architecture, capable of
6-Nines high availability that meets midsize and large business needs.3 HP 3PAR StoreServ Storage spans to the largest
global enterprise, giving you access to the same features as the world’s largest service providers.4 You can start small and
grow without painful upgrades down the road.
Key features
• Grow with freedom in any direction—HP 3PAR Operating System delivers a tightly integrated, converged solution for

provisioning block storage volumes, as well as File Shares from a single capacity store.
• Scalable storage—HP 3PAR StoreServ Storage provides affordable entry pricing and unique, non-disruptive scalability
to four nodes.
1, 2, 3, 4

HP 3PAR StoreServ 7000 Storage QuickSpecs, December 2014
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• High availability—With the “HP 3PAR Get 6-Nines Guarantee,” HP ensures 99.9999 percent data availability with

all HP 3PAR StoreServ 7400c Storage with four nodes. 5 It gives you the peace of mind to expand deployment of
mission-critical applications to midrange storage.
• Effortless management—HP 3PAR StoreServ Management Console provides a modern look and consistent feel for
all HP 3PAR StoreServ Storage, offering the ability to manage block, file, and object access from a single interface for
maximum agility.
For more product information and configuration options, visit hp.com/go/3par.
Figure 3. HP 3PAR StoreServ 7400c Storage

Figure 4. HP M6720 3.5-inch 4U SAS Drive Enclosure with 24 SAS NL drives

HP ProLiant server
The HP ProLiant DL380 Gen9 Server shown in figure 5 is purpose-built for flexibility, efficiency, and manageability. As the
world’s best-selling server,6 with Gen9, the DL380 just got better. Designed to adapt to the needs of any environment,
from large enterprise to remote office or branch office, offering enhanced reliability, serviceability, and continuous
availability, backed by a comprehensive warranty.
With the HP ProLiant DL380 Gen9 Server, you can deploy a single platform to handle a wide variety of enterprise workloads
such as a file sync and sharing solution using Citrix ShareFile Enterprise.
Key features
• Future-proof design with flexible options—Choose the features or functions you need now; add more as necessary as

your business needs grow; the modular chassis, networking, and controller designs allow for easy upgrades. Pay for what
you need, when you need it.
• Industry-leading performance and energy efficiency—For delivering faster business results and quicker returns on
your investment; up to 70 percent performance from the Intel® Xeon® E5-2620 v3 Haswell processors and power
savings features, such as, ENERGY STAR®-rated systems and 94 percent efficient HP Flexible Slot Power Supplies to
drive down energy costs. 7
• Agile infrastructure management—For accelerating IT service delivery; streamline management with HP OneView—
the revolutionary software-defined management platform that delivers automation simplicity across servers, storage,
and networking.
For more product information and configuration options, visit hp.com/go/proliant.

HP 3PAR Get 6-Nines Guarantee Program solution brief, July 2014
“Q114 IDC WW Quarterly Server Tracker,” May 30, 2014
7 www8.hp.com/us/en/products/proliant-servers/product-detail.html?oid=7271241#!tab=features
5
6
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Figure 5. HP ProLiant DL380 Gen9 Server

HP Networking switch
The HP 5920 Switch Series shown in figure 6 is made up of high-density 10GbE, ultra-deep packet buffering, top-of-rack
(ToR) switches. These switches are part of the HP FlexFabric solution module—within the HP FlexNetwork—and are ideally
suited for deployments at the server access layer of large enterprise data centers. The HP 5920 Switch Series is also
designed for content delivery networks, especially when they are used to reduce network congestion at the I/O associated
with the heavy use of server virtualization, as well as burst multimedia and storage applications like HP 3PAR File Persona
and Citrix ShareFile.
With the increase in virtualized applications and server-to-server traffic, businesses now require ToR switch innovations to
meet their needs for higher-performance server connectivity, Ethernet and storage traffic convergence, capability to handle
virtual environments, and ultra-deep packet buffering—all in a single device.
Key features
• High-performance 10GbE switching—enables you to scale your server-edge 10GbE ToR deployments with 24
high-density 10GbE ports delivered in a 1RU design; delivers a 480 Gbps (357.12 Mpps) switching capacity in addition
to incorporating 3.6 GB of packet buffers
• Ultra-deep packet buffering—provides up to a 3.6 GB packet buffer to eliminate network congestion at the I/O that is
associated with the heavy use of server virtualization, file services, and other critical services
• Jumbo frames—with frame sizes of up to 10,000 bytes on Gigabit Ethernet and 10 Gigabit ports, high-performance
remote backup, replication, and disaster-recovery services can be enabled
• Higher scalability—HP Intelligent Resilient Framework (IRF) technology simplifies the architecture of server access
networks; up to four HP 5920 switches can be combined to deliver unmatched scalability of virtualized access layer
switches and flatter, two-tier FlexFabric networks using IRF, which reduces cost and complexity
For more product information and configuration options, visit hp.com/go/flexfabric.
Figure 6. HP 5920 Switch
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Solution software components
The Reference Architecture detailed in this white paper includes the following major software components:
• HP 3PAR File Persona—feature of HP 3PAR OS providing file services using the SMB protocol
• HP 3PAR StoreServ Management Console—browser-based configuration and administration of File and Block Personas
• Citrix ShareFile Enterprise—enterprise follow-me data solution providing secure file sync and sharing services to any

device, in any location

HP 3PAR File Persona
The HP 3PAR File Persona is a licensed feature of the HP 3PAR OS that enables a rich set of file protocols and core file data
services on an HP 3PAR StoreServ Storage. As a feature of the HP 3PAR OS, the File Persona inherits the industry-leading
architecture and Block Persona benefits of HP 3PAR StoreServ Storage. It extends the spectrum of primary storage
workloads natively addressed by HP 3PAR StoreServ Storage from virtualization, databases, and applications via the Block
Persona to also include client workloads such as home directory consolidation, group or department shares, and corporate
shares via the File Persona—all with truly converged controllers, truly agile capacity, and truly unified management.
File Persona is supported on the HP 3PAR StoreServ 7200c, 7400c, 7440c, and 7450c. It requires the installation of 1GbE
(E7X97A) or 10GbE (E7X96A) Ethernet HBA cards. For more product information and configuration options, visit
hp.com/go/3PAR/FilePersona.
HP 3PAR File Persona concepts and terminology
HP 3PAR File Persona is comprised of the following managed objects:
• File Provisioning Group (FPG)
• Virtual File Server (VFS)
• File Stores
• File Shares

HP 3PAR File Persona is built upon the resilient mesh-active architecture of HP 3PAR StoreServ and benefits from HP 3PAR
Storage foundation of wide-striped logical disks and autonomic Common Provisioning Groups (CPGs). A CPG can be shared
between file and block to create File Shares or logical unit numbers (LUNs) to provide true convergence.
Figure 7 represents the four managed objects for HP 3PAR File Persona within HP 3PAR OS.
Figure 7. HP 3PAR File Persona logical view
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File Provisioning Group is an instance of the HP intellectual property Adaptive File System. It controls how files are stored
and retrieved. Each FPG is transparently constructed from one or multiple virtual volumes, and is the unit for replication and
disaster recovery for File Persona. There are up to 16 FPGs supported on a node pair.
Virtual File Server is conceptually like a server. As such, it presents virtual IP addresses to clients, participates in user
authentication services, and can have properties for things such as user or group quota management and antivirus policies.
There are up to 16 VFSs supported on a node pair, one per FPG. VFSs also provide antivirus quarantine, file snapshot
capabilities, and implement quotas for users and groups.
File Stores are the slice of a VFS and FPG, where snapshots are taken, capacity quota management is performed, and
antivirus scan service policies customized. There are up to 256 File Stores supported on a node pair, 16 File Stores per VFS.
File Shares are what provide data access to clients via SMB, NFS, and Object Access API, subject to the share permissions
applied to them. Multiple File Shares can be created for a File Store and at different directory levels within a File Store.
File Shares and VFSs are managed as normal operations via HP 3PAR SSMC. File Stores and FPGs are typically managed
explicitly for advanced operations only.

HP 3PAR StoreServ Management Console
Effective array management helps lower cost of ownership by simplifying the management of the storage array and
improves data center performance. By developing an effective storage management interface, HP allows companies to
save time and reduce the number of IT staff needed to maintain the HP 3PAR StoreServ Storage systems.
HP 3PAR SSMC dashboard shown in figure 8 provides contemporary browser-based interfaces for monitoring HP 3PAR
StoreServ Storage. The SSMC streamlines management tasks using a simple, clean view array. Designed through a
user-centered methodology, the SSMC focuses on the common tasks for mainstream users. This fresh approach to
storage management better enables the IT operations staff to concentrate on other areas of the data center.
SSMC user tasks are accomplished in seconds and not minutes. Automation, combined with a consumer-inspired user
experience simplifies basic tasks and everyday processes on HP 3PAR StoreServ Storage.
For more product information, see the HP 3PAR StoreServ Management Console 2.0 User Guide.
Figure 8. HP 3PAR SSMC dashboard
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Citrix ShareFile Enterprise
Citrix ShareFile Enterprise is a secure and robust enterprise follow-me data solution that enables IT to meet the mobility and
collaboration needs of all users. ShareFile empowers users to securely share files with anyone and to synchronize files
across all of their devices. ShareFile seamlessly integrates with workflow tools such as Microsoft Outlook and provides a rich
user experience on any device to enhance productivity.
Unlike consumer-style file sync and sharing tools, ShareFile provides management and control functionality that allows
IT to deliver a secure service and store enterprise data in optimal locations to meet corporate data policies and unique
compliance requirements. ShareFile is a powerful service that is simple for IT to implement and manage, requires no
additional investment, and can be fully integrated with existing security infrastructure and policies.
Citrix ShareFile Enterprise, together with HP 3PAR StoreServ Storage, consolidates your on-premise shared data into a
tightly integrated, converged solution that empowers enterprises to choose how data is shared and stored.
Key features
• Empowers users with instant access to data in sync across all of their devices.
• Improves collaboration and business productivity through secure file sharing with people inside and outside

the organization.
• Meets corporate data security and compliance standards via a secure service with the flexibility to store data on or off

premises, or both.
• Delivers an enterprise-class service that seamlessly integrates with the IT environment and meets mobility requirements

to provide a rich experience on any device.
• Delivers a managed service that helps IT retain control over the way corporate data is accessed, stored, and shared
• With StorageZones Connectors, Citrix allows users to create a secure connection to existing CIFS network shares and

SharePoint document libraries; supports SharePoint 2010 and SharePoint 2013.
For more information about installation and use, visit ShareFile.com/enterprise.

Customer-managed StorageZones with on-premise storage
Consider these variables when determining the amount of storage and servers required to support a file sync and sharing
solution using on-premise storage:
• Number of users accessing the File Share service
• Size and number of File Shares
• Size of files being shared
• Number of required StorageZones Controllers

HP 3PAR StoreServ features a Block Persona and a File Persona engineered into the core of the HP 3PAR OS and system
architecture. Personas are managed seamlessly together via HP 3PAR SSMC and HP 3PAR OS CLI. Through these storage
personas, HP 3PAR StoreServ provides truly converged block, file, and object access to simultaneously support an expanse
of workloads such as Citrix ShareFile, while allowing the best storage approach to be employed for a given workload.
This solution supports the following workloads on a single storage platform.
File Persona
• Supports Citrix ShareFile Enterprise’s max. allowable download and upload file size of up to 100 GB.
• Scales file services across multiple File Shares and assigns the file workload across all four nodes for optimal

performance, data redundancy, and future growth.
• Supports up to 3,000 concurrent SMB users and able to grow file capacity to 128 TB with the deployment of

multiple FPGs.
Block Persona
• Remaining storage capacity can be allocated to block storage such as virtualization, databases, and applications.
• Sufficient storage resources are capable of running both block and file workloads simultaneously with

acceptable performance.
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Reference Architecture
Citrix ShareFile Enterprise consists of three primary components—the SaaS application tier, StorageZones, and the client.
1.

SaaS application tier—Sometimes referred to as the Control Plane, this is a Citrix-managed component that consists of
Web, database, and API servers.

2.

StorageZones—This is where customer data is stored; customers have four options when deciding where to store their
data. This paper discusses the deployment and workflow of option D:
A. Citrix-managed cloud storage on Amazon Web Services
B. Citrix-managed cloud storage on Microsoft Azure
C. Customer-managed cloud storage on Microsoft Azure
D. Customer-managed storage in corporate data centers
Clients—ShareFile users uploading or downloading files using Citrix supported clients; ShareFile supports a broad
device list, which includes, but is not limited to, Microsoft Windows, Apple OS X, Apple iOS, and Android.

3.

Figure 9 shows the overall architecture of the Citrix ShareFile Enterprise with on-premise StorageZones using HP 3PAR
StoreServ Storage for the enterprise file sync and sharing solution.
Figure 9. Citrix ShareFile Enterprise with on-premise StorageZones using HP 3PAR StoreServ Storage
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SaaS application tier (Control Plane)
The Control Plane performs functions such as user authentication, access control, reporting, and brokering. The Control
Plane is hosted in Citrix data centers and is managed by Citrix as a service. ShareFile users enter ShareFile.com or
ShareFile.eu through a subdomain (for example, hpmsdu.ShareFile.com). The subdomain is accessed from any device over
an SSL connection.
The main components of the Control Plane include:
• SSL Web application servers—for ShareFile Web interface and Web portal access to *ShareFile.com/*ShareFile.eu
• SSL Web API servers—for client devices, including all native ShareFile apps and tools
• Database—a clustered database that stores user account information, access rights, information for file and folder

metadata, and user login information; the database in the Control Plane does not contain any user files, or user and
corporate data
• Citrix NetScaler—a network appliance that load-balances all client requests across the web servers; the NetScaler
appliances and web servers run in the demilitarized zone (DMZ); the database cluster runs in the production network
behind the firewall
Figure 10 illustrates the Citrix-managed Reference Architecture components.
Figure 10. Control Plane architecture

Customer-managed StorageZones with on-premise storage
The ShareFile StorageZones feature in ShareFile Enterprise allows IT administrators to choose where corporate data is
stored. For our Reference Architecture, we have chosen to use on-premise storage in the customer’s own data center. The
customer data center consists of HP 3PAR StoreServ Storage, providing the File Share storage repository, and HP ProLiant
Gen9 server, hosting the Citrix ShareFile StorageZones Controller software running on Windows Server® 2012 R2.
The main components of the customer-managed, on-premise StorageZones include:
• Citrix ShareFile StorageZones Controller server—a Web service installed on HP ProLiant Gen9 servers running Windows

Server 2012 R2 and used to handle all the HTTPS operations from users and the Control Plane; in essence, it is a Web
front-end to the StorageZones storage repository
• HP 3PAR StoreServ Storage with HP 3PAR File Persona—the storage repository for ShareFile data; HP 3PAR File

Persona is a feature of the HP 3PAR OS and provides the rich file protocols and core file data services; the File Share
from File Persona is presented to the StorageZones Controller server using the SMB protocol, which is used for the
ShareFile repository
The storage repository in the customer’s site is an HP 3PAR StoreServ 7400c with four controller nodes. The File Persona
workload communicates to the StorageZones Controller server over a 10GbE LAN and the Block Persona workload
communicates over 8 Gb Fibre Channel. Both workloads share the same group of drives; 48 3 TB NL SAS drives configured
into a single CPG with RAID 6 data resiliency.
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Table 2 provides additional details on the configuration of the HP 3PAR StoreServ 7400c used for the storage repository.
Table 2. HP 3PAR StoreServ 7400c Storage configuration
Storage configuration

Details

Storage platform
• Product model

HP 3PAR StoreServ 7400c

• Number of controller nodes

4

• Fibre Channel host ports (built-in)

8 x 8 Gbps

• Ethernet host ports

8 x 10 Gbps

• HP 3PAR OS version

3.2.1 MU3

Common Provisioning Group (CPG) configuration
• Number of CPGs

1

• Number and type of drives

48 x 3 TB 6G SAS 7.2K 3.5in NL HDD

• RAID level

RAID 6

Figure 11 illustrates the Reference Architecture customer-managed, on-premise storage components.
Figure 11. Main components of customer’s data center supporting the file sync and sharing solution

Create a network File Share on HP 3PAR File Persona
HP 3PAR File Persona provides the file services on HP 3PAR StoreServ 7000c Storage. These prerequisites must be in place
before deploying HP 3PAR File Persona.
• HP 3PAR StoreServ 7000c Storage (7200c, 7400c, 7440c, and 7450c)
• HP 3PAR OS 3.2.1 MU3
• License for HP 3PAR File Persona
• Installation of 1GbE (E7X97A) or 10GbE (E7X96A) Ethernet adapters into each controller node supporting file services

After the prerequisites for installation are met, use HP 3PAR SSMC to install and configure HP 3PAR File Persona
file services. For detailed installation and configuration information, see the HP 3PAR StoreServ Management Console 2.0
User Guide.
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SMB protocol
HP 3PAR StoreServ OS version 3.2.1 MU2 introduced the HP 3PAR File Persona for SMB and NFS access to the HP 3PAR
StoreServ array. SMB is the most widely used protocol for shared directory access and brings a robust feature set for
enterprise file sharing. 8 HP 3PAR File Persona supports SMB 3.0, 2.1, 2.0, and 1.0.
For the Reference Architecture, ShareFile user requests for file uploads, downloads, and deletions are handled by the
StorageZones Controller, which then communicates with the connected network storage using SMB 3.0. The StorageZones
Controller requires a network share for your user data. For the Reference Architecture, we have configured each controller
node in the HP 3PAR StoreServ Storage with dual port 10GbE NICs and a dedicated FPG or VFS/File Store/File Share,
providing an optimal File Share solution with minimal hardware footprint and support for future file services growth.
Create File Share
HP 3PAR SSMC offers two management modes for File Persona for a streamlined management experience.
Normal mode (default view):
• Hides more complex configuration and management options
• Uses default values for hidden objects during creation
• Simplifies admin choices for everyday operations
Figure 12. File Persona menu—normal mode

Advanced mode (enabled in the SSMC global settings screen):
• Displays more complex configuration and management options
• Allows admin user to specify all values for all objects during creation
• Provides greater control for less commonly performed operations
Figure 13. File Persona menu—advanced mode
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Creating, editing, and deleting File Shares
Use the File Shares screen for creating, editing, and deleting File Shares for the File Persona on a storage system. The tasks
for creating and editing allow you to specify the properties and settings of File Shares on a storage system. For example,
you can specify File Share names, share type (NFS or SMB), share path (parent File Store and Virtual File Server), and
additional settings such as client filters and access permissions.
1.

On the SSMC dashboard, select File Persona > File Shares

2.

Do one of the following depending on your desired action:
A. Click + Create File Share or select Create on the Actions menu
B. In the list pane, select (highlight) the File Share and then select Edit or Delete on the Actions menu

3.

Follow the instructions on the dialog that opens

For detailed additional information, see the HP 3PAR StoreServ Management Console 2.0 User Guide.
Figure 14 shows the Create File Share window.
Figure 14. Creating SMB File Share
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Install and configure Citrix ShareFile StorageZones Controller
The main component in customer-managed StorageZones is the StorageZones Controller server. The StorageZones
Controller is a Web service installed on Windows Servers. Citrix recommends using a dedicated server or virtual machine
for the StorageZones Controller due to the high demands placed on these servers during peak usage.
For the Reference Architecture, we deployed a bare-metal installation of the StorageZones Controller software on
HP ProLiant DL380 Gen9 Servers running Windows Server 2012 R2. At the low end of the range, you can expect a single
StorageZones Controller server to handle about 5,000 ShareFile users. At the high end, it is more like 500–1,000 ShareFile
users per server. The servers are stateless and you can add as many StorageZones Controllers to a zone as needed to
support the ShareFile workload. Citrix generally guides customers to monitor the StorageZones Controller workload as
they on-board users so they get a good idea of what their usage looks like.
Use these key prerequisites to deploy and configure the StorageZones Controller software:
ShareFile.com/ShareFile.eu account setup prerequisites
• Ensure you are using an Enterprise level ShareFile account
• Ensure that the StorageZones feature is enabled on your ShareFile account
• Ensure your ShareFile user account has the Allow this user to create and manage Zones admin permission checked

Network/firewall prerequisites
• Obtain a public, fully qualified domain name to access the StorageZones Controller server,

e.g., ShareFile.companyname.com
• Obtain a Windows-accepted, public SSL certificate
• Ensure port 443 is open on the external network firewall
• If applicable, ensure that port 443 or port 80 is open on the internal firewall. External communication from clients or

Control Plane will always happen over port 443, but traffic from a load balancer to the StorageZones Controller Server
could go over port 80 if so desired. Best practice recommends port 443
Server OS prerequisites
• Recommend installing latest version of Windows Server, e.g., Windows Server 2012 R2
• Install ASP.NET 4.5
• Enable the web server (IIS) role
• Enable the ASP.NET and basic authentication IIS role services

After meeting the prerequisites for installation, installing the StorageZones Controller server software is simple;
it consists of launching an MSI file and clicking through until finished. After the software has been installed, the next steps
include validating that the installation was successful and creating a new zone. For additional details on the installation
and configuration of the StorageZones Controller and creating a new zone, visit
support.citrix.com/proddocs/topic/sharefile-storagezones-22/sf-install-storagezones.html.
Table 3 provides details on the HP ProLiant server used for the installation of the StorageZones Controller software.
Table 3. HP ProLiant DL380 Gen9 Server configuration
Storage configuration

Details

Number of physical servers

2

Server platform
• Product model

HP ProLiant DL380 Gen9 Rack Server

• CPU

2 x Intel Xeon E5-2620 v3

• Memory

128 GB

• Number and type of drives

2 x HP 450GB 12G SAS 15K 2.5in SC ENT HDD

• Ethernet HBA

2 x HP Ethernet 10Gb 2P 530SFP+ adapter
HP 1GbE 4-port 331FLR adapter

Operating system/version
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File Share continuity and encryption
Citrix ShareFile Enterprise with HP 3PAR File Persona running on HP 3PAR StoreServ Storage provides many features for
ensuring File Share continuity and encryption of File Share data without affecting the remote or mobile user.
Workforce productivity all the time
High availability is built into the core of the HP 3PAR File Persona and mesh-active system architecture of HP 3PAR
StoreServ Storage to enable workforce productivity all the time. Enhanced by support for the transparent failover of client
connections to group and corporate shares via the included latest generation of file protocols, this helps to make sure that
users can almost continuously access data even in the event of a storage controller failure.
Simplified data protection with confidence
HP 3PAR File Persona simplifies data protection for users and administrators alike. Antivirus scan services provide
integration with third-party antivirus software for a malware-free environment. User-driven file recovery from point-in-time
File Store snapshots empowers users to effortlessly restore deleted and previous versions of files without requiring
administrator intervention. Replication and disaster recovery using HP 3PAR Remote Copy software protects against site
failures. Share-based and Network Data Management Protocol (NDMP)-based backup of user data and configuration
information provides additional protection.
Improved IT control and data security
By taking advantage of the included user and capacity quota policies and quota management, IT can better control the
growth of user-generated data. For improved security, HP 3PAR File Persona makes sure that users can view only the
subset of directories and files stored on the centralized network storage that they are actually authorized to access.
Moreover, the group and corporate shares can be backed by the Federal Information Processing Standard (FIPS) 140-2
certified HP 3PAR StoreServ Data-At-Rest Encryption using self-encrypting drives as an optional additional measure to
prevent unauthorized data access.
Citrix ShareFile encryption
Customer files are encrypted while data is in transit between the Web application and the customer-managed, on-premise
storage location, using SSL 3.0/TLS 1.0 with a minimum 128-bit encryption—depending on the end-user browser or
proxy configuration.
For Data-At-Rest in customer-managed StorageZones, Citrix recommends not having the StorageZones Controller software
encrypt the data. Instead, leverage the Data-At-Rest Encryption options native to HP 3PAR StoreServ Storage. If encrypted
by the StorageZones Controller software, processes like antivirus scanning and file indexing will not work.

Recommendations
The following are key recommendations for deploying this solution:
• Choose the HP 3PAR File Persona-supported platform that meets your needs: Citrix ShareFile Enterprise

StorageZones contain the corporate data to be available to remote or mobile users. On-premise StorageZones access
data using the SMB protocol found in HP 3PAR File Persona. The SMB protocol is available on all HP 3PAR StoreServ
models supporting HP 3PAR File Persona services, allowing you to match your capacity and performance needs to the
appropriate HP 3PAR File Persona platform.
• Enable File Persona on all node pairs: Take advantage of processing power and availability by enabling File Persona on
all controller nodes in the HP 3PAR StoreServ Storage system.
• Create multiple FPG, VFS, File Store, and File Share: Create at least one FPG, VFS, File Store, File Share on each node

•

•
•

•

running the File Persona in the HP 3PAR StoreServ array. Distribute users and group, department, or corporate shares
evenly between the nodes for maximum load distribution.
File Persona network bandwidth and redundancy: It is best to use dual port 10GbE NIC for File Persona to get more
network bandwidth. There should also be multiple network connections from the node pairs, preferably connected to at
least two network switches for redundancy.
Deploy at least two StorageZones Controllers: Citrix recommends starting with a StorageZone that contains a
minimum of two StorageZones Controllers for redundancy.
Monitor StorageZones Controller workload and scale out as needed: Based on how heavily ShareFile is used within
the organization, there can be a wide range on the number of required StorageZones Controllers needed to support a
specific deployment. At the low end of the range, you can expect a single StorageZones Controller server to handle about
5,000 users. At the high range, it is more likely 500–1,000 users per server.
Encryption at rest: When deploying customer-managed StorageZones, Citrix recommends not having the StorageZones
Controller software encrypt Data-At-Rest. The recommendation is to leverage encryption options from your on-premise
storage instead. HP 3PAR StoreServ uses self-encrypting drives as an optional additional measure to prevent
unauthorized data access.
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• File Persona storage layout: For the best combination of performance, resiliency, and efficient capacity utilization, use

RAID 5 for SSD and FC drives and RAID 6 for nearline drives.
• Transparent failover: For achieving the transparent failover, enable continuous availability and use SMB protocol 3.0 at

a minimum for non-disruptive operations to File Shares.

Bill of materials
Table 4 provides the part numbers for the major storage, server, and networking components used in this Reference
Architecture. However, this is not a list of all the necessary components needed to build and rack a complete solution.
For a complete solution, contact your HP reseller or HP sales representative for more details.
hp.com/large/contact/enterprise/index.html
Table 4. Bill of materials
Quantity

Description

Model number

HP 3PAR StoreServ Storage
1

HP 3PAR StoreServ 7400c 4-node Storage Base

QR513A

4

HP 3PAR 7000 2-pt 10Gb Eth Adapter

E7X96A

2

HP M6720 3.5in 4U SAS Drive Enclosure

QR491A

48

HP 3TB 6G SAS 7.2K 3.5in NL HDD

QR500A

HP ProLiant server
1

HP ProLiant DL380 Gen9 8SFF CTO Server

719064-B21

1

HP ProLiant DL380 Gen9 E5-2620v3 FIO Kit

719051-L21

1

HP ProLiant DL380 Gen9 E5-2620v3 Kit

719051-B21

8

HP 16GB 2Rx4 PC4-2133P-L Kit

726720-B21

2

HP 450GB 12G SAS 15K 2.5in SC ENT HDD

759210-B21

1

HP DL380 Gen9 Universal Media Bay Kit

724865-B21

1

HP 9.5mm SATA DVD-RW Jb Gen9 Kit

726537-B21

2

HP Ethernet 10Gb 2P 530SFP+ Adptr

652503-B21

1

HP 1Gb Ethernet 4P 331FLR Adapter

629135-B22

1

HP 2U Security Bezel Kit

666988-B21

2

HP 500W FS Plat Ht Plg Pwer Supply Kit

720478-B21

HP Networking switch
1

HP 5920AF-24XG Switch

JG296A

2

HP A58x0AF 650W AC Power Supply

JC680A

2

HP 5920AF-24 Bk(pwr)-Frt(prt) FN Tray

JG297A

Summary
Enterprise file sync and share is a fast growing market. User mobility and BYOD trends are challenging IT to reconcile
employees’ desire to access data on any device from anywhere with the need to protect intellectual property and address
compliancy requirements. Citrix ShareFile Enterprise with on-premise StorageZones utilizing HP 3PAR StoreServ Storage
with HP 3PAR File Persona, enable IT to securely regain control over employee data sharing and mobilize all enterprise data.
The Reference Architecture detailed in this white paper provides guidance for an enterprise-class, IT-managed file sync and
sharing service where user data can be securely stored within the organizations’ own data centers.
Key points:
• Provide secure, instant access to corporate data—Citrix ShareFile Enterprise with StorageZones is an enterprise

follow-me data solution that enables IT to deliver a robust file sync and sharing service that meets the mobility and
collaboration needs of users and the data security requirements of the Enterprise.
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• Choose where to store data—Citrix ShareFile Enterprise with StorageZones allows IT administrators to choose where

corporate data will be processed and stored. File sync and sharing can take place on HP 3PAR StoreServ Storage located
securely in the customer’s data center to help meet unique data sovereignty and compliancy requirements.
• Enterprise tier-1 storage at a midrange price—Get tier-1 features, “HP 3PAR Get 6-Nines Guarantee” availability, and
data mobility at a midrange price. HP 3PAR StoreServ Storage meets the needs of mid-size customers and spans to the
largest global enterprise, giving you access to the same features, as the world’s largest service providers. You can start
small and grow without painful upgrades down the road.
• Fewer data silos with multipurpose storage—HP 3PAR StoreServ Storage optimizes storage usage by provisioning
both block storage volumes and File Shares from a single storage system without expanding the storage hardware
footprint. Unlike existing solutions, this truly converged solution extends the architectural benefits that the HP 3PAR
StoreServ Storage system already delivers for block workloads to File Shares and object access in a way that is simple
to deploy and easy to administer, increasing the overall total cost of ownership (TCO).

Terminology
Table 5 provides definitions for the terminology used throughout this white paper.
Table 5. Terminology and definitions
Terminology

Definition

HP 3PAR File Persona

A licensed feature of the HP 3PAR OS that can be enabled on HP 3PAR StoreServ 7000c Storage systems
running at least 3.2.1 MU3 to provide a rich set of file protocols, file data services, and Object Access API.

HP 3PAR StoreServ
Management Console (SSMC)

Provides contemporary browser-based interface for monitoring and administering all HP 3PAR
StoreServ Storage systems.

File Provisioning Group (FPG)

Is an instance of the HP intellectual property Adaptive File System. It controls how files are stored and
retrieved. Each FPG is transparently constructed from one or multiple virtual volumes, and is the unit
for replication and disaster recovery for File Persona. Up to 16 FPGs are supported on a node pair.

File Shares

Provides data access to clients via SMB, NFS, and Object Access API, subject to the share permissions
applied to them. Multiple File Shares can be created for a File Store and at different directory levels
within a File Store.

File Stores

File Stores are the slice of a VFS and FPG, where snapshots are taken, capacity quota management is
performed, and antivirus scan service policies are customized. Up to 256 File Stores are supported on
a node pair, 16 File Stores per VFS.

NFS

File sharing protocol provides central data management using the client/server method. NFS protocol
is the default protocol used by UNIX® and Linux® clients.

SMB

File sharing protocol provides central management of data using the client/server method. SMB is the
default protocol used by Windows and OS X clients.

Virtual File Server (VFS)

VFS is conceptually like a server. It presents virtual IP addresses to clients, participates in user
authentication services, and can have properties for things such as user or group quota management
and antivirus policies. Up to 16 VFSs are supported on a node pair, one per FPG. VFSs also provide
antivirus quarantine and file snapshot capabilities, and implement the quotas for users and groups.

Citrix ShareFile terminology

Definition

Client application

Citrix provides multiple client applications for users to access their ShareFile accounts. The client
device can request access to the follow-me data service through a mobile app, native desktop client,
virtual desktop, Web, or mobile browser.

Control Plane

Control Plane is also known as the SaaS application tier. The Control Plane performs functions such
as user authentication, access control, reporting, and brokering. The Control Plane is hosted in Citrix
data centers and managed by Citrix as a service.

NetScaler

NetScaler is a network appliance that load balances all client requests across the web servers.

StorageZones

The StorageZones feature in ShareFile Enterprise allows IT administrators to choose where corporate
data is stored. Administrators can choose Citrix-managed, secure cloud storage options and/or
customer-managed StorageZones to leverage their storage infrastructure whether on-premise or in
cloud-based object storage.

StorageZones Controller
server

The main component in customer-managed StorageZones is the StorageZones Controller server.
The StorageZones Controller is a Web front-end to the StorageZones storage repository.
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For more information
HP 3PAR StoreServ Storage array
HP 3PAR StoreServ Storage, hp.com/go/3par
HP 3PAR File Persona, hp.com/go/3PAR/FilePersona
HP 3PAR StoreServ Storage best practices guide
HP 3PAR StoreServ Management Console 2.0 User Guide
HP 3PAR StoreServ Data-At-Rest Encryption
HP ProLiant servers
HP ProLiant servers, hp.com/go/proliant
HP Networking
HP 5920 Switch Series, hp.com/networking/5920
Citrix ShareFile
Citrix ShareFile Enterprise, ShareFile.com/enterprise
Citrix ShareFile Support, ShareFile.com/support

Learn more at
hp.com/go/3PAR/FilePersona
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