Securing Oracle SOA Suite with NetScaler AppFirewall Solution Guide

The following example uses the expression HTTP.REQ.HOSTNAME.CONTAINS("soadomain.com”) to select the
target traffic for the policy (replace soadomain.com with your Oracle SOA Suite domain)

On the policy listing screen, select the newly added policy and click Policy Manager. From the Bind Point op-
tions, select Load Balancing Virtual Server. The Virtual Server field now becomes visible. From this field's drop-
down list, select the SOA virtual server that you created earlier. Click Continue to display the Bind Point pane.
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In the Select Policy field, click the arrow to display the policy options. Select the SOA policy, enter binding details
and click Bind. On the next screen, if binding details are correct, click Done.

In the Application Firewall Policies pane, refresh the page. A Green check mark appears in the Active Column to
indicate that the policy is now active.

The Oracle SOA Suite server is now protected by the application firewall. You can monitor the /var/log/ns.log
to verify whether any violations are getting triggered, and fine-tune the security check configuration by adding
relaxation rules if needed.
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Troubleshooting

Violations are noted in the NetScaler Syslog (accessible at Security>Application Firewall>Policies>Auditing as
shown below)

Syslog messages are shown in the GUI unfiltered. Once messages are loaded, it is possible to filter them by
module, as the syslog contains messages for all NetScaler modules. To note only Application Firewall messages,
choose the APPFW option in the modules dropdown located on the right hand side of the page. Some sample
errors:
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When the Learn option is enabled for Application Firewall, the module learns violations that are being repeated,

which may indicate that they are potential false positives. These learned rules are generated and maintained in

the Learned Rules section within the profile page. These rules can be reviewed and enabled selectively, allowing
relaxations for such false positives. These rules can also be created manually using the Relaxation Rules option.
The rule editor processes standard regular expressions.

Conclusion

Citrix NetScaler AppFirewall enables a completely secured application delivery experience for enterprises with
Oracle SOA Suite by utilizing the right mix of licensing and policy/rule/signature definitions. With the recommen-
dations provided in this guide, enterprises can expect a secure experience while providing continued access to
Oracle SOA Suite based applications to their employees and partners.
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