
Removing the Barriers to Remote Radiology



Introduction
The Rise of Remote Radiology 
Remote Radiology, or teleradiology, has been part of the healthcare mix since the mid-1990s, when the  
emergence of high-speed communications made it a viable option for preliminary image reading. But it was the 
COVID-19 pandemic - when social distancing meant that consultants were remote from both the patient and the 
data - that catapulted the technology from an occasional tool for convenience, to an essential clinical solution.

Now widely recognised as an important contributor to shorter report turnaround times and improved patient 
service levels in today’s era of value-based care, remote radiology is here to stay.  

A recent report found that clinicians are more motivated than ever to use telehealth technologies following the 
pandemic. Over 80% of those surveyed said it has improved the timeliness of care for their patients, with 55% 
reporting increased job satisfaction. 

Source: Teleheath Impact: Patient Survey Analysis, April 2021
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are motivated to 
increase telehealth  
use in their practices

More than 
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of medical professionals say 
telehealth has improved the 
timeliness of care for their patients
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believe telehealth  
has improved their 
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55% 
say telehealth  
has improved their  
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Introduction
The Rise of Remote Radiology 

“In recent years, teleradiology has evolved 
from an occasional tool for convenience and, 
at times, a perceived marketplace disruption 
and threat, into an increasingly systems-
focused healthcare partner in improving 
access to imaging care across the nation. 
Ultimately, teleradiology can help increase 
imaging efficiency and mitigate both 
geographic and temporal discrepancies  
in imaging care.

Tarek N Hanna, MD, Emory University 
American Journal of Roentgenology, “Emerging Challenges  
and Opportunities in the Evolution of Teleradiology”

But for many healthcare providers, technological 
limitations and regulatory hurdles still hinder 
the optimal practice of teleradiology. Without a 
change in IT architecture, attempting to deliver 
radiology remotely is still wrought with challenges. 

In this eBook, we consider how Citrix can help  
to remove the barriers to remote radiology, 
enabling healthcare providers to:

• Eliminate technology roadblocks to  
improve patient care

• Protect patient data though secure and 
compliant viewing of images on remote devices

• Harness the power of cloud and decrease  
costly hardware investments 
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The Barriers 
Common Obstacles to Remote Radiology

Patient Data Compliance & GDPR 
Once patient data leaves the premises of the 
healthcare provider, it becomes more difficult to 
secure and more difficult to ensure compliance  
with healthcare regulations. 

Any loss or compromise of patient data has a 
catastrophic impact on the public’s trust of the 
healthcare provider.

Managed Workstations 
The initial cost and ongoing operational cost to 
maintain a radiology capable workstation can be  
very high. Workstations need specific operating 
systems, graphics cards, and software updates 
installed locally. They need connectivity to allow 
clinicians to authenticate and download patient 
data, with additional requirements to backup, 
secure, and audit usage. Any issue or failure at  
the workstation results in a lengthy re-provisioning 
process, which often requires the endpoint to be 
shipped back to the healthcare provider, rebuilt, 
and then shipped back to the remote clinician.

Importantly, workstations are often single-task 
and single-user, with no flexibility for clinicians  
to use the machine for other work purposes.

Systems Integration and communication 
Accessing all relevant clinical information is more 
difficult for teleradiologists because they typically 
interpret exams from many institutions operating on 
different PACS and electronic medical record systems. 

Unless organizations have a robust networked  
solution for data-sharing between systems, security 
may be compromised.

Radiology Software Updates 
Radiology software is always improving, and updates 
need to be deployed on a regular cadence. Often updates 
need to be applied to endpoints and back-end systems 
simultaneously. Co-ordinating this when the software is 
installed on remote endpoints can be very difficult.

Traditional VPN Technology 
For many healthcare providers, connecting remote 
devices back to their infrastructure means using 
traditional VPN technology. This either results in only 
allowing managed devices to connect or exposing 
the infrastructure to unmanaged devices and the 
associated security risks. For the unmanaged 
devices in remote locations, the question of support 
and assistance arises. Who should manage and be 
responsible for access and set-up of these devices? 
This inevitably leads to the question of who provides  
the budget for the expanded support and risk.
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Removing The Barriers
Introducing Citrix for Remote Radiology
Citrix is used by healthcare organizations around the world to provide high fidelity access to radiology platforms 
such as PACS and RIS. Enabling secure remote access to radiology systems at 4K 60fps, Citrix provides a like-local 
user experience, while ensuring the security of patient data. 

With Citrix, whilst the radiology 
software appears on the remote 
device and allows the clinician to 

interact at 60FPS and 4K resolution; 
the PACS software and patient data 

being accessed never leaves the 
healthcare provider’s infrastructure. 

PACS software is updated centrally, 
ensuring that clinicians are always 

using the correct version. With 
highly available deployment 

configurations, healthcare providers 
can provide round-the-clock access 

to their hosted radiology solution.

By de-coupling the presentation of the 
application from where it is hosted, clinicians 

can use multiple endpoint devices, located at the 
healthcare provider, at home, or from other 3rd 
party locations. The Citrix HDX (high-definition 
experience) protocol helps ensure a ‘like-local’ 

experience, allowing the clinician to quickly  
get connected and be productive.

Compliant ReliableSecure

5Citrix  |  Removing the Barriers to Remote Radiology



Removing The Barriers
Overview of Citrix for Remote Radiology
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The Benefits: 
01: Eliminate technology roadblocks to improve patient care

Because Citrix’s remote radiology solutions mean clinicians do not need to physically relocate to their 
workstation to perform patient diagnosis, time lost in transmit is minimized, which in turn allows more 
time for patient care. Whether working from home, in hospital, or in a third-party location, the Citrix HDX 
(high-definition experience) protocol helps to ensure a ‘like-local’ experience, allowing the clinician to 
quickly get connected and be productive. Increased productivity, of course, means that patients get 
their diagnosis sooner, resulting in reduced waiting times and a more positive patient experience.  
For healthcare providers this means higher throughput, lower backlog, and better patient care.

• Faster diagnostics: Almost instantaneous viewing of medical imaging results means physicians  
can diagnose and treat a patient quickly and efficiently.

• Easier collaboration: Secure access and data sharing means radiologists and physicians can 
collaborate more efficiently and decide the best treatment method for the patient. Second 
opinions can easily be sought without having to transfer the patient.

• Work from anywhere: Improve work/life balance and wellbeing for radiologists by allowing  
them to remotely access hosted systems and existing physical workstations, with a  
‘like-local’ experience.

• Increase productivity via virtual appointments: Reduce in-hospital waiting times by offering  
virtual follow-up appointments with radiologists located remotely.

• Provide round-the-clock patient care: With highly available deployment configurations,  
healthcare providers can provide 24/7 access to their hosted radiology solution to a global  
pool of radiologists.

• Improve service offering and patient care: Remote radiology services ensure that the best 
diagnosis and treatments are offered to patients even when the radiologist is not locally present  
at the patient site.
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The Benefits: 
02: Protect patient data with secure and compliant viewing of 
images on remote devices

Citrix addresses the major challenges of GDPR compliance and data security by providing a solution 
that ensures PACS/RIS and patient data never leaves the healthcare provider’s infrastructure. Existing 
hardware - whether it’s a workstation in the hospital or a personal computer at home or elsewhere - 
can be securely and compliantly brought into the network and consumed as a “virtual machine”. This 
enables anytime/anywhere access for radiologists, while providing IT security teams with the assurance 
that unmanaged devices will not breach compliance regulations or expose the infrastructure to security 
risks. Citrix’s solution can be configured to help ensure compliance with image referral guidelines, 
aligning with recommended diagnostic information such as image quality, color depth, and resolution.  

• GDPR compliant viewing of data and images to devices in private and remote locations:  
While the radiology software appears on the remote device, the PACS software and patient  
data being accessed never leaves the healthcare provider’s infrastructure.  

• Centrally updated software: PACS software is updated centrally, ensuring that clinicians are  
always using the correct, approved version.

• Optimized clinician experience: Lossless image quality targeting 60 FPS (frames per second);  
4K (3840x2160 pixel); Single or multi-monitor.

• Diagnostic & non-diagnostic: Clear guidance for diagnostic quality vs non-diagnostic review.

• Patient data security: Provide patient data interaction, without risk of data disclosure due to 
equipment loss or theft.

• Zero Trust network access: Citrix’s solution allows the use of unmanaged endpoints without 
needing implicit trust – which means designated users can be granted limited access from  
existing machines without introducing the risks associated with traditional VPN.
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The Benefits: 
03: Harness the power of cloud and decrease costly  
hardware investments 

Built with Desktop-as-a-Service (DaaS) principles and uniquely featuring Remote PC Access, the Citrix 
solution enables physical machines to be consumed like any virtual machine and delivered via the cloud. 
This means users can access their desktops and workstations remotely, whether that’s at home or in 
any part of the hospital, away from the main workstation. For healthcare providers this negates the 
need for costly new or replacement hardware, while simplifying IT operations by reducing time spent  
on upgrades and maintenance, and minimizing downtime associated with failed workstations. 

• Minimize hardware investment: Removing the need to purchase and manage additional costly 
workstations to address internal and remote access, Citrix delivers secure access to any available 
physical workstations running PACS via the cloud to any designated radiologist.

• Simplify IT operations and reduce costs: With minimal hardware and all software updated centrally, 
Citrix delivers significant cost and time savings on running, upgrading and maintaining PACS systems.

• Cut micro-interruptions: Citrix’s single sign-on (SSO) functionality provides secure access to radiology 
and helper apps without re-authentication, dramatically reducing time lost logging in and out of 
multiple systems and software.

• Increase flexibility and agility: Citrix infrastructure enables healthcare providers to respond to changes 
on demand, by allowing any number of radiologists to securely and remotely access their hosted 
radiology solution.

• Reduce backlogs or provide out-of-hours support: The Citrix solution empowers healthcare providers 
with the technical capabilities to engage radiologists from other organizations to help reduce backlogs 
and provide round-the-clock radiology services.

• Embrace new service models: With a secure cloud solution in place, hospitals and trusts are empowered 
to offer radiology as a service to other healthcare providers, providing potential new revenue streams. 
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Citrix In Action #1
Royal Cornwall Hospital NHS Trust
With Citrix, radiologists can analyze medical imagery from home, 
improving clinical resilience, flexibility and productivity

When the Covid-19 pandemic struck, Royal Cornwall Hospitals NHS 
Trust sent as many staff home as possible. Overnight, the trust’s 
number of home-workers leapt from 250 to 3,000. However, even 
though Royal Cornwall wanted to minimize the number of people on 
its three hospital sites, there was no viable home-reporting solution 
for its 30 radiologists and radiographers.

The trust, which serves a population of 430,000 in Cornwall and the 
Isles of Scilly, is a long-time Citrix customer and, as Picture Archiving 
and Communications Systems (PACS) Manager Daniel Powell says:

“Most people working from home could use Citrix on trust-owned or 
personal devices to securely access the information and applications 
they required. But that didn’t work if you needed to view high-definition 
clinical images for diagnosis and reporting. The solution we had 
couldn’t provide the image resolution, speed or connectivity that 
radiologists need.”

The trust evaluated other solutions, before settling on Citrix. As 
Robert Phillips, the trust’s Technical Services Manager, explains, 
“Viewing medical imagery requires specialist end-user equipment 
– a diagnostic quality monitor and the ability to dictate notes – but 
you can’t simply take a PACS workstation home and plug it into 
your domestic broadband. Workstations require a fixed IP address 
to connect to PACS servers and you can’t replicate that in people’s 
homes without a hardware VPN. 

“That would have entailed managing each of 30 professionals’  
home connections like an additional healthcare site. That would  
mean extra overhead, extra cost and extra complexity.”

A virtual desktops solution

With help from Citrix, the team piloted a full deployment of Windows-
based desktop as a service (DaaS) workloads. These virtual desktops 
leverage Citrix HDX (high-definition experience) technology with 
NVIDIA powered servers to deliver diagnostic-quality images to 
radiologists and radiographers at home. At each home, the trust 
provided a Lenovo laptop with Eizo diagnostic-quality monitors.  
The clinicians can also access the Dragon voice-recognition  
software that is central to their note-taking and reporting.

Supporting recruitment and resourcing for scarce skills

Radiology skills are in high demand and short supply all around the 
country and the Citrix-powered home-working solution helps Royal 
Cornwall address this in several ways:

• Enabling people to work hours that suit their personal situations,  
or work from home, means the trust can recruit from a wider  
pool of candidates.

• Part-time, home-based work is often an attractive option for 
recently retired radiologists.

• Out-of-hours home-working also makes it easier for existing  
staff to cover for others’ sickness or absence.

“This benefits the patient, too,” Phillips says. “By removing the need 
for clinicians to travel and giving them the ability to work flexibly,  
we can improve turnaround of reports. Faster reports can mean  
better outcomes.”

To read the full story click here.
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Citrix In Action #2
Assistance Publique-Hôpitaux de Paris
Thanks to Citrix, AP-HP is improving real-time access to medical 
data, with a single electronic patient record for all AP-HP hospitals.

The Assistance Publique-Hôpitaux de Paris (AP-HP) is a university 
hospital center (CHU) made up of 39 hospitals located mainly in the 
Paris region. More than 10 million patients are treated there each year 
with the help of 100,000 employees and 50,000 workstations. Each 
of these patients is assigned a digital medical file which must be 
accessible to all the care establishments of the CHU.

As of 2013, Director of the Center for Infrastructure Solutions at 
AP-HP, Guy Bensoussan, has been overseeing the deployment of 
“a single medical file (computerized patient file - DPI) for all of our 
hospitals”. But this would require the AP-HP to rethink their entire 
data infrastructure and security, whilst considering scalability for 
future developments.

Designing a secure and agile infrastructure for the future

AP-HP’s newly selected healthcare software provides a complete 
patient care solution that follows their path and shares their file with 
all the medical staff involved in their treatment. But to operate the 
case successfully, a secure, sustainable, and agile IT infrastructure 
and system is needed. AP-HP opted for Citrix, which had been part of 
its IT environment for many years.

The first operation was to deploy the same software in the form of 
a virtual machine on AP-HP’s 1,400 Citrix servers, dedicated to this 
application. Citrix DaaS is then used to secure access to workstations 
across the network.

“The Citrix client is deployed uniformly on our workstations thanks 
to SCCM. The security policy is thus respected and in line with the 

recommendations” emphasizes Bensoussan. The rest of the security 
is taken care of by Citrix: load balancing between servers, intelligent 
management of network traffic, management  
of servers under maintenance. All this contributes to a better  
user experience.

A smarter and more flexible way of working

Between 2019 and 2020, the demand for access from outside 
experienced a significant increase, peaking in the spring of 2020. 
Citrix ADC was then widely deployed and offered AP-HP staff the 
possibility of accessing published applications. What this mean,  
as Bensoussan explains, is that “radiologists can now view imaging 
data in their EPRs from their offices and from their homes, carry  
out remote appointments, and complete reports when off-site.”

Today, AP-HP continues to strengthen its information system with 
the installation of the SSL VPN layer using Citrix ADC. Bensoussan’s 
teams thus have the possibility of taking their workstation home and 
teleworking via a secure connection.

Overall, the support provided by Citrix streamlined the project definition 
and implementation process. For the group’s sites, this means that staff 
are now equipped with easy access to electronic patient records and 
can maintain productivity, even in the face of disruption. 

Bensoussan concludes: “Citrix is   undoubtedly a key partner in  
meeting our needs today, but also in providing secure and  
sustainable workspace and IT systems for the future”.

To read the full story click here.

11Citrix  |  Removing the Barriers to Remote Radiology

https://www.citrix.com/customers/ap-hp-en.html


© 2022 Citrix Systems, Inc.  Citrix, the Citrix logo, and other marks appearing herein are the property of Citrix Systems, Inc. and may be registered with the U.S. Patent 
and Trademark Office and in other countries.  All other marks are the property of their respective owners.

Take the next step in your digital transformation journey

About Citrix 
Citrix (NASDAQ: CTXS) builds the secure, unified digital workspace technology that helps organizations unlock human potential 
and deliver a consistent workspace experience wherever work needs to get done. With Citrix, users get a seamless work 
experience and IT has a unified platform to secure, manage, and monitor diverse technologies in complex cloud environments.

Are you ready to remove the  
barriers to remote radiology?

Request a call Find a partner
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