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68%
According to a recent Gartner global big data survey,  

“68 percent of respondents said that they use big data  
to enhance their customer experience. This is the 
third year customer experience has been a top 
business problem to address.”

“Gartner Says Advanced Analytics Is a Top Business Priority,”  
press release, Gartner website, October 21, 2014

By 2020, customer experience will 
overtake price and product as the  
most important brand differentiator

“Customers 2020: The Future of B-To-B  
Customer Experience,” Walker

Is your application delivery environment  
ready to ride the data wave? 

Apps are the primary way your business engages with your customers. The more access and visibility you 
have into your application delivery data, the better experience you can provide.

But harnessing that tsunami of data to make it more useful is becoming more and more complicated.   
More apps are being moved to the virtual infrastructure (either on-premises or into the public cloud). 
More cloud-native apps are being developed using microservices. And the demands of mobile users and 
emerging IoT applications are increasing. This increased complexity produces oceans of data you could 
be collecting, analyzing, and putting to work to improve the customer experience. Unfortunately, this is 
where most application performance management platforms fall short.
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How do you harness the tsunami of 
application data to drive better customer 
experience? 

The data explosion comes with its own set of challenges — because most application  
delivery management systems aren’t built to collect, analyze, or act on that data to give you 
the visibility you need. Imagine if you could harness your application delivery environment’s 
usage, user, and traffic data and turn it into something invaluable: insights. The type of insights 
and visibility that would allow you to monitor transactions, establish normal traffic and usage 
patterns, spot anomalies, and accelerate and automate troubleshooting to ensure a great 
customer experience.

Tame your data collection

Today’s tools can’t keep up 
with the sheer volume of data 
produced. What’s more, to get 
an end-to-end view you need to 
get the data from everywhere 
— across the hybrid-multi-cloud 
environment.

Analyze the data

Even if they allowed you to 
collect data from every corner 
of your hybrid/multi-cloud 
environment, today’s tools 
lack the advanced analytics to 
help you make sense of it all. 
You need to know (in a timely 
manner) why something 
happened, what will happen in 
the future, and how to address 
it. Imagine if you could quickly 
correlate and spot patterns to 
generate insights?

Take real-time action

Even if they could get ahold  
of some of the data, today’s 
platforms aren’t able to do  
much with it. You need to  
automate everyday 
configuration, provisioning,  
and management tasks —  
and be able to sync it all to  
your analytics engine.
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How do you manage application performance 
across the hybrid cloud? 

You need visibility into the health of all your applications so you can monitor how secure they 
are and how aspects of your app delivery infrastructure are affecting your application traffic 
flows - and ultimately the customer experience.

Welcome to everything that’s possible.

To truly manage app performance in a hybrid/multi-cloud environment, you need a solution 
that can rapidly collect, correlate, and analyze volumes of data from across your infrastructure, 
map it to your applications and turn it into real-time dashboards showing customer experience 
along with the security status for each app.

You want a solution that enables you to use techniques like anomaly detection to establish 
normal patterns of behavior and then spot changes in the data to identify issues quickly and 
proactively before they affect users.

Once you’ve identified an issue with an app, your admin is positioned to quickly drill down  
into the relevant data from the infrastructure the application uses and then leverage  
advanced analytics to correlate data across the entire infrastructure to get to the root cause  
of the problem.

Public Cloud Private Cloud

Hybrid Environment

Identify and resolve issues

Datacenter/ 
On-Premises
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How do you improve management 
and visibility of your virtual desktop 
infrastructure (VDI)?

A recent survey by Citrix showed that 32 percent of organizations are using virtual desktops 
or virtualized applications in the cloud. And a full 48 percent believe that they may consider 
them in the future. As your app infrastructure becomes more spread out, your virtual desktop 
infrastructure (VDI) has to be able to scale efficiently and flexibly.

Specialized VDI display protocols are critical to deliver consistently high multimedia 
performance. But using these protocols presents another level of complexity to 
troubleshooting user-experience issues.

VDI streams hold a wealth of data about users, apps, and clients from the VDI protocols. You 
need a solution that can capture and analyze this data to gain valuable insights, while driving 
high levels of customer satisfaction and proactively troubleshooting issues when they occur.

VDI

USERS

APPS
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“97 percent of applications 
tested by Trustwave in 
2015 contain at least one 
vulnerability.”  

In 2016 76 percent of IT 
security decision makers 
reported they were affected  
by cyber-attacks, up from  
62 percent in 2014. 

2016 Trustwave Global Security Report

The Citrix 2016 Cyberthreat Defense Report

How do you protect against security threats  
that don’t knock?

As the application security perimeter shifts from the datacenter to the cloud, and as Internet 
attacks become increasingly more sophisticated and frequent, applications are more vulnerable 
than ever. No matter where your apps are being deployed, you need protection from these 
attacks. You need real-time, actionable data on the nature and extent of past, present, and 
impending threats. You need information on the nature of violations, how fast they’re coming, 
and where they’re happening. Anything less dramatically lowers the chance of delivering data-
driven countermeasure recommendations.

97%

76%
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How do you control access  
to your workspace?

It’s never been more vital to analyze user behavior to keep your environment safe. 
Cybersecurity incidents are becoming more common and dangerous. A significant number can 
be traced to negligent employees, contractors with easy access, or compromised user accounts. 
And they all result in harm.

The data is there. But it’s useless unless you can make sense of it in a timely fashion. To do 
that means overcoming the collection and analytics challenge.

With apps spread across hybrid clouds, you can’t simply put up a barrier around your 
datacenter. Rather, you need a solution that enables you to focus on user behavior — with 
analytics that allow you to effectively harness user data to gain important visibility into user 
activity, access behavior, and network and data usage patterns. And that means taking your 
security to a whole new level.

Security Protection

Hybrid Cloud User-Behavior 
Visibility
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The final piece in the puzzle — how do you 
take action?

Let’s say you’ve harnessed the data — now, how can you actually do something with it in  
real time? You need to be able to address performance issues before they impact customers. 
You need to manage security threats before they affect service. And you need to manage  
user access as soon as you think an account may be compromised. The only way to do it is 
 via automation. 

 
 
 
 
 
 
 
 
 
 
 
 
You need a solution that positions you to configure comprehensive policy framework and 
programmatic access to all of the security and configuration parameters for all the key 
elements in your application delivery network. With it, analytics and automation can drive 
your management system to make adjustments across your entire application infrastructure, 
positioning you to address application security and performance issues proactively. 

This is the final key to closing the loop, continuously protecting your customers and ensuring 
the very best experience.

You need to be able to address 
performance issues before they 
impact customers. 
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Introducing Citrix NetScaler Management 
and Analytics
As part of the Citrix Analytics portfolio, the NetScaler Management and Analytics System ™ 
(NetScaler MAS ™) is the only solution to combine high-speed data collection, high-powered 
analysis tools, and end-to-end automation. This allows you collect, analyze, and act on data  
from across your hybrid multicloud application delivery network. It’s a solution available both  
as on-premises software or a cloud service.

 

NetScaler MAS

Cloud Orchestration
Automated App

Deployment

Real-Time
Analytics

End-to-End
Visibility

Microsoft Azure
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The Citrix Analytics portfolio with Citrix NetScaler  
Management and Analytics puts your data to work.

Better application health visibility

•Application Performance Analytics distills app data and many real-time performance metrics into a single-digit 
App Score (based on APPDEX) that shows how responsive an app is.

•Advanced analytics helps identify issues proactively.

•Admins and app owners can drill down into the infrastructure associated with specific apps to troubleshoot issues.

More intuitive VDI management

The NetScaler MAS HDX Insight feature enables VDI administrators to:

•Quickly identify and resolve user experience issues.

•Easily diagnose insufficient bandwidth problems.

•Adjust the timeline to see when problems occurred.

•Easily view all relative performance of any published applications and virtual desktops.

Continued on next page
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Tighter external security

With Security Insight, a dashboard-based security analytics feature, NetScaler MAS can:

•Generate a Threat Index based on violation type, rate of attack, location, and client details.

•Create a single-digit Safety Index score based on application firewall and NetScaler system security configurations.

•Indicate how securely you have configured the NetScaler instances to protect applications.

Improved internal security 

Citrix Analytics employs User Behavior Analytics to: 
 

•Collect a wide variety of data from many sources surrounding user activity, access behaviors, and network and 
data usage patterns.

•Use machine learning algorithms to establish normal user behavior.

•Correlate low- and high-level risk indicators from multiple sources.

•Give administrators the context to understand what has happened and why.

•Automatically raise guardrails based on security parameters.

Central Management and Automation  

NetScaler MAS can automate policy and settings across your application infrastructure, providing centralized 
access and control to a wide range of functionality — including access, configuration, security policies, SSL 
certificates, and more. Using this rich access, real-time insights or external orchestration systems automate 
your application delivery network.
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Learn about how NetScaler MAS can help you improve your 
customer experience, visit:  
https://www.citrix.com/products/netscaler-management-and-analytics-system/


