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Together, Cisco and Citrix deliver a modern digital platform for every 
business to transform the way you work and realize the hybrid and 
multi-cloud promise, allowing you to innovate with confidence.



Business landscape
Increased mobility has changed the business landscape. As more workers 

use additional devices from a multitude of locations, connectivity to 

business data has become difficult to sustain and costly to scale. This 

increase in devices, device types, and locations also adds a higher level of 

business risk. To meet the increase in business needs while reducing the 

level of risks, businesses have expanded or migrated their workloads into 

the public cloud. However, customers have quickly learned some of the 

limitations presented by embracing a public cloud solution. 

As an example, confidential information and high-business-impact (HBI) 

data demand extreme layers of security that cannot be met by most 

public cloud providers.

Many businesses have tried to solve application delivery, accessibility, and 

scalability through the use of public and private clouds. However, stitching 

together point solutions has proven cost prohibitive, difficult to scale, and 

not secure enough to meet modern compliance standards. The challenge 

is to enable mobile and remote users to be productive from wherever they 

need to work, and to do so securely while having the ability to flexibly and 

cost-effectively scale. 

Together, Cisco and Citrix deliver a solution that empowers productivity in 

any location with world-class scale, support, security, and management. 

The Cisco and Citrix digital platform transforms the way you work, so 
you can realize the hybrid cloud and multi-cloud promise and innovate 
with confidence.
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Market imperatives
Modern data centers must be designed to meet new and growing customer 

expectations and demands, specifically around application agility. Cisco ACI 

(application-centric infrastructure) uses an application-centric approach in 

its design and architecture—and uses a centralized policy-based controller 

that automates provisioning, manages, and programs networks through 

software interfaces. With a programmable approach, flexibility and choice in 

deploying Layer 4 through Layer 7 (L4–L7) services via application program 

interfaces (API) is possible, thereby delivering automation and agile 

application delivery to L2–L7 operations. Trusted innovators Citrix and Cisco 

share a common vision for simplifying and automating data center and 

application networking.

Trusted innovators 
Citrix and Cisco share 
a common vision for 

simplifying and 
automating data 

center and application 
networking.

Using an application-centric 

approach to solve customer 

challenges, the two 

companies bring together 

Cisco’s IT leadership in 

connecting people, 

processes, data, and things, 

and Citrix’s expertise in 

securely delivering apps and 

data to enable people to work 

better. The result is network 

simplification and rapid 

network service provisioning.



Solution: Citrix ADC and Cisco ACI for 
data center modernization

Cisco and Citrix have developed an industry-leading solution with the combined 

power of the Citrix ADC (application delivery controller) and Cisco ACI. This 

integrated solution automates application infrastructure, streamlines 

management, and improves scalability, security, and flexibility. Cisco ACI 

integrates Citrix ADC appliances to reduce deployment complexity and better 

align applications with dynamic business requirements in existing and 

next-generation data centers.

Cisco ACI is designed to support an application-centric environment so it can 

easily respond to the changing demands of today’s data centers to support 

physical, virtual, and container environments simultaneously without compro-

mising scalability or security. Cisco offers a new architecture and operation 

model based on application-centric infrastructure to support any workload, 

anywhere. This unique approach uses a common policy-based operating model 

across network, computing, storage, and security elements, overcoming 

isolated infrastructure and drastically reducing cost and complexity. 

The Citrix software-based ADC simplifies deployment across any form factor, 

any hypervisor, any cloud, any container. The single API and management 

platform provide interoperability with any orchestration platform. In addition, 

Citrix ADC offers centralized management and real-time analytics and 

end-to-end visibility of the entire application infrastructure—regardless of 

where the applications live.

This eBook looks at the top 5 IT and business advantages of deploying Citrix 
ADC and Cisco ACI, the problems they solve, and why you should care. 
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Together, Cisco ACI and Citrix ADC technologies provide a flexible 

way to link network services to applications. Tight integration 

between the Citrix ADC and Cisco ACI delivers a secure, scalable, 

and automated application infrastructure, self-learning networks, 

and multiple deployment options. 

Cisco ACI uses application-centric concepts to automate network 

setup. Included with ACI, the Cisco Application Policy Infrastructure 

Controller (APIC) supplies centralized, policy-based control and 

management of application infrastructure. The Citrix ADC delivers 

integrated L4–L7 services, such as application acceleration, load 

balancing, and application security.

Cisco ACI leverages the feature set of Citrix ADC appliances to 

intelligently control traffic flows. The solution uses the Cisco APIC 

to set up and manage the Cisco ACI infrastructure, Citrix ADC, 

network service policies, and application profiles. 

Advantage #1: 
Automated application infrastructure

 

Integrated 
L4–L7 load 
balancing
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With its centralized management plane, Citrix ADC alleviates the 

overhead and sprawl usually associated with serving complex 

networking applications. Through intuitive workflows, administrators 

can enable provisioning and deploying of new network services on 

demand. The central plane acts as a single point of visibility, providing 

a coherent view of the operational characteristics for all instances 

running on the appliance. This strategy makes it possible to 

Advantage #2: 
Streamlined management

 

 

 

 

Alleviates
overhead and 

sprawl
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successfully support the dynamic changes inherent in today’s 

cloud-based, app-driven environment.

The tight integration between Citrix ADC and Cisco ACI further 

enhances management control. Using a full-featured device package, 

a rich set of Citrix ADC features and deployment templates are 

exposed to and controlled by the Cisco APIC. The result is centralized 

network control and full lifecycle service management.

Management is yet further streamlined with Citrix ADM (application 

delivery management), a centralized network management, analytics, 

and orchestration solution. From a single platform, administrators 

can view, automate, and manage network services for scale-out 

application architectures.



By using native Cisco ACI security in combination with Citrix ADC 

security services, companies can:

The user is protected with a solution that combines policy-based 

management with secure sockets layer (SSL), virtual private network 

(VPN), and application firewalls. Applications are secured by provisioning 

Citrix ADC security services through the Cisco APIC. The Citrix Web 

Application Firewall (WAF) identifies and blocks attacks. Plus there are 

appliances to detect data leaks, and an SSL VPN (secure sockets layer 

virtual private network) to bring secure access to enterprise 

applications and data.

Advantage #3: 
Security and compliance 
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Zero-trust and 
whitelist-based 

approach
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Implement comprehensive security while ensuring compliance 

with industry standards

Defend the business through a multi-layered, zero-trust, 

whitelist-based approach to security

Increase defenses with encryption and authentication

Defuse threats across all networks by using micro-segmentation 

to quarantine malware-affected servers and virtual machines 

based on their attributes

Accelerate detection of attacks with extensive network visibility in 

the Cisco APIC 

Maintain compliance through policy-based control, micro- 

segmentation, and multi-tenancy services that simplify 

management and administration

Gain visibility into the nature and extent of past, present, and 

impending threats, real-time actionable data on attacks, and 

recommendations on countermeasures with Citrix ADM 

 



The combined solution adapts to change easily with comprehensive, 

programmable management of L4–L7 services. It further enhances 

network flexibility with policy-based insertion that automatically attributes 

the right Citrix ADC resources to applications based on policies defined 

through the Cisco APIC. Automated remediation reduces mean time to 

repair (MTTR) by up to 80%.

There is also the assurance of future compatibility with the open protocol, 

Network Services Header (NSH), which invites third-party virtualization 

services, management tools, and additional L4–L7 support. And network 

service delivery is simplified by creating a single point of access with a 

single IP address for back-end services. 

Advantage #4: 
Agility and flexibility

 

 

 

 

Ensuring future 
compatibility
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Citrix ADC and Cisco ACI improve system reliability with 

monitoring services that intuitively present network health 

information to enable proactive network management. This 

enables data-driven improvements by using the Cisco APIC to 

collect detailed network activity data through policy counters and 

extensive network logging support.



Advantage #5: 
Scalability and performance

 

 

 

 

Scales as 
demand

fluctuates 
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Through Citrix ADC, services that work directly with Cisco ACI enterprises can:

Citrix ADC and Cisco ACI work together to provide faster connection 

to users by using Citrix ADC DataStream and native SQL load balanc-

ing to distribute requests and segment traffic based on SQL queries. 

The solution increases application performance by using GSLB to 

distribute connection requests to data centers across the network 

based on network performance and application availability. Back-end 

server performance is improved by moving encryption, decryption, 

and single sign-on (SSO) authentication tasks to Citrix ADC with its 

SSL Offload service.

Maintain uncompromised performance across multiple applications, 

even as demand fluctuates, through Citrix ADC services that work 

directly with Cisco ACI 

Optimize infrastructure assets by using multiple load-balancing 

techniques

Drive faster network performance with dynamic load-balancing 

features such as Global Server Load Balancing (GSLB) and Citrix 

Intelligent Traffic Management (ITM) with Session Persistence built 

into multi-site ACI deployments 

Enhance application performance with data caching techniques that 

lower the overhead associated with repeated content demands



Fundamentally, combining Cisco ACI with Citrix ADC delivers total control over the data 

center whether on-premise or in the cloud. The joint solution also incorporates the unique 

advantages of advanced analytics in the Citrix ADM service. 

Together, Cisco and Citrix deliver a modern digital platform for every business. Transform 

the way you work with secure and intelligent workspaces, optimized with analytics 

to support demanding workloads. Leverage our platform to strengthen employee 

productivity everywhere, and sharpen your company’s competitive edge. 

Improve business agility and realize the hybrid and multi-cloud promise with 

simplified management and secure services that adapt to any environment. With 

predictable infrastructure costs and world-class support, we ensure secure access to 

mission-critical data, allowing businesses to innovate with confidence on a modern digital 

platform you can count on.

Together, Cisco and Citrix are making it easier than ever to move to the industry's most 

advanced application delivery solution.

GET STARTED TODAY 

Move forward with Citrix ADC and Cisco ACI to transform your infrastructure and lower 

your data center costs with accelerated application delivery, scalability, security, and ease 

of management. Here’s where you can find solution guides, technical documentation, and 

videos, as well as resources for Cisco ACE customers who are migrating to Cisco ACI:  

www.citrix.com/global-partners/cisco/cloud-networking.html 

For more information about the Citrix and Cisco partnership, visit 

www.accelerateandsimplify.com

 

Wrapping up
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