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Introduction

Citrix XenApp™, a member of the Citrix Delivery Center™ product family, is the
industry’s de facto standard for delivering Windows-based applications with the best
performance, security and cost savings. XenApp is the most complete application
virtualization system available with the ability to virtualize applications on both the
client side and server side, delivering them on demand based on the user, the application
or the location (online or offline). By centralizing applications and data in secure
datacenters, I'T can reduce the costs of management and support, increase data security
and facilitate business continuity. XenApp Platinum Edition adds critical capabilities
for application performance monitoring, secure remote access, WAN optimization and
single-sign-on application security.

Avaya one-X Agent is an integrated telephony softphone solution designed for agents
in a Communication Manager Call Center environment. The Avaya one-X Agent
application controls the advanced telephony features through its direct communication
with the Communication Manager.

In addition to providing the basic telephony controls, Avaya one-X Agent supports the
advanced Communication Manager agent functions, such as, agent state control, call
wrapup control, screen pops, VuStats screen, agent greeting controls, and video features.
Avaya one-X Agent has an intuitive graphical user interface (GUI) to provide a rich user
experience for agents in contact centers. The application GUI occupies minimum space
on the agent desktop, and provides the ability for agents to customize the application
GUI to meet their individual needs.

Avaya one-X Agent supports agents working in the contact center and for agents working
remotely from the contact center. Agents working remotely from the contact center can
connect to a Communication Manager through an Internet connection and receive
calls, as if they were present at the contact center. Agents manage both communications
and tasks, regardless of where they are working, through the IP network. Avaya one-X
Agent also supports remote agents using Public Switched Telephone Network (PSTN)
networks to send a voice path, and a personal computer (with an IP connection) to send
signaling (data) media to connect to Communication Manager.
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Solution Requirements

* Avaya Telephony delivered through Citrix XenApp

Prerequisites

e Citrix XenApp 5.0

* Citrix XenApp Plugin for hosted apps v11.x for Windows
e Windows 2008 Server x32 (x86)

e Avaya one-X Agent R2 softphone solution

e Client computers

Usage Modes

¢ Desk Phone: The Avaya Desk Phone mode allows agents to use the office phone in a contact center environment. Agents can use
the Desk Phone mode when they are at the contact center and want to share control between the office phone and the desktop
computer. While in Desk Phone mode, agents access audio components from the office phone and visual components from the
desktop computer.

* Another Phone: The Avaya Another Phone mode allows agents to use a PSTN or a GSM phone to make or receive calls when
they are telecommuting. The Another Phone mode is configured for toll-quality audio and optimizes audio through another
phone. Agents use the Another Phone mode to access audio components from a home phone, an office phone, or from a mobile

phone.
e My Computer: My Computer mode is not currently supported with Citrix XenApp 5.0 for Avaya one-X Agent R2.
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Network Diagram

The following is the Network that was used to develop this deployment guide.

Citrix XenApp
Avaya one-X Agent
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Compatibility Matrix

Avaya 1X Agent works, was tested and is supported on XenApp 5.0 running on Windows Server 2008 32 bit, in Desk Phone mode
and Other Phone mode. Windows Server 2008 x64 is not currently supported. My Computer mode is not currently supported.

Avaya 1X Agent

Citrix XenApp 5.0

Citrix XenServer 5.5
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XenApp Install

Install XenApp 5.0 onto the Windows server.

Avaya 1X Agent Install

Install Avaya 1X Agent onto the same server that XenApp is installed on.

Avaya 1X in XenApp

Citrix Web Interface

Once Avaya 1X Agent is installed on the XenApp server, it can be made available to
users through a web interface. On the XenApp server, launch the Access Management

Console.
From the AMC: B Gitrix Access Management Console MEE|

Fle Acton View Help

Citrix Resources = | 2500/ d

m Citrix Access Management Console @ | ] +
- ‘ B 0.
Configuration Tools = 5 et tome_wves sew ~ | Web Interface CITRIX
% My Views [ Contents
Report Center Common Tasks
- . Lommenlaser
Web Interface E E;e;:;:ic Facity Change display * | [Web Interface Site Choose columns
. [ Citrix Resources Save in My Views Name [Type [ Configurati... [ Tech...
create Slte- El > Configuration Tools Create site [ https: /Avaya32.... XenApp Services  Local File ASP
EEW] vveb ha"ge Ty P Run discovery [ https: /Avaya32.... XenApp Web Local File AsP
m/Citrix/XenApp
Savein My Views |0t
s Create site Other Tasks
) . 2 B2 Xentpp Run discovery Customize display 3
Note: Right-Click on Web BB Ao ainie
Interface to get the menu. RebtedTob |
Xenipp Advanced 44l | L
Configuration Toat 4 [Titems

Citrix Knowledge Centers Select one or more items to view details and associated tasks

[ Launches evemal sppikaton

CiTRIX'

Create a new Web Interface site on the selected server
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. .
CiTRIX

Select Site Type

Select the type of site to create.
¥ XenApp Web
Users access published resources through a'Web browser (the Web Interface).
{~ Xenbpp Services
Users access published resources using Citrix Xenipp plugin.

Mext = Cancel

CiTRIX

Specify IS Location

Specify the 1S location in which the site is hosted. This determines the URL for users to access the site.
ISsite: | Defautt Web Ste =l

Path:  |/Citri/XenApp1/
[w Set as the default page for the 1S site

< Back Mext = Cancel

Create Site:
XenApp Web

Create Site:

IIS Site: Default Web Site
Path: /Citrix/XenApp1/
Set as default IIS Page
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Create Site: Create Site
[ ]
Authentication: At Web Interface CI'I'R!X"

Specify Point of Authentication

Specify where user authentication takes place:
I.Pd Web Interface j

\wleb Interface will authenticate users. You can select from
a range of built-in authentication methods, including
explicit, pass-through, and smart card.

\Web server

£} Point of authentication

< Back Mext = Cancel
Create Site: Create Site
L]
Confirm Settings CI'I'R!X
Confirm Settings for New Site

Check the summary information below. To make any changes, click Back. To create the site, click Next.

Site type
¥enApp Web

115 site
Default Web Site

Default page for IS site
Yes

Example site URL
https:// Avaya 32 citedabs comCitroe ¥enApp 1/

Authentication
Authentication Point: Web Interface

< Back MNext = Cancel
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Create Site E3

CiTRIX'
e S e e L

Crealing Site

Site successfully created

You can configure the site now. If you do not configure the site now, the default
configuration will be applied.

I Configure this site now

Specify Initial Configuration - https:/ | Avaya32.citrixlabs.com/ Citric/XenApp1l
.
CITRIX

Specify Server Farm

Specify details of the server farm from which the Web Interface displays published resources to users. To
specify multiple server farms, use the Manage server farms task.

Farm name: IFEIITI'I'I
Servers (in failover order):

localhost
add.. | e |
XML Service port: IEﬂEﬂi
Transport type: HTTF A

S5 Relay port: 443

Mext = Cancel

Create Site:

Configure this site now

Specify Configuration:
Farm name: Farm1

Servers: localhost

XML port: 8080

Transport: HTTP

10
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Specify Initial Configuration - https:/ | Avaya32.citrodabs.com /Gitrid/XenAppl

Specify Configuration:
[}

Authentication Method: Explicit CITRIX

Configure Authentication Methods

Specify how users authenticate when logging on to the Web Interface. Mote that some of these
authentication methods may require additional configuration of your system before they will operate

correctly. Mare...

Authentication methods (select one or more):
¥ Explicit
[ Pass-through
[~ Pass-through with smart card®
[~ Smart card
[~ Anonymous®

" Not supported by XenDesktop.

< Back Mext = Cancel

SpeCify configuration: Specify Initial Configuration - https://Avaya32.citrixlabs.com [ Gitrix/XenApp1
.
Allow any domains CITR!X
Domain Restricion

Use this page to restrict access to users in selected domains. Settings can be changed after initial
configuration by accessing the Configure authentication methods task.

¢ Allow any domains

" Restrict domains to the following:

Domain list

Add Edit.. Hemove

Mate: Users will be required to enter a domain name in the Domain box on the
logon screen. Domain user name and UPN format logons will be allowed.

< Back MNext = Cancel
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Specify Initial Configuration - https:/ | Avaya32.citrixlabs.com/ Citric/ XenApp1l
.
CITRIX

Specify Logon Screen Appearance

& Minimal

Display only the logon fields for the selected
authentication method.

Mote: The Messages and Preferences buttons
will not appear on the logon screen.

= Full

Display the header area and navigation bar,

including the Messages and Preferences
buttons .

< Back I Mext = I Cancel

Specify Initial Configuration - https:/ | Avaya32.citrixlabs.com/ Citric/XenApp1l

CiTRIX'

Select Published Resource Type

Select the types of published resources available to users.

' Remote
(Grants users access to applications, content, and desktops provided by remote
SErVers.

" Streaming

Grants users access to stream applications totheir physical deskiop and open them
locally. Users mustinstall the streaming clientin order to use this site.

" Dual mode streaming

(Grants users access to both streamed applications and applications, content, and
desktops provided by remote servers, all on the same site.

< Back I Mext = I Cancel

Specify Configuration:

Minimal Logon Screen

Specify Configuration:

Published Resource Type:
Remote

12



Specify Configuration:

Confirm settings and finish

Specify Initial Configuration - https:/ f Avaya32.citrodabs.com/Gitrig/ XenAppl
0
CITRIX

Confirm Seitings

Check the summary information below. To make any changes, click Back.

Farm name
Fam1

Servers
localhost

XML Service port
2080

XML Service transport type
HTTP

Authentication methods
Bxplicit

Domain restriction e
Allow any domains

Logon screen
Minimal LI

< Back I Finizh I Cancel
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Citrix XenApp Plugin

Once Avaya 1X Agent is installed on the XenApp server, it can be made available to

users through the Citrix XenApp Plugin. On the XenApp server, launch the Access

Management Console.

B Gitrix Access Management Console _[O]x

Fle Action View Help

A e =N =N 7 R

Citrix Access Management Console
7] Alerts
] search Results
My Views
Report Center
D Licensing
[+] Diagnostic Fadiity
= {3 citrix Resources

Change display

m/Citrix/XenAy
Save in My Views VCirx [Xeniop

m/Citrix/PNAgent

Hotfix
= (28 xenapp
= B8 avaya

Run discovery

All Tasks

2

& H g

Home My Views Search

2 P
Web Interface crrR!x

Common Tasks
Changedisplay »
Save in My Views

Create site

Aun discovery

Other Tasks

Customize display »

Related Tools

XenApp Advancad
Configuration Toat

Citrix Knowledge Canters

£ Launches extemal application

CiTRIX'

Contents

(web Interface site Choose columns

Name [ Type [ Configurati... | Tech...
[ https:/favaya32.... XenAppServices  Local File ASP

https://Avaya32.... XenApp Web Local File ASP

4| | »
2items

Select one or more items to view details and associated tasks

(Create a new Web Interface site on the selected server

From the AMC:
Citrix Resources =
Configuration Tools =
Web Interface =
Create Site.

Note: Right-Click on Web
Interface to get the menu.

14



Create Site:

XenApp Services

Create Site:
IIS Site: Default Web Site
Path: /Citrix/PNAgent1/

CiTRIX

Create Site

CiTRIX'

Select Site Type

Select the type of site to create.
" XenApp Web

Users access published resources through a\Web browser (the \Web Interface).
% Xenfpp Services
Users access published resources using Citrix XenApp plugin.

MNext = Cancel

Create Site

2
CITRIX'

Specify IS Location

Specify the |15 location in which the site is hosted. This determines the URL for users to access the site.
IS site: | Default Web Ste |

Path:  |/Citric/FNAgent1/

™| Set as the defzult page for the 1S site

< Back MNext = Cancel
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0
CITRIX
e s e
Confirm Settings for New Site

Check the summary information below. To make any changes, click Back. To create the site, click Next.

Site type
XenApp Services

115 site
Default Web Site

Default page for 115 site
Mo

Example site URL
https://Avayal2 citbdabs com,/Citrbe/'PNAgent 1/

< Back Mext = Cancel

ciTrRIX’

Crealing Site

Site successfully created

You can configure the site now. If you do not configure the site now, the default
configuration will be applied.

I Configure this site now

Create Site:

Confirm Settings

Create Site:

Configure this site now

16



Specify Configuration:
Farm Name: Farm1

Servers: localhost

XML port: 8080

Transport: HTTP

Specify Configuration:

Resource Type: Remote

CiTRIX

Specify Initial Configuration - https:/ /Avaya32.citridabs.com/Citrio / PNAgent1
0
CITRIX

Specify Server Farm

Specify details of the server farm from which the \web Interface displays published resources to users. To
specify multiple server farms, use the Manage server farms taskh.

Farm name: IFEIITI'I1
Servers (in failover arder):

localhost
Y =
XML Service port: IE'DE»E'|
Transport type: HTTF -

S5L Relay port: 443

Specify Initial Configuration - https://Avaya32.citrixlabs.com/Citri/PNAgent1

CiTRIX'

Select Publizhed Resource Type

Select the types of published resources available to users.

' Remote
Grants users access toapplications, content, and desktops provided by remote
SErvers.

" Streaming
Grants users access to stream applications to their physical desktop and open them
locally. Users mustinstall the streaming client in order to use this site.

¢ Dual mode streaming
Grants users access to both streamed applications and applications, content, and
desktops provided by remaote servers, all on the same site.

< Back MNext = Cancel
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Specify Initial Configuration - https:/ | Avaya32.citrixlabs.com/ Citrioc/ PNAgent1

CiTRIX'
e e e e

Confirm Settings

Check the summary information below. To make any changes, click Back.

Farm name:
Fam1

Servers
localhost

XML Service port
2080

XML Service transport type
HTTP

Published resource type
Remote

< Back I Finish I Cancel

ciTrRIX’

Crealing Site

Site successfully created

T
You can configure the site now. If you do not configure the site now, the default
configuration will be applied.

I Configure this site now

Specify Configuration:

Confirm Settings

Create Site:

Configure this site now

18
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Publish Avaya 1X Agent

After the Web Interface and XenApp Plugin sites have been created, you need to publish
the Avaya 1X Agent application so users can access it through the Citrix Server.

B Citrix Access Management Console

From the AMC: 6=
File Action View Help

Citrix Resources = GG
Citrix Access Management Cansole @ ‘ 3] ‘;j
XenApp - 7] alerts

-
] Search Results ey Ve = Applications CITR!X

My Views E Contents
. . [ report Center Common Tasks
Applications = )ty “wngedsoly v || (Aopiicad
[+] Diagnostic Fadiity gecispiay Application Choose columns
= (3 Cirix Resources New 4 Name [ Type [ status [ User Conne:
N ew = &> Configuration Tools Savein My Views {H avaya 1xagent  Installed Appl... Ensbled
= 22 Xenapp

Explicit

Inotepad Installed Appl... Enabled Explicit
. E B Avaya3zFarmiew
Publish.

& Administrators LIS
[E)E] *ooications: Customize display 3
O Avaye | Change display 0s
| notepad ; applications from a
= [ servers Save in My Views Create folder
L Auavad ™ e 3
. i i Bz 0=
Note: Right-Click on e Related Tools
H H & Password Manager XenApp Advanced
Applications to get the menu. Configuration Tocs g
Citrix Knowledge Centers o

4| |

2 items

5 Launches extemal application

Select one or more items to view details and associated tasks

CIiTRIX

Publish an application in this folder
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.
CIiTRIX
e PR
Name

Enter the name and description that you want to be displayed to clients for this application.
Display name:
|Avaya 1X Agert
Application description:
Location I"!“'E"“'El 1X Agert|
Servers
Users
Shertcut
presentation
Fublish immediately
<Back | Mext> Cancel |
Avaya 1X Agentb - Publish Application (3/8) [ |
.
CITRIX
Type
View the application type. To change the type, use the Change application type task.
Choose the type of application to publish.
Steps
B ™ Server desktop
-
Basic " Content
v Mame ' Application
> Type —Application type
Location & Accessed from a server
Servers [ d if possible, otherwise d from a senver
Users Server application type:
Sherteut Installed application j
presentation
Fublish immediately " Streamed to client

0 MNote: Tochange the application type after publishing it, you must use the Change Application
Type task.

Quick Help
Grants users access to a single application already installed on your servers.

< Back Mext = Cancel

Name:
Display Name: Avaya 1X Agent
Description: Avaya 1X Agent

Type:
Application:
Accessed from a server

Installed Application

20
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Location:

Command line: “c:\program
files\avaya\Avaya one-X Agent\
OneXAgentUl.exe”

Directory: c:\program files\
avaya\Avaya one-X Agent

Servers:

Add: <Name of Server>

CiTRIX

Avaya 1X - Publish Application (4/8)
]
CITRIX

Location
Select and configure the resource being published.

Enter the application location

Enter the command line for the application you want to publish. You can also specify a
default working directory for users. More...

Command line:
|"c:\progrc|m files avaya'Avaya one-X Agent'OneXAgent Ul exe”

»  Location o
‘working directory:
Servers Ic:\pmgmm filesavaya'Avaya one-X Agent
Users
Browse... |
Shortcut
presentation

Publish immediately

<Back | Next> | Cancel |
Avaya 1X - Publish Application (5/8) %]
-
CiTRIX
Servers
Confimsrs which sanmmrs will host tha snnlicstion
Steps  Lookim I@-Servers j +« i = | T - CA.
v Vel Vi ] Add |
Basic
v Mai
v v
v Loc ™| Include subfolders
»  Se
Selected items:
Us¢
She MName | Location | Remove
pre LEJAVAYASZ /Avayad2FammNew/ Servers - i
emove
Fublis
ok | Cancel |
Add... I Edit... lemove Import from file... |

<Back | MNext> | Cancel |
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Avaya 1X - Publish Application (6/8) B3
L)
CiTRIX

g e PR
Users

Configure the users who may access the application.

Specify the users who can access this application.
Steps

To add users, choose a directory type at the bottom and select Add. More...

" Allow anonymous users

& Allow only configured users

Configured users:
> Users & Administrators (AVAYAIZ\Administrators)
Shartcut & Users (AVAYA32\Users)
presentation

Fublish immediately

Select directory type: ICrtrix User Selector

Add... I Remove |

Avaya 1X - Publish Application (7/8) E
]
CITRIX
Shortcut presentation

Configure the appearance and location of the application shortcut.

These settings function differently on different clients. More...

Application icon

o

Client application folder:

Application shorteut placement

™ Add to the client's Start menu
Fublish immediately I™ | Flac

e under Programs folder (Citrix Xenipp plugin only)

Start menu folder (Citrix XenApp plugin only):

I™ Add shortcut to the client's desktop

< Back Mext = Cancel

Users:

Allow anonymous users or
Allow only configured users.

Shortcut Icon:

(we used the default)

22
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Publish:
Immediately CITRIX
Publish immediately

The essential settings for this application have been configured.

\when the wizard is finished, the application will be available to th fi g EplE

FP ¥

you don't want the application to be ilable i jiately, you candisable it until you are ready.

™ Disable application initially

Advanced application settings default to the most common settings and are not required to be set for
the application to be available to users. “ou can configure these settings now, or you can configure
them later using the application Properties tasks.

[™ Configure advanced application setti now
» Publish immediately g Pe nes

< Back I Finish I Cancel
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Testing Avaya 1X Agent

Web Interface

After the Web Interface has been created and the Avaya 1X Agent has been published in
XenApp, you should test it on the Web Interface.

(,“.‘Citrix XenApp - Logon - Windows Internet Explorer =]
T

Q. R I@ http: flocalhost/Citrix /XenApp1/auth login.aspx j || X I_ e Search -
oo »
W6 daf (D) Ctrix XenApp - Logon J fa -

Welcome

Log on to access your applications.

—

— User name:
% Password:

s Domain:

Log On

(_‘E‘Citrix XenApp - Applications - Windows Internet Explorer
=

@‘ | I@ http: fflocalhost,Citrix fXenApp/site/default. aspx j *4|| X | |Live Search -

Wr dhe @Cih’ix XenApp - Applications

Preferences =

ges
Logged on as: administrator Log Off

Applications

Main Selectview:l]cans =

2 J)

Avaya 1X Agent notepad

Hint: Unable to find the published resource you require? Use Search to locate it for you.

Web Interface:

From the XenApp server,
launch an Internet Browser, and
connect to http://localhost.

Web Interface:

After a successful
authentication the Avaya 1X
Agent will appear as an icon in
the Web Interface.

24
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Avaya 1X:
Launch the Avaya 1X Agent

AVAYA

Avaya one-X™ Agent
Version 1.0

CiTRIX'
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XenApp Plugin

After the XenApp Plugin site has been created and the Avaya 1X Agent has been

published in XenApp, you should test it using the XenApp Plugin.

g Avaya 1X Agent
@ Internet Explorer
Windows Contacts
£ Windows Update
Accessaries
Administrative Tools

Administration Tools
Management Consoles
Password Manager
XenApp Server
Elaborate Bytes
Extras and Upgrades

™
Administrator
Documents
Computer
Network

Control Panel

Administrative Tools

»

Maintenance
Mchfee Help and Support
Mogzilla Firefox
Startup Run...
Windows Security
4 Back
ISlart Search [[i]j © a 3

[foant | hm&@ |

Applications L
Application Refresh

Log Off
Reconnect Sessions
Disconnect Sessions

Change Server
Options
Exit

XenApp Plugin:
Start =
Programs =
Citrix =
Citrix XenApp.

XenApp Plugin:

The XenApp program will
appear in the bottom right
corner in the system tray.

Right-Click -> Change Server.

26
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XenApp Plugin: i® Change Server - Citrix XenApp |

Enter the path to the XenApp What is the address of the server hosting your published resources?
site for the Plugin.

Server Address:
On the XenApp Server: I http: /flocalhost/Citrix/PNAgent fconfig. xml j
http://localhost/Citrix/ Example: servername (for non-secure connections)

https: /fservername (for secure connections)

Update |  Cancel |

PNAgent1/config.xml.

On remote computers:

http://<ipaddress>/Citrix/ @ The server you specify here can be used to remotely configure
PNAgent1/config.xml :;',’LT Plugin settings. Only spedfy the address of a trusted

-or- If you are unsure what to enter here please consult with your

http://<hostname>/Citrix/ Administrator.
PNAgent1/config.xml

XenApp Plugin: oo [o e

The Avaya 1X Agent application Application Refresh
??g’ltl appear in the Applications Log Off

Reconnect Sessions

Select Avaya 1X Agent to

T Disconnect Sessions
launch the application.

Change Server
Options.
Exit

AVAYA

Avaya one-X™ Agent
Version 1.0

AVAYA e = |

__ CM Auto Answer Support Required

| Cringe Login Secings | | Login
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