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CiTRIX

Introduction

Citrix Access Gateway™, a member of the Citrix Delivery Center, is the only
SSL VPN to securely deliver any application with policy-based SmartAccess
control. Users will have easy-to-use secure access to all of the enterprise appli-
cations and data they need to be productive, and IT can cost effectively extend
access to applications while maintaining security through SmartAccess appli-
cation-level policies. With Access Gateway, organizations are empowered to
cost-effectively meet the anywhere access demands of all workers — enabling
flexible work options, easier outsourcing and non-employee access, and busi-
ness continuity readiness — while ensuring the highest level of information se-
curity. The newest release of the company’s popular Citrix Access Gateway™
appliance now includes integration with Citrix XenDesktop™, allowing com-
panies to deliver virtual desktops securely to thousands of end users based on
their unique identity, location and security status.

Citrix XenApp™, a member of the Citrix Delivery Center™ product family,
is the industry’s de facto standard for delivering Windows-based applications
with the best performance, security and cost savings. XenApp is the most
complete application virtualization system available with the ability to virtu-
alize applications on both the client side and server side, delivering them on
demand based on the user, the application or the location (online or offline).
By centralizing applications and data in secure datacenters, IT can reduce the
costs of management and support, increase data security and facilitate busi-
ness continuity. XenApp Platinum Edition adds critical capabilities for appli-
cation performance monitoring, secure remote access, WAN optimization and
single-sign-on application security.

Citrix Delivery Center is the first solution on the market to deliver applica-
tions and desktops to any user, anytime, anywhere from a secure central loca-
tion. Citrix Delivery Center’s market leading application delivery technologies
- XenServer, NetScaler, XenApp and XenDesktop - enable IT to dramatically
improve agility, while enabling the best performance and highest security at
the lowest cost.
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Solution Requirements

e ICA Proxy for XenApp Web Interface or XenApp Plugin

Prerequisites

e Citrix Access Gateway Standard Edition - 2000 Series, version 4.6+
e Citrix XenApp Server, version 5.0+
e Microsoft Server 2008 SP1, Enterprise Edition

e Microsoft Active Directory

Caveats

e It is not possible to install the Web Interface and Citrix Client (PNAgent)
option on the CAG simultaneously. You must choose one deployment over
the other. This guide shows how to do both, but you must choose one.



CITRIX

Network Diagram

The following is the Network that was used to develop this deployment guide.
Citrix
“ICA Proxy for XenApp”
Logical Network Diagram

Win2k3 (S1 &DC)

Private: 10.217.105.151
FQDN: srv1.xencloud.net
Primary Domain Controller LDAP Auth CA: xencloud.net
Public Cert: cag.xencloud.net
Private Cert: cag.xencloud.net

XenApp o Public URL

https://cag.xencloud.net

Private: 10.217.105.155
FQDN: ws2008.xencloud.net

ICA Proxy FQDN: cag.xencloud.net
10.217.105.90

FQDN: cag.xencloud.net
67.97.253.90
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Citrix
“ICA Proxy for XenApp”
Certificate Chain of Trust

@ Trusted Root
CA Certificate
(xencloud.net)

Centificate Autharity

Trusted Root Certificate

@ Server Certificate l

(cag.xencloud.net) J—

Server Certificate

Access Gateway

S
Import: Import:
0 Trusted Root CA Certificate O Trusted Root CA Certificate
~and~ ~and~
@ Server Certificate @ Server Certificate

\/ \/
Win2k3 (S1 &DC)
[= E
Client



From the Access
Management Console:

Citrix Resources =
Configuration Tools =
Web Interface =
Action =
Create Site.
Select XenApp Web.
Select Next.

IIS Location:

IIS Site: Default Web Site
Path: /Citrix/XenApp/

Set as the default page for IIS.

CiTRIX

XenApp
Configuration - Web Interface

Once you have installed Citrix XenApp you will need to configure it such
that it will work with the Citrix Access Gateway in an ICA Proxy deploy-

ment. Creating a Web Interface will publish the XenApp applications in a
web browser to the client.

‘E 10.217.105.155 - Remote Desktop

T Citrix Access Management Console
Fie Acton View Help

&% smEolclm |
[ citrix Access Management Console @ 2 » - .
Alerts (1. Eﬁ -
comhreats Home  MyViews Search Web Interface CITR!X
My Views F Contents
% Repart Center Common Tasks
Licensing

] Diagnostic Faciity ate Site S I Choose calumns,
= (3 CirixResources 0 . [ Configurat... | Ted|
El 5 Configuration Tools CITR!X ices  Local File AP
E 4] Web Interface Lacal File AsP
https: {WS2008/Citrix/XenApp Select Site Type

= Local File AsP|
] https://WS2008/Citrix/XenApp1
= [ https: f/ws2008/Citrix/PNAgent
&3 config.xml
Hotfix Management Selact the ype of site to create.

& Kenhpp'Weh
Users access published resources thiough a Web brovser (the Web Interface]
& Administrators
= [ Applications " Wendpp Services
7] notepad
=l [ servers
[ ws2008
=1 (£ Zones
< Default Zone
Password Manager

Users access published resorces using Cil: Xenépp plugin

CITRIX'

Lrstant| | 3, M @ |[[3] Gtrix Access Manage... (@ Citrix Netscaler Configur... | <50 /0

Create Site

CITRIX'
e s )

Specify IS Location

Specify the |15 location in which the zite iz hosted. This determines the URL for users to access the site,

II5 site: | Default Web Ste =l

Path:  |/Citriw/XenAppl/
v Set as the default page for the 115 site

< Back I R I Caticel




DEPLOYMENT GUIDE | XenApp, Citrix Access Gateway

Create Site E

CiTRIX

Specily Point of Authentication

Specify where uger authentication takes place:

At Access Gateway j

M Web Interface
A Microsoft AD FS account partner

initiate single
Faolicy is also

At Access Gateway
At third party using Kerberos
At Web server

Access Qateway “Web server

:;3 Faint of authentication

< Back I Mest = I Cancel |
0
CITRIX
Specify Access Gateway Setiings
Authentication service URL:

Il'rl'lp:J-’J-’cagxencloud.nethtrb(ﬂLﬂhSemicefﬁLﬂhSewice.asmx]
Example: http://iserver:port/CitrixAuthService/AuthService asme

™ Prompt users for password before displaying published resource set

< Back Mext = Cancel

Point of Authentication:

At Access Gateway

Gateway Settings:
Authentication URL:

http://cag.xencloud.net/
CitrixAuthService/AuthService.
asmx

Note: cag.xencloud.net resolves
to 10.217.105.90 on the
XenApp servers network and is
the inside interface of the Citrix
Access Gateway.

Note: the internal private DNS
resolution for cag.xencloud.
net is 10.217.105.90, while the
external public DNS resolution
for cag.xencloud.net is
67.97.253.90.

Next.



Specify Server Farm: Specify Initial Configuration - https:/ [WS2008/Citrix/XenApp

Farm Name: <your farm name> CITRIX

Servers: <XenApp Hostname> Specify Serves Fam

Specify detailz of the server farm from which the “eb Interface displays published resources to uszers. To
specify multiple server farms, use the Manage server farms task.

Farm name: IFarrn'I
Servers [in faillover order):

w2008 Mowe Up

I o Dawar |

fdd Edi. || Remove |
#ML Service port: IBI}_
Transport bype: HTTP -
S5L Relay port: 443

Mest > Cancel |

Logon Screen:

Specify Initial Configuration - https:/ /WS2008/Citrix/XenApp

Minimal or Full CITRIX'

Specify Logon Screen Appearance

% Minimal

Dizplay only the logon fields for the selected
authentication method.

Mate: The Messages and Preferences buttons
will not appear on the logon screen.,

" Ful

Dizplay the header area and navigation bar,
including the Messages and Preferences
buttansz.

< Back I Mest > I Cancel
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Select Publizhed Resouce Type

Select the types of published rezources available to uzers.

' Remote

Grantz uzers access to applications, content, and desktops provided by remote

FEIVETE.

" Streaming

Grants uzers access o stream applications to their physical desktop and open them
locally. Users must install the streaming client in order to use this site.

" Dual mode streaming

Grantz ugers access to both streamed applications and applications, content, and

dezktops provided by remate zerverz. all on the zame zite.

< Back I Mest = I

Cancel |

ﬁ 10.217.105.155 - Remote Desktop

Edit dient-side proxy
Manage session preferences

nagement Console [_]
File n View Help
4= @ Change display .‘
U s csepemren =G ' .
s oo w2 .~ | https://WS2008/Citrix/X... CITRIX
Manage published resources and dients * T

All Tasks »

Help

E W Web Interface
E] https: {/W52008/Citrix/XenApp
] https: /WS 2008/Citrix/XenApp1
= Bf https: //WS2008/Citrix/PNAgent
config.xml
Hotfix Management
&l @ xenapn
E E8 farm1
&5 Administrators
= (5 Applications
] notepad
& [ servers
[ ws2008
[ Zones
7 Default Zone
Password Manager

Common Tasks

Change display »

Manage server Farms
Customize Web site appearance
Fianage secure dient access »

Manage published resources and
dients 4
Edt clierk-side prxy

Manags session preferences

Other Tasks
Manage workspace control

Manage access method

Control diagniostic logging

Local site tasks »
Import configuration

Export configuration

Related Tools

enpp Advanced
Configuration Taol &7

Citrizx knowledge Center &

5 Launches estemal application

ciTrIX

] Secure client access

This window displays althe cient sacure access settings currently configured for t
the left pane. You can amend the data by clicking on the links withi this window o
tasks i the task pane.

@ Ciect gr !
=
Alternate gr ‘—:ﬁ
Translated gf 1, I >
w2 spe
=
Gateway f y et Mar
Direct ol fire
=
Gateway f . [
Alrernate o) ake
=
Gateway f T HA
Translaked fral
— spe

Edit secure client cress settings @ efault

Configure DMZ settings, gateway settings, and address transiations

Oostart| | %, M @ || Gtrix Access Manage... @ Citrx NetScaler Configur...

Resource Type:

Remote

Select Finish

From the Access
Management Console:

Actions =
Manage Secure Client
Access =
Edit Secure Client
Access.

10



Specify Access Method:
Client IP: Default
Method: Gateway Direct

Next.

Gateway Settings:

Address: <FQDN of Citrix
Access Gateway>

Port: 443

Note: Your first thought might be
to configure the private FQDN
here, but that isn’t the case. Ac-
cording to the sentence in the
dialog box, this is the FQDN that
public users will use to access
the applications - through the
Access Gateway. Therefore, this
needs to be the public FQDN of
the CAG, which in this example
is cag.xencloud.net, and re-
solves to 67.97.253.90.

CiTRIX

Edit Secure Client Access Settings - https:/ /WS2008 [ Citrioe/ XenApp E

CITRIX'

Specify Access Methods

Specity detailz of the DMZ zettings, including IF addreszs, mazk, and azzociated
access method. More. .

Client addrezsesz [in order]:

Client IP address | Mask

Access method

fowve Up |
awve [Dowh |

Gateway direct

Add.. Edit... Eemove

Cancel

Meut = I

Edit Secure Client Access Settings - http:/ fW52008.xencloud.net/Citrie / XenApp

CITRIX'

Specify Gateway Settings

Specify gateway server details for any client devices that access this site through
the Access Gateway or Secure Gateway. More.

Address (FQDN):

Paort: |443

[~ Enable session relizbility

||:ag xencloud.net

< Back Mext = Cancel
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Edit Secure Client Access Settings - https:/ /WS2008 /Citric/XenApp E
.
CITRIX
Specify Secure Ticket Authonty Settngs

Specify gateway server details for any chent devices that access this site through the
Access Gateway or Secure Gateway.

Secure Ticket Authority IR Ls:

http://10.217.105.155/scripts/chasta dll fawve g |

b e Do

Add.. Edi.. || Remove |

v Use for load balancing
Bypazs faled servers for: I‘l ::I IHI::urs j

< Back | Finizh | Cahcel

Secure Ticket Authority:

URL: <ip address of XenApp>/
scripts/ctxsta.dll

Select Finish

12



From the Access
Management Console:

Citrix Resources =
Configuration Tools =
Web Interface =
Action =
Create Site.
Select XenApp Services.
Select Next.

IS Location:
IIS Site: Default Web Site
Path: /Citrix/PNAgent/

CiTRIX

XenApp
Configuration - XenApp Plugin

Once you have installed Citrix XenApp you will need to configure it such that
it will work with the Citrix Access Gateway in an ICA Proxy deployment.
Creating a XenApp service will publish the XenApp applications through the
Citrix client, such as XenApp client or Citrix Receiver.

[
B Gitrix Access Management Console

8 [=] B

File Acton View Help
¢=2lmlsolclHEs |
[ Citrix Access Management Console @ e LS 0O N

Herts B o - Web Interface CITRIX

i Search Results Home My Views Search )

My Views o a

] Regort Center

[[] Licensing 2 .

[#] Diagnostic Fadiity CITR!)( Choose columns|
= [ Gitrix Resources ype [ Configurat... | Tech...
= > Configuraton Tools Select Site Type enApp Services  Local File ASP

= € Web Interface enApp Services  Local File 5P
I ntms:/ WS 2008/Ci App Vieb Local File asp
£ Pitps: MISZO0BCHIX/YEr  Setect the type of site o create. endppWeb  LocalFie  ASP
ol nttps:/MIS2008 it Xer enfpp Web Local File 5P
=1 BR https:/pws200s/citrixfPng { XendppWeb App
config.xml Users access published resources through a'feb browser (the Web Interface)
B hittps://WS2008 Citrix P4 & Nendpp Services
Hotfix Management - T
= 2 xenaop ng
23 fam1
Password Manager
>
v details and associated tasks
Next > Cancel
g .
CITRIX
Create Site
L]
CITRIX
L]
e e e e e

Specify the IS location in which the site is hested. This determines the URL for users to access the site.
IS site: [ Default Web Ste =l

Path:  |/Citric/PNAgent/

5et as the default page for the (15 site

< Back MNext = Cancel
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Confirm:

0
CITRIX' Next.
[ S e e

Confirm Seitings for New Site

Finish.

Check the summary information below. To make any changes, click Back. To create the site, click Next.

Configure Site Now.

Site type
¥enhpp Services

1S site
Default Web Site

Default page for IIS site
Na

Example site URL
https:// W S2008/Citre/PNAgent /

< Back Next > Cancel |

Specify Initial Configuration - https:/ /W52008/Citrix/PNAgent [X] Specify Server Farm:

CITRIX Farm Name: <your farm name>

Specify Server Farm Servers: <XenApp Hostname>

Specify details of the server farm from which the Web Interface displays published resources to users. To
specify multiple server farms, use the Manage server farms task.

Farm name: IFEIITI'I'I
Servers (in failover order):

ws 2008 Mave Lp |

Move Down

Add.. I Edit... | Hemove |
XML Service port: IEID

Transport type: HTTF A

S5 Relay port: 443

Mext = Cancel




Resource Type:

Remote

Next

Confirm:
Finish

Specify Initial Configuration - https:/ fWS2008/Gitricf/ PNAgent

CITRIX'

Select Published Resource Type

Select the types of published resources available to users.

¢ Remote

(Grants users access to applications, content, and desktops provided by remote
SEMVENS.

" Streaming

Grants users access to stream applications to their physical desktop and open them
locally. Users mustinstall the streaming clientin order to use this site.

" Dual mode streaming

Grants users access toboth streamed applications and applications, content, and
desktops provided by remote servers, all on the same site.

< Back Next > Cancel |

Specify Initial Configuration - https:/ /W52008/Citrix/PNAgent

CITRIX

Confirm Settings

Check the summary information below. To make any changes, click Back.

Farm name
Fam1

Servers
ws2008

XML Service port
80

XML Service transport type
HTTP

Published resource type
Remote

< Back I Finish I Cancel
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B Gitrix Access Management Console

File | Action View Help

[_[OIx]

Change display

al ]

Manage server farms

Manage secure dient access

- | https://WS2008/Citrix/P... CITRIX'

Other Tasks
Control dizgnosticlogging

= B https://Wis2008/Citrix/PNAgent

Ci
I Manage published resource types Display settings N Vi =5
Edit dient-side proxy -
B & Information
g Al Tasks ’ Common Tasks
E Changedisplay Yl | Name: https://WS2008/Citrix/PNAgent
& (3] Citrix Resources Type: XenApp Services
E1 B> Configuration Toals » G Source: Local File
= @] Web Interface Manage published resource types :C'{"""’W ?5;
B] https://WS2008/Citrix/Xeniy it client-: reion:
§|j hxs‘:ﬁwsmnsgmﬁemgi Falt client-side prosy URL: https:/fWS2008/CitrigPNAgent
] https: /WS 2008/Citrix/XenApp2

89 config.saml

Available Displays
=1 [ httpe://Ws2008/Citrix PNAgent1 Pay:

Local site tasks »
config.sanl Alerts

P2 Hotfix ment Import configurati Secure client access
ort configuration 5
Management g

Export configuration View all alerts related to this ikem

Related Tools -

XenApp Advanced
Configuration Toat?

Citrix Knowledge Center®

£ Launches extemal applicatin

CiTRIX' | | |

View the secure dient access
configured for the selected s

|configure DMZ settings, gateway settings, and address translations [

Edit Secure Client Access Settings - https:/ fWS2008 /Citridc/ PNAgent
.
CITRIX

Specily Access Methods

Specify details of the DMZ settings, including IP address, mask, and associated
access method. More.

Client addresses (in order):

Client |P address | Mask: | Access method | Move Up
Default Gateway direct
add.. |[  Edit. Remave

MNext = Cancel

From the Access
Management Console:

Actions =
Manage Secure Client
Access =
Edit Secure Client
Access.

Specify Access Method:
Client IP: Default
Method: Gateway Direct

Next.

16
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Gateway Settings:

Address: <FQDN of NetScaler
Access Gateway>

Port: 443

Edit Secure Client Access Settings - https://WS2008 [ Citrie/ PNAgent E
»
CITRIX

Specify Gateway Seifings

. . Speci eway server details for any client devices that access this site through
Note: Your first thought might be ﬂm Gateway or Secure Gater:fw Mare. . -

to configure the private FQDN
here, but that isn’t the case. Ac-
cording to the sentence in the Port: [243
dialog box, this is the FQDN that ™ Enable session reliability
public users will use to access

the applications - through the

Access Gateway. Therefore, this

needs to be the public FQDN of

the CAG, which in this example

is cag.xencloud.net, and re-

solves to 67.97.253.90.

Address (FQDN): Icag xencloud net|

< Back Mext = Cancel |

Secure Ticket AuthOI‘ity: Edit Secure Client Access Settings - https:f fWS2008/ Citrix/PNAgent

URL: <ip address of XenApp>/ CETRIX'
scripts/ctxsta.dll i

Specify Secure Ticket Authonty Settings

Select Finish

Specify gateway server details for any client devices that access this site through the
Access Gateway or Secure Gateway.

Secure Ticket Authonty URLs:
http:/#10.217.105.155/scripts/cbata dl

.. |[ it Remove |

¥ Use for load balancing
Bypass failed servers for: |1 ﬁ IHours j

<Back | Fiish | Cancel
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From the CAG:
AG Cluster =
This Gateway =
Certificate Signing
Request.
Create CSR:
Country: US
State: California
City: Santa Clara
Company: Citrix
Department: Development
FQDN: cag.xencloud.net
Email: admin@xencloud.net

Password: <passphrase>
Generate Request.

Note: CN of cag.xencloud.net
must match the DNS or Hosts
file entry name.

CiTRIX

SSL Certificates

Server Certificate

You will need two certificates. A Root CA, and a server certificate. The pro-
cedure for installing a Server Certificate on the Access Gateway is as follows:

First create a Certificate Signing Request (CSR) on the Citrix Access Gateway
(CAQG).

L This Gateway [_ |
Action

Ganeral Netwaorking | _a MName Service Providers I i Routes I % Failover Servers I E Logging/Settings I D Administration
) Statistics I o Licensing I 5| Date . Certificate Signing Request @] Advanced Options I Q] Net Tools

To create a Certificate Signing Request, complete the fields below.

Country name (two letter code):  [US

State or Province Mame (full name):  |California

City name: [Santa Clara

Company name:  |citrix

Department name:  [dzvelopment

Access Gateway FGDN:  |cag.xencloud.net

Email address:  |admin@xencloud .net

Password; [F#ee*

Key length: @ 1024 2048 O 4096

Generate Reguest
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B cAGCSR - WordPad
File Edit View Insert Format Help

||| SR sl % m(m]- | ®)

IH[=1 E3

T Kgft+tgTpV 3nM?
OMLiLpZwp45vgRigEUQ3m

For Help, press F1

ﬁHi(rusuﬂ Certificate Services - Windows Internet Explorer

@\’_‘ )~ |] http:localhostcertsrv/eertraxt. asp

fle Edit Vew Favorltes ook Help

W (€ Microsoft Certificate Services | |

=] | ##|| X | |uive Search P~
[l

o~ B - b v hpage + CFTaok 7

Microsoft Cel

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a bass-64-encoded CWMC or PKCS #10 certificate request or PKCS #7
renewal request gensrated by an external source (such as a Web server) in the Saved Request box

Saved Request:

= Lnb £ 9Bak5C8a 1vcg TRCE+gC0 [ERUBRS TE1D ZVa & |
Base-Bd-encoded |DQYIR0Z ThveNAQEFBQADGYE Aqt CwHONE £VDbghull
ceificate regquest [x6b3 223 I¥z09npn IwERQBORSHYE3 FPetmVERL S0

{CMC or Of ir3TyuyT70ReWlezwReG+2 JUyy ZKeBD yun TACH
PKCS #10 or Z3e=
PKCS#) |-——-- END CERTIFICATE REQUEST----- -

Erowse for a file to insert

Certificate Template:

Additional Attributes:

Attributes L
4

el

-]

0% v g

Dane ‘ | |

’_ l_,_ [ Local intranet

Generate Request:

On the CAG, selecting Generate
Request, creates a certificate
request.

Save it to the local hard drive.

Open it using notepad or
wordpad.

Copy the contents.

Submit Certificate
Request:

On the Microsoft Certificate
Authority.

Open a browser, and point it to:

http://localhost/certsrv/certrgxt.
asp

Paste the contents of the CSR.
Change type to Web Server
Submit.

Download Certificate as Base64
encoded.

Save to local hard drive.

20
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From the CAG:
AG Cluster =
This Gateway =
Administration.
Upload signed cert:

Under Secure Certificate
Management = Upload a .crt
signed certificate. (second
button).

L This Gateway [_ |

Action

CiTRIX

|28 Statistics I GfLicensing I ’_’-“Date |

") Certificate Signing Reguest |
General Networking | B Name Service Providers I 4§> Routes I

5‘1 Advanced Options
3Fai\over Servers I Ig Logging/Settings

| & et Tools
@ Administration

Access management

|7 Enable external administration Apply Change |
¥ Bllow ICMP traffic Apply Change |
Secure certificate management
Manage trusted root certificates Manage |
Upload a .crt signed certificate Browse.. i
Upload & pem private key and signed cerificate Browse |
Manage client certificates Manage |

~Upgrade and configuration management

Save the current configuration

Save Configuration

Upload an upgrade or saved configuration Browse.. |
~Access management
Inttialize the appliance Initizlize |
Restart the appliance Restart |
Shut down the appliance Shut down |
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Root Certificate

Now, download the Root Certificate from the Microsoft Certificate Author-
ity.

(,.:'Microsoft Certificate Services - Windows Internet Explorer

=l | #2|| K | fuive s=arch P
=

Eile Edit ‘Yiew Favorites Tools Help

T:? e (& Microsaft Certificate Services | |

- E) - d=h - [ page - GiTook » 7

Microsoft Certific

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method

CA certificate:
Encoding method:

CDER

@ Base 64
Download CA certificate
Download CA certificate chain

Download latest base CEL
Download latest delta CRL

|
[Done [T [ ocalintranet s -
L1 This Gateway [_]
Action
(B3 Statistics | Gf Licensing | l_"| Date | " Certificate Signing Request | Gﬁ Advanced Options | @ MNet Tools
General Networking I 5% Name Service Providers I +ir Routes I % Fallover Servers I @ LoggngiSettings =) Administration
~Access management
|7 Enable external administration Apply Change |
¥ Allow ICMP traffic Apply Change |

~Secure certificate management

Manage trusted root certificates Manage |
Trusted Root Certificate Management [x]
Browse...
) Trusted Issuers
AR E Upload Trusted Root Certificate | ETnEE |
Remove Trusted Root Certificate | Manage |

~Upgrade and configuration mana

[Save Configuration |

Upload Browse... |

rAccess Gateway management —

Initiglize |
= res@nue appiaree Restart |
Shut down the appliance Shut down |

Download CA Cert:

On the Microsoft Certificate
Authority.

Open a browser, and point it to:

http://localhost/certsrv/certcarc.

asp

Select Base64.
Download CA Certificate.
Save to local hard drive.

From the CAG:
AG Cluster =
This Gateway =
Administration.
Upload CA Cert:

Under Secure Certificate
Management = Manage
trusted root certificates.

Upload Trusted Root Certificate.
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From XenApp Server:
Login as administrator

Start = mmc.
File =
Add/Remove snap-
in.
Certificates =
Local User.

From MMC:

Select Trusted Root
Certificate Authorities.

Action =
All Tasks =
Import.

Import the CA Cert and place it
in the Trusted Root Certificates
Authorities container.

Note: Repeat this procedure for
the Local Compute Account.

CiTRIX

XenApp Server

You will need to install the Certificate Authority onto the XenApp Server.
Transfer the Trusted Root CA certificate to the XenApp server.

Consolel - [Console Root] =]

]
File:
%_ Add or Remove Snap-ins
———  You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
|| Cot  extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-in | Vendor |;| | [ Console Root Edit Extensions...
~ | ActiveX Control Microgaftrar |
uthorization Manager Micros Certificates snap-in E
Cerhﬁmtes Micros

@Cihix Access Manag... Citrix
L H Component Services Micros
:g[:ompuher Managem... Micros

This snap-n will always manage certificates for:
¥ My user account

gnevice Manager Micras " Senvice account
=4 Disk Management Miros  { Computer account
Q Event Viewer Micros

[IFolder Micros

_%J'Grnup Policy Object ... Micros
f’g Internet Information... Micros
(P mnternet Information...

8, 1P Security Monitor Micros

Description:

The Certificates snap-in allows you

T < Back I Finiish I Cancel

Consolel - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificates]

File Action WView Favorites Window Help | =@ =
e #m 40 XE =8
| Console Root Issued To = | Issued By | Expiration | Actions
= Cgrtiﬁabes - Current User @CIESS 3 Public Primary Certification... Class 3 Public Primary Certification A...  8/1/2028 Certilicates 4
J_ Personal [l Class 3 Public Primary Certification... Class 3 Public Primary Certification A...  1/7/2004
B & T_rysbed B""t Certification, 5 Copyright (c) 1997 Microsoft Corp,  Copyright (<) 1997 Microsaft Corp. 12/30/199 Mare... ¥
_, [ s [55] 6TE CyberTrust Global Root GTE CyberTrust Global Root 8/13/2018 | yencloud
% IE”::"D”Z_E Eugt tficati @Microscﬁ: Authenticode(tm) Root ...  Microsoft Authenticode({tm) Root Au...  12/31/199 " ,
% Ancﬁ rmle:r |am e'U ‘30‘:? ! [SIMicrosoft Root Autharity Microsoft Root Authority 12{31/202 ore v
E3 ve Directory User Obje
j Trusted Publi&H‘;rs 1 @Microsoﬂ: Root Certificate Authority  Microsoft Root Certificate Authority 5faja021
[ Untrusted Certificates [5INO LIABILITY ACCEPTED, ()97 V... NO LIABILITY ACCEPTED, ()97 Veri...  1/7/2004
[ Third-Party Raot Certificati @Thawte Timestamping CA Thawte Timestamping CA 1231202
|~ Trusted People [l verisign Trust Network VeriSign Trust Network af1j2028
[ Ccertificate Enrolment Requ @wsloos.xendcud.net ws2008.xendoud.net 73042018
" Smart Card Trusted Roots
K — | KOl | i

ITH.IStEd Root Certification Authorities store contains 12 certificates. |
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Client Browser

You will need to install the Certificate Authority certificate onto the clients
machine. Transfer the Trusted Root CA certificate to the client device.

‘in| ConsoleCertificates - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] |._||EH§|
ﬁ File View Favorites Window Help -8 LI
=] B 2
D Console Roat IssuedTo 7 Issued By Expiration Date Intended Purposes Fri )|
D Certificates - Current User E=1aAA Certificate Services AAA Certificate Services 12/31/2028 Server Authenticatio... C-C
=E ‘E_El'"ﬁmes ::'-"‘3' Computer) || [ 4pa.ECOM Root CA ABA.ECOM Root CA 7/9/2009 Secure Email, Server... DS =
a ;E’SE‘;R  Certication EAAC Raiz Certicamara 5.A. AC Raiz Certicimara 5.A. 4/2/2030 Server Authenticatio... AC ||
- é‘scmﬁ:ne:r 20| Eac ratz onie AC RATZ DNIE 2/8/2036 Server Authenticatio...  DIF
[E)a-CerT ADVANCED A-CERT ADVANCED 10/23/2011 Encrypting File Syste... A<
(23 Enterprise Trust
Elacur ACNLR prver Authenticatio... NLE

(23 Intermediate Certification £

(2 Trusted Publishers [EE Certificate Import Wizard [t} puthenticatio... BIT
(13 Untrusted Certificates = r Authenticatio...  BIT
(2 Third-Party Root Certificatil| =1 Certificate Store r Authenticatio...  Age
(22 Trusted People E4 Certificate stores are system areas where certificates are kept. r Authenticatio...  Age
(2 Other People Ey r Authenticatio,..  Am
* 12 Certificate Enrolment Requ | B A r Authenticatio...  Am
EBsec [E= Windows can automatically select a certificate store, or you can specify a location for r Authenticatio... AN
[E= r Authenticatio... AR
=N (O Automatically select the certificate store based on the type of certificate r Authenticatio... AN
) (3) Place al certificates in the following store r Authenticatio...  Jar
Ed Authenticatio... J
= Certificate store: " Autentical _° o
[E=R - — r Authenticatio...  Auc
(=N | Trusted Root Certification Autharities | [ Browse. .. r Authenticatio... AT
[e=p r Authenticatio... AT
[e= r Authenticatio... AT
Ea r Authenticatio... AT
Ea r Authenticatio... AT
Ea r Authenticatio... AT
El4 e Email, Server...  Aul
(= e Email, Server...  Aul
[E= r Authentcatio...  Aut
Ela [ < Back l[ Next > ] [ Cancel ] r Authenticatio...  Auf
r Authenticatio...  Aul
[Elautoridade Certificadara Raiz Bra... Autoridade Certificadora Raiz Brasileira 11/30/2011 Server Authenticatio...  Aut
FElRaltimnrs FuharTr et Dnnt Riabimars CuharTr et Dank sr2in95 Garvar Authanbieatinn Bk 2
< i I EIET i | B

From XenApp Server:
Start - mmec.

File =

Add/Remove snap-
in.

Certificates =
Computer Account.

From MMC:

Select Trusted Root
Certificate Authorities.

Action =
All Tasks =
Import.

Import the CA Cert and place it
in the Trusted Root Certificates
container.
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Open the Access
Gateway Administration
Tool:

AG Cluster =
This Gateway =
General Networking.
Note: External FQDN:

1) Must match the CN on the
Server Certificate

2) Must be the public DNS entry
that is used to access the CAG.

From Gateway
Administration Tool:

Access Policy Manager:

Create a user group named
‘Default’.

The same ‘Default’ user group
must be defined in Active
Directory, and the users that will
login through this CAG will need
to be a member of the ‘Default’
group.

CiTRIX

Citrix Access Gateway

Configuration - Web Interface

You will need to con

figure the Citrix Access Gateway to act as a proxy to the

XenApp Web Interface.

& Access Gateway Administration Tool 4.6.0

JHIE B3

Options
83 Access Gateway Custer | [[] AccessPolcy Manager | % Authetication | @ Global Cluster Poicies | (@ Portal Page Configwation | [ GroupPriorty | % pubish |
0,
1 Alerts ‘ Add an Access Gateway to the Cluster
(1) There are na tems to display FQDM | Add
L This Gateway [_]
Action
@ statisties | < Licensing | | pate | ) Certficate Signing Request | 3] Advanced Options | <¥] Net Tools
% General Networking | 3 Name Service Providers | 3 Routes | % Falover Servers | [# Logangisetings | () Acministration
[ Help DMZ configuration: Reconfigure |
General Networking Il
When connecting the Access € Only use interface 0 ¥ Use both interfaces
Gateway to your network, it is | |
typically placed in the demilitarized Interface 0: 003043855450 Interface 1: 003048855481
2ane (BMZ), inside of a firewall, or
bahind a servar load balancar. P address: [67 57 25350 1021710550
Citrix recommends, and it is best
practice, to place the Access Gateway Subnet mask: |2ss 2552950 |255 2552550
in the DMZ, When the Access
Gateway is in the DMZ, select Use External FQDN: Icﬂg Kencloud net
Both Interfaces. Use Interface O for
the external connection to the
Duplex mode: | Aut - | [au ~
Internet and Interface 1 for the e I ° _I I ° _I
connection to the secure network, Speed mode: IAum LI IAum =
Add an Access Gateway to the
a i Meximum transmission unit (MTU) |1 500 |1snn
uster
If multiple Accass Gataway Port: |443 Advanced |
appliances are installad in your
netuork, you can creste 3 duster,
v - Default Gate:
which enablas you to publish the aul —
identical ssttings to all sppliances in
the cluster, The settings on the Peies I67 972531
Access Gateway Cluster tab are not
published, The settings on the Inter face: I‘"“‘-f'Ece o _I
following tabs are published:
+ Access Palicy Manager
« Authentication Submit
- Global Cluster Policies 5
oK

& Access Gateway Administration Tool 4.
Options

M= E3

33 Access Gateway Cluster

[T] Access Policy Manager

% Authenticaion | . Global Cluster Policies | 45 Portal Page Configuration | @ GroupPriorty | # pubisn |

i, Alerts

‘ Tools

(&) There are no ftems to display

=] B Netwark Resources

~ gl citrixlabs

i Applcation Policies
# End Point Resources
® End Point Policies

=3 Network Policies
-y citrixiabs
[2] Application Policies
“-[g] End Paint Policies
=, Local Users
& citrixlabst
& Administrator

[7 Hew

Eb- | Global Policies

User Groups and Local Users

By creating user aroups and local users, you can
define how dient connections are handled for
authenticated users who belang to a group. In
the left pane, new groups and lacal users are
crested and configured. In the right pane,
resaurces are configured for netuork,
applications, and endpaint resources and
policies. Ta add resources to 2 group, dick the

To create a new group
1. In the left pane, right-click User Groups
and then dick New Group,

2. Type 2 name for the group and dlick OK.

w

. In the Properties dialog box, configure
the settings for the group

The user accounts that you craate lacally on the
pceass Gateway can supplement the directaries
an servers that are used for authentication, For
exarmple, you might want to create local user
accounts for temporary users, such as
consultants, without creating an entry for those
users on an authentication server. Lacal user
accounts are checked during authentication if the
user namae is not an the authentication server,

To create alocal user

1. In the left pane, right-click Local Users

resource and drag it to the group in the left pans

[2] Pre-Authentication Policies

lﬂ'olﬂ
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Access Gateway Ad
Options

ration Tool 4.

33 Access Gateway Cluster

[T] Access Policy Manager

Authentication | & Global Cluster Poicies | [

Portal Page Configuration | [ GroupPriory | ¥ pubish |

Alerts

Tools

&) There are no ftems to display

SystemObjects/User Groups;/.

General | Network | Gateway Portai|

I~ Inherit properties from the Defaut group.

Session opti

ork Policies

: W citrixlabs
<[] Application Policies
[E] End Point Policies
B | Local Users

[# Hetp

User Group Properties

folloing aspects of dient cannections are
handled:

By creating user groups, you can define haw the

1|

« Onthe General tab, you can configure full
dient sccess using Actess Gateway
Plug-in, 3pply the properties of the
Dafault user graup, force authentication if
there is & netwark interruption or If the
dient device comes out of hibernate or
standby, limit the amaunt of time a user
can connect to the secure network, and
deny applications with » palicy

+ On the Network tsb, you can enable split
DNS and IP pooling

« Onthe Gateway Portal tab, you can
choose the logon page users see when

they log on 2nd configure the Access

Gateway to use the Web Interface

Gni the Members tab is a list of users wha

belang to the group

+ On the Client Certificate tab, you specify
the criteria that cient certificates must
mest using 3 Boolesn exprassion

General Tab

from the Defaul

oK

r after network interruption
I™ Authenticate upon system resume

¥ Enable single sign-on with Windows
I¥ Run logon scriats

User session time-out: 0 minutes
Network inactivity time-out 0 minutes
Ielle session time-out: 0 minutes

0

citrixlabs1
- & administrator
B | Global Policies
“-[f] Pre-Authentication Policies

"Apulmatmn options

™ Deny applications without palicies

OK I Cancel

Access Gateway Ad

ration Tool 4.

Options

33 Access Gateway Cluster

[T] Access Policy Manager

Authentication | & Global Cluster Poiicies | [ Portal Page Configuration | [ Group Priory | % publsh |

| Tools

&) There are no ftems to display

[# Hetp

User Group Properties

By creating user groups, you can define haw the
folloing aspects of dient cannections are
handled:

+ On the Genaral tab, you can configurs full
dient sccess using Actess Gatauay
Plug-in, apply the properties of the
Default user group, force authentication if
there is & netuork interruption o if the
dient device comes aut of hibernate or
standby, limit the amount of time 2 user
can connect to the secure network, and
deny applications with 2 policy

+ On the Network tab, you can enable split

DNS and P pasling

« On the Gateway Portal tab, you can

choose the logon page users see when
they log on 2nd configure the Access
Gateway to use the Web Interface

Gn the Members tab is a list of users vhe
belang ta the graup

« On the Client Certificate tab, you spedfy

the criteria that disnt certificates must
mest using 2 Baolean exprassion

General Tab

<

oK

from the Defaul -
A |k
3

[Portal

@ Redirzct to Web Interface

¥ sSingle sign-on to the Web Interface

General | Network Gateway Fortal

" Use custom portal page

Defaut hd

Path:
[cirixrenapel
Vel server (IP address or FGDN}

|ws2008 xencloud.net

Domain:
jencloud.net

I™ Use a secure connection

™ Usz the mutiple lagon option page

[5]|| = | User Groups
=&
1@l Network Policies
: W citrixlabs
2] Application Palicies
[E] End Point Policies
B | Local Users
: citrixlabs1
& Administrator
B | Global Policies
“w[f] Pre-Authentication Palicies

0

OK I Cancel

From Access Policy
Manager:

Right-click the ‘Default’ user
group, and select properties.

Enable Single Sign-On with
Windows.

Enable Run Logon Scripts.

Select the ‘Gateway
Portal’ Tab:

Redirect to Web Interface:
/Citrix/XenApp

Web Server (FQDN):
<XenApp webserver fqdn>

Enable Single Sign-On to the
Web Interface.

Domain:

<the top level domain>

Select ‘Ok’.
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From the Access
Gateway Administration
Tool:

Global Cluster Policies:

Enable Logon Page
Authentication.

CiTRIX

You will need to configure the Citrix Access Gateway to allow login through
the web page at the CAG.

& Access Gateway Admi
Options

ration Tool 4.

$3 Access Gateway Cluster | [17] Access Policy Manager | ¥ Authentication % Giobal Cluster Policies |\3 Portal Pags Configuration | & GroupPriorty | # Pubish |

‘ [ Access options

') There are na tems ta display

¥ Enable spit tunneling [V Allow connections using earlier versions Access Gateway Plugin

Force upgrads of ¥ | earlier versions of Acesss Gateway Plugin

Web session time-out 480 minutes

Accessible networks:

10,217 105.00255.255.255.0
10.249 86 01255255254 0
10,249 6.0/255.255.254.0

10,243 218 01285 255 254 0 [V Enable incorrect password cache

[# Heip

10.245.174 01255 255.254 0

Global Cluster Policies

The Global cluster Policies tab controls & variety
of settings that affect the interaction betueen the
Aceass Gateway and Access Gatewsy Plug-in,

Access options

This saction allows you to configure different
settings for network access.

Enable split tunneling

Split tunneling is disabled by defsult. When split
tunneling is disabled, the Access Gateway
Plug-in sends all packets outbound from = dient
computer through the uirtual private netwark
(WBN) tunnel to the Access Gateway.

when split tunneling is enabled, the Accass
Gstaway Plug-in sends only the packets that are
destined for internal networks that are protected
by the Access @staway through the VPN tunnsl to
the Access Gateway. Packsts dastined for othar
natworks are rauted to the default gatawsy
spacifiad on the dient device. Enabling split
tunneling allows the dient device to perform a
filtering process when sending packsts on the
network so that only the packets destined for
networks protected by the Access Gateway are
sent to the Access Gateway,

When you enable split tunneling, you must alsa

complete the Accessible networks field, as
deseribed below,

= Incorrect passwaord cache time-out 10 minutes

™ Deny access without access control list (ACL) [ Close connections

[Select security opt

I Require secure client certificates I Validate secure certificates for internal connections

Select encryption type for client connzctions: [RC4 ¥

[-Advanced option;

I™ Enable internal failover

Enable application accsleration withihe Accelerator Flugin

7 Enghis oaon et Ahertcaten

Submit

ECI
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Open the Access
Gateway Administration
Tool:

AG Cluster =
This Gateway =
General Networking.
Note: External FQDN:

1) Must match the CN on the
Server Certificate

2) Must be the public DNS entry
that is used to access the CAG.

In this example the CN on the
Server Certificate and the DNS
entry name is cag.xencloud.net.

From Gateway
Administration Tool:

Access Policy Manager:

Create a user group named
‘Default’.

The same ‘Default’ user group
must be defined in Active
Directory, and the users that will
login through this CAG will need
to be a member of the ‘Default’
group.

CiTRIX

Citrix Access Gateway
Configuration - XenApp Plugin

You will need to configure the Citrix Access Gateway to act as a proxy to the
XenApp Plugin Client.

& Access Gateway Administration Tool 4.6.0

JHE E3
Options
83 Access Gateway Custer | [[] AccessPolcy Manager | % Authetication | @ Global Cluster Poicies | (@ Portal Page Configwation | [ GroupPriorty | % pubish |
0,
1 Alerts ‘ Add an Access Gateway to the Cluster
(1) There are na tems to display FQDM | Add
L This Gateway [_]
Action
@ statisties | < Licensing | | pate | ) Certficate Signing Request | 3] Advanced Options | <¥] Net Tools
% General Networking | 3 Name Service Providers | 3 Routes | % Falover Servers | [# Logangisetings | () Acministration
[ Help DMZ configuration: Reconfigure |
General Networking =
When connecting the Access € Only use interface 0 ¥ Use both interfaces
Gateway to your network, it is |
typically placed in the demilitarized Interface 0: 003043855450 Interface 1: 003048855481
zone (DMZ), inside of a firenall, or
bahind a servar load balancar. P address: [67 57 25350 1021710550
Citrix recommends, and it is best
practice, to place the Access Gateway Subnet mask: |2ss 255.255.0 |255 2552550
in the DMZ, When the Access
Gateway is in the DMZ, select Use External FQDN: Icﬂg Kencloud net
Both Interfaces. Use Interface O for
the external connection to the
Duplex mode: |Aut - | At -~
Internet and Interface 1 for the e I ° _I I ° _I
connection to the secure network, Speed mode: IAum LI IAUm =
Add an Access Gateway to the
Oluster i Maximum transmission it (MTU) |1 200 |1snn
If multiple Accass Gataway Port: |443 Advanced |
spplisnces sre installad in your
network, you can crests 2 duster,
v - Default Gate:
which enablas you to publish the aul —
identical sattings ta all applisnces in
the cluster, The settings on the Peies I67 972531
Access Gateway Cluster tab are not
published, The settings on the Inter face: I‘"“‘-f'Ece o LI
following tabs are published:
+ Access Palicy Manager
« Authentication Submit
- Global Cluster Policies H
OK
& Access Gateway Administration Tool 4.6.0 [T
Options
83 Access Gateway Cluster || AccessPolicy Manager | %) Authentication | . Global Cluster Foicies | (5 Portal Page Configuration | B GroupPriorty | 3 pudtisn |
Iy Alerts [
- - El- ). User Groups 1) Netwark Resources
(3) There are no ftems to displa
hd ey EEYo-.i ] g cirnlabs
=3 Network Policies - Application Policies
- citrixlabs # End Point Resources
[2] Application Policies # End Paint Policies
“-[g] End Paint Policies
=1 ). Local Users
& citrixlabst
& Administrator
7 et =11} Global Policies
= [E] Pre-Authentication Policies
User Groups and Local Users =

By creating user aroups and local users, you can
define how dient connections are handled for
authenticated users who belang to a group. In
the left pane, new groups and lacal users are
crested and configured. In the right pane,
resaurces are configured for netuork,
applications, and endpaint resources and
policies. Ta add resources to 2 group, dick the
resaurce and drag it to the group in the left pane.

To create a new group
1. In the left pane, right-click User Groups
and then dick New Group,

2. Type 2 name for the group and dlick OK.

w

. In the Properties dialog box, configure
the settings for the group

The user accounts that you craate lacally on the
pceass Gateway can supplement the directaries
an servers that are used for authentication, For
exarmple, you might want to create local user
accounts for temporary users, such as
consultants, without creating an entry for those
users on an authentication server. Lacal user
accounts are checked during authentication if the
user namae is not an the authentication server,

To create alocal user

1. In the left pane, right-click Local Users

lﬂ'olﬂ
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B Access Gateway Ad;
Options

33 Access Gateway Cluster

[T] Access Policy Manager

Authentication | & Global Cluster Poicies | [

Portal Page Configuration | [ GroupPriory | ¥ pubish |

"

Alerts

Tools

&) There are no ftems to display

General | Network | Gateway Portai|

I~ Inherit properties from the Defaut group.

Session opti

[# Hetp

User Group Properties

folloing aspects of dient cannections are
handled:

By creating user groups, you can define haw the

r after network interruption
I™ Authenticate upon system resume

¥ Enable single sign-on with Windows
I¥ Run logon scriats

User session time-out: 0 minutes

« Onthe General tab, you can configure full
dient sccess using Actess Gateway
Plug-in, 3pply the properties of the
Dafault user graup, force authentication if
there is & netwark interruption or If the
dient device comes out of hibernate or
standby, limit the amaunt of time a user
can connect to the secure network, and
deny applications with » palicy

+ On the Network tsb, you can enable split
DNS and IP pooling

« Onthe Gateway Portal tab, you can
choose the logon page users see when
they log on 2nd configure the Access
Gateway to use the Web Interface

« On the Members tab iz a list of users who
belang to the group

+ On the Client Certificate tab, you specify
the criteria that cient certificates must
mest using 3 Boolesn exprassion

General Tab

from the Defaul

1|

Network inactivity time-out minutes

0
Ielle session time-out: 0 minutes

Application options
( ™ Deny applications without palicies

User Groups

=@ Network Policies
: W citrixlabs
2] Application Palicies
[E] End Point Policies
Local Users
o citrixlabs1
& Administrator
B | Global Policies
“-[f] Pre-Authentication Policies

OK I Cancel

oK

8 Access Gateway Ad

ration Tool

Options

33 Access Gateway Cluster

[T] Access Policy Manager

Authentication | & Global Cluster Poiicies | [ Portal Page Configuration | [ Group Priory | % publsh |

, Alerts

| Tools

&) There are no ftems to display

General | Netwark | Gateway Fortal

[Portal

" Use custom portal page

Defaut hd

[# Hetp

@ Redirzct to Web Interface

User Group Properties

By creating user groups, you can define haw the
folloing aspects of dient cannections are
handled:

+ On the Genaral tab, you can configurs full
dient sccess using Actess Gatauay
Plug-in, apply the properties of the
Default user group, force authentication if
there is & netuork interruption o if the
dient device comes aut of hibernate or
standby, limit the amount of time 2 user
can connect to the secure network, and
deny applications with 2 policy

+ On the Network tab, you can enable split

DNS and P pasling

« On the Gateway Portal tab, you can

choose the logon page users se= when
they lag on and configure the Access
Gateway to use the Web Intarface

« On the Members tab is a list of users wha

belang ta the graup

« On the Client Certificate tab, you spedfy

the criteria that dient certificates must

mest using 2 Baolean exprassion

General Tab

<

from the Defaul -
A |k
3

= Path:

jiCitrix/PNAgent/config xml
Weh server (IP address or FQDN]:

|ws2008 xencloud.net

¥ sSingle sign-on to the Web Interface

Domain:
jencloud.net

I™ Use a secure connection

™ Usz the mutiple lagon option page

User Groups

=] Network Policies
W citrixlabs
2] Application Palicies
[E] End Point Policies
Local Users
o citrixlabs1
& Administrator
Global Policies
“w[f] Pre-Authentication Palicies

OK I Cancel

oK

From Access Policy
Manager:

Right-click the ‘Default’ user
group, and select properties.

Enable Single Sign-On with
Windows.

Enable Run Logon Scripts.

Select the ‘Gateway
Portal’ Tab:

Redirect to Web Interface:
/Citrix/PNAgent/config.xml
Web Server (FQDN):

<XenApp webserver fqgdn>

Enable Single Sign-On to the
Web Interface.

Domain:

<the top level domain>

Select ‘Ok’.
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From the Access
Gateway Administration
Tool:

Global Cluster Policies:

Disable Logon Page
Authentication.

CiTRIX

You will need to configure the Citrix Access Gateway to NOT allow login
through the web page at the CAG, because the XenApp Plugin on the client
machine will be doing the logon authentication.

Access Gateway Adi
Options

stration Tool

[_[C]

$9 Access Gateway Custer | [[] AccessPoicyManager | T Aunenticaton CF Glokal Chuster Folicies | [ portal Page Confiouwation | [ Grouppriorty | % puoisn |

Alerts

~Access op

(&) There are no ftems to display

[¥ Enable spi tunneling

Accessible networks:

10.217.105.01255.255.255.0
10.249.86.0/255.255.254 0
10,249 5.0/255.255.254.0
10,245 218.01255 255,254 0

[3) new

10.248.174.01255.255.254.0

Global Cluster Policies

The Global Cluster Policies tsb controls a varisty
of sattings that affact the interaction betusen the
Accass Gatauway and Access Gateway Plug-in

Access options

This section allavs you to configure different
settings for network access,

Enable split tunneling

3plit tunneling is disabled by default, When split
tunneling is disabled, the Access Gateway
Plug-in sends all packets cutbound from 3 dient
computer through the wirtual private network
(4PN tunnel te the Access Gateway,

When split tunneling is enabled, the Acess
Gateway Plug-in sends only the packets that are
destined for internal netuorks that are protected
by the Access Gateway through the VPH tunnel to
the Access Gateway, Packets destined for other
networks are routed to the default gateway
spedfied on the dient device, Enabling split
tunneling sllows the dient device to perform a
filtering process when sending packets an the
network so that only the packets destined for
networks protected by the Access Gateway are
sent to the Access Gateway.

When you enshle split tunneling, you must slsa
complete the Accessible networks field, ==
described below

I Deny access without access control list (ACL)

[ Allow connections using earlier versions Access Gateway Plugin

Force upgrade of ¥ | eariier versions of Aceess Gateway Plugin
Web sessiontime-out: | 430 minutes

[V Enable incorrect password cache

Incorrect password cache time-out: 10 minutes

[™ Close connegtions

[ Select security options

I™ Require secure client cerificates

I™ Validate secure certificates for internal connections

Select encryption type for cient connections: [RC4 ¥

- Advanced option:

I Enabe internal failover

™ Enable logon page authentication

[¥ Enable application aceeleration with the Accelerator Plugin

El

0K
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From Access Gateway
Administration Tool:

Authentication Tab:

Note: Delete the existing
‘Default’ Realm. Add a new
Realm named ‘Default’. Select
LDAP Authentication.

IP Address or FQDN: <ip
address>

Port: 389

Allow unsecure connection:
<optional>

Admin bind DN:

cn=Administrator,cn=Users,dc=
<domain>,dc=<tld indicator>

Admin Password:
<password>
Base DN:

dc=<domain>,dc=<tld
indicator>

Server logon attribute:
sAMAccountName

CiTRIX

Citrix Access Gateway
Configuration - LDAP

You will need to configure the Citrix Access Gateway to use LDAP between
the CAG and Microsoft Active Directory, for Authentication and Authoriza-
tion. This configuration applies to both a Web Interface deployment and a
Citrix XenApp Client deployment.

8 Access Gateway Administration Tool 4.6.0
Options

JHE E3

33 Access Gateway Cuuster | [ Access Policy Manager

% Auhentication | (3 Global Cuuster Poicies | [ Portal Page Configuwation | [ Groupriorty | % pubisn |

0 Alerts

(&) There are na tems to display

[# Heip

Authentication and Authorization

By dafault, the Access Gateuway suthenticates
users against a lacal user list stored on the
Access Gateway, You can choose to use the
folloing authentication types:

« Local authentication

« Secure Gomputing Safeward
« RADIUS

« LDAP

« REA Securlh

« NTLM

« demalto

with
cambinstion of NTLM (Windows NT 4.0, LDAP,
RADIUS, SafaWard, Gemalta, and/ar RSa
SecurlD authentication servers,

1f & user is not located on an authentication
serer or fails suthentication, the Accass
Gateway checks the user against the local user
list, even if na realm is defined for local
authentication, if the check box Use the local
user database on the Access Gateway is
selected on the Settings tab,

When you use lacal authentication anly, an

authenticated user's group informatian is &l

=] | o Secure Ticket Authorty | @ 1A Access Contral |
Add an Authentication Realm

Realm name: I

IOr\e Source ¥ | Add

Advanced

& Default
Action

@ utherication | ] autherization | [# Settngs |

LDAP Server Authentication Settings

IP address or FQDN: Im 217105151

Port: Iaﬁs

Allow unsecure connection [

binc! DN: I = en=Users,

e

Base DN (location of users): [dic=xencloud de=ngt

Server logon name attribute: [sAMAccourtName

oK
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8 Access Gateway A
Options

ration Tool 4.6.0

S B

%3 Access Gateway Cluster | [7]  Access Policy Manager

Authertication | (@ Global Cluster Policies | [ Portal Page Configuration | [ Group Priory | [ Publish |

I Alerts |

a | & secure Ticket Autharty | @ ICA Access Cortral

(&) There are na items to display.

[# Help

LDAP Authorization -

By default, the Access Gateway obtains an
authenticated user's group(s) fram the lacal

araup file stored on the Access Gateway,

Alternatively, you can configure the Access

Gateway to obtain an authenticated user's

group(s) from an LDAP server, If the user is not
locatad an the LDAP server, the Access Gateway
checks its local user list i the Use the local user
database on the Access Cateway is selected on

the Settings tab, =

Note: If you need help determining your LDAP
server settings, see "Looking up Attributes in
your LDAP Directory” in the Access Gateway
Standzrd Edition Administrator's Guide,

Authorization type

To =nable LDAR suthorization, selact LDAR
authorization. This stiribute ensbles the Access
Gstewsy to abtain the groups assaciated uith 3
user during sutharization,

1P address or FODN

The IP address or fully qualified damain name
(FGDM) of the LDAP server ta be used for
autharization,

Port

The default port is 288, If you are using an
indexed database, such as Microsoft Active =]

Add an Authentication Realm

Realm name: | IOne Snume:l Add Advanced

& Default
Action

@ Authentication @] Authorizaton | [ setings |

Authorization type

IP address or FQDN; |1U.217 105151

Port |EBB

Allow Unsecure connection

bind DN; l cn=Users,

Adminisirator password: | PP s

Base DN (location of users) Iu::xer\c\nuﬂ de=net

Server lagon name attribute: IsAMAccuumName

Group attribute: Imemhero(

oK

From Access Gateway
Administration Tool:

Authorization Tab:

IP Address or FQDN: <ip
address>

Port: 389

Allow unsecure connection:
<optional>

Admin bind DN:

cn=Administrator,cn=Users,dc=
<domain>,dc=<tld indicator>

Admin Password:
<password>
Base DN:

dc=<domain>,dc=<tld
indicator>

Server logon attribute:
sAMAccountName
Group attribute:
memberOf

Select ‘Submit’
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From Access Gateway
Administration Tool:

Authentication =

Secure Ticket
Authority

Add the STA of the XenApp
server farm.

CiTRIX

Configuration - STA

You will need to configure the Citrix Access Gateway to use the Secure Ticket
Authority for your XenApp farm. This configuration applies to both a Xe-
nApp Web Interface deployment and a Citrix XenApp Client deployment.

& Access Gateway Administration Tool 4.6.0 =
Options
$3 Acoess Gateway Cluster | [7] Access Poicy Manager

I, Alerts ‘

7 Authentication |9 Global Cluster Policies | (%5 Portal Page Configuration | [ GroupPriorty | # Publisn |

=) ication @ Secure Ticket Authority | @ ICA Access Control

) There are no tems to display

Configure Secure Ticket Authority Settings
Server running the STA:
STA path (Default: Scripts/CteSTA dI)

Connectiontype  * Unsecure ( Secure

[# Heip

Secure Ticket Authority = Secure Ticket Authority Details

The Secure Ticket Authonity (STA) is Server [ Path Identifier | connectionType |
autornatically installed and configured when 52008 xencloud.net 80 _|[scriptschxsta.dl STACE68C3D8378C JUnsecure |
Gitrix NenApp o Citrix KenDesktop is installed,

The fallowing infarmatian is required vhen
configuring the Access Gateway to use the STA
for ticketing and authentication:

 The IP sddress or fully qualified domain

name (FQDN) of the saruer running the Remove
sTA,

« The path to the STA. The default path is
{Seripts/ CtesTA Il

When the STA is added, the server is verfied by
successfully cannecting to it and obtaining the
STA identifier assaciated with it. When the server
vetums the STA identifier, the server infarmation
is added to the list.

Configure Secure Ticket Authority Settings

This section helps you identify the server running
the §TA as well 35 the path to the STA,

Server running the STA

The server running the STA can be specfied with
=ither the IP address or FQDN, The server

cannection port can be added to the IP addrass

or FQDN separated by a colon (1), such as
192.168.1,20:8000. If = port is not specified, =l

OK
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Configuration - ICA

You will need to configure the Citrix Access Gateway to allow ICA connec-
tions to the subnet of the XenApp farm. This configuration applies to both a
Web Interface deployment and a Citrix XenApp Client deployment.

& Access Gateway A ration Tool 4.6.0

]
Options

33 Access Gateway Cluster |E§] Access Policy Manager (7 Authentication |_@ Global Cluster Policies ||_'§ Portal Page Configuration |IE| Group Priority |3 Publish |

Ay Alerts |

8 | o secure Ticket autnorty @ ICA Access Cortrol |
(&) There are no items to display.

Configure Settings for ICA Connections
Starting IP acdress: Ending IP address:
Protocol: [ICA ¥ Port 1454

Starting IP address | Ending IP address | Protocal | Port [
[# Hetp 10.217.105.1 [10.217.105.254 [rca 1424 |

ICA Access Control ml

Wihen the Accass Gatsway i deployed to provide
access to Citrix KenApp or Gitrix XenDesktap,
vou can configure an 1CA accass control list so
that the Access Gateway allovs accass to only
specific servers in the server farm,

Remove

To creats an ICA actess contral list, you must
specify the range of IP addresses that
correspands to the servers within the server farm
+a which you want ta grant access. You also
specify the appropriate pratacal and part for
connections to these servers.

If you create one or mare ICA access cantral
lists, a camputer running Citrix XenApp must be
included in an access contral list before users
can access it

If you do not create an ICA access control list,

all 1GA traffic is allawed through the Accass —
Gateway and users can connect to any server in

the enterprise netuark,

Starting IP address

Type the IP address of 3 server running Citrix
Kenapp, This sets the starting range of 1P
addresses,

Ending IP address

Type the [P address of & server running Citrix
Wenkpp. This creates the range of IF addresses

oK

From Access Gateway
Administration Tool:

Authentication =
ICA Access Control

Add the IP Addresses that will
user ICA.
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From a web browser,
enter the FQDN of the
public vip:

In this example it is:

https://cag.xencloud.net

Enter login credentials, which are
consequently configured in Ac-
tive Directory. The user for Web
Interface has been added as a
memberOf the ‘iproxy’ group in
Active Directory.

Because we have configured
this solution for Single Sign-On,
you should only have to enter
credentials one time.

Web Interface:

Wait for the Web Interface to
load.

CiTRIX

Testing Web Interface

Once you have installed all of the components of this solution, you should test
it, by publishing a test application such as Notepad, in XenApp, then connect
and see if Single Sign-On works, and that the application launches.

One Moment Please
Loading...
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Citrix XenApp _ Applications - Windows Internet Explorer J
_ .

@ https://cag xencloud.net/Citrix/XenApp/site/default.aspx

7 Favorites | @ Citrix XenApp - Applications

CiTRIX

Preferences ~

Logged on as: ip. Log Off | Reconnect| Disconnect

Applications

Main Selectview: Icons

J)

notepad

Hint: Click Reconnect to resume any paused published resources. %

Problem connecting?

Sl

Connecting to notepad

CiTRIX'

Preparing to connect...

|

] untitied - Notepad

File Edit Format View Help

=10l x|

Application:

At this point you should see
the Web Interface with the
application that is published for
this user.

Launch the application.

Application Delivery:

The application should be
delivered or proxied from
XenApp, through the Citrix
Access Gateway, to the end
user.
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Download the Citrix:

Open a web browser, and
navigate to the downloads
section of http://citrix.com.

Download and install the
XenApp Plugin for Hosted
Apps.

Enter login credentials, which
are consequently configured in
Active Directory. The user for
XenApp Plugin has been added
as a memberOf the ‘iproxy2’
group in Active Directory.

Because we have configured
this solution for Single Sign-On,
you should only have to enter
credentials one time.

Optional Test:

If you open a web browser to
cag.xencloud.net, the XenApp
Server will return the .xml
configuration file.

CiTRIX

Testing XenApp Plugin

Once you have installed all of the components of this solution, you should test
it, by publishing a test application such as Notepad, in XenApp, then connect
with Citrix XenApp Client and see if Single Sign-On works, and that the ap-
plication launches.

i® Citrix XenApp

Windows |

Username | user |
Password | sene |
Domain | <your domain = |

2} https://cag.xencloud.net/Citrix/PNAgent/config xml - Microsoft Internet Explorer

i Fle Edt View Favorites Tooks Help L
§ Address [ https:fcag. xendoud.net/C i v Bs

o
~

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE PNAgent_Configuration (View Source for full doctype...)>
- <PNAgent_Configuration xmlIns:xsi="http://www.w3.0rg/2000/10/XMLSchema-
instance"> m
- <FolderDisplay>
- <StartMenuDisplay>
<Enabled>true</Enabled>
<RootFolder root="programs" />
</StartMenuDisplay >
- <DesktopDisplay>
<Enabled>false</Enabled>
- <Icon>
<Name />
<Location />
</Icon>
< /DesktopDisplay>
- <SystemTrayMenuDisplay>
<Enabled>true</Enabled>
</SystemTrayMenuDisplay>
</FolderDisplay>
- <DesktoplIntegration>
<StartMenu>add</StartMenu>
<Desktop>add</Desktop>

|~
(B3
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Application Refresh

Log Off
Reconnect Sessions

]
.

Change Server
Options
Exit

Connecting to notepad

Preparing to connect...

Cancel

L=
File Edit Format View Help
| [~

Application:

At this point you should see the
Citrix XenApp Client with the
application that is published for
this user.

Launch the application.

Application Delivery:

The application should be
delivered or proxied from
XenApp, through the Citrix
Access Gateway, to the end
user.
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