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Introduction
Citrix® NetScaler® optimizes the delivery of web applications — increasing security and improving 
performance and Web server capacity. This approach ensures the best total cost of ownership (TCO), 
security, availability, and performance for Web applications. The Citrix NetScaler solution is a comprehensive 
network system that combines high-speed load balancing and content switching with state-of-the-art 
application acceleration, layer 4-7 traffic management, data compression, dynamic content caching, 
SSL acceleration, network optimization, and robust application security into a single, tightly integrated 
solution. Deployed in front of application servers, the system significantly reduces processing overhead 
on application and database servers, reducing hardware and bandwidth costs.

The EasyCall Gateway is an easy to implement and manage solution that communication-enables 
enterprise applications. The EasyCall Gateway appliance is deployed as an adjunct to the corporate 
telephone system and the Citrix Delivery Center. The EasyCall client software is installed, published or 
streamed to user desktops to communication-enable installed, published, or streamed applications.

Alternatively, the EasyCall Web Services API can be used to communication enable web applications, 
accelerated by Netscaler.

The EasyCall Agent enables a user to call any phone number displayed in published, streamed, or 
installed Windows applications without dialing the number. The user simply hovers the mouse pointer 
over telephone numbers in application windows and then clicks a button to start the call from any 
telephone (office, mobile, home, and so on).

EasyCall Conferencing, which is a feature of EasyCall, allows EasyCall users to quickly set up ad-hoc 
conferences by sending participants an EasyCall Conferencing URL. Participants join a conference call 
simply by clicking a URL instead of having to dial a conference phone number and complex access 
codes. The calls are hosted on the EasyCall Gateway, providing toll-free access at much lower cost than 
commercial audio conference services.

To enable external users to join EasyCall Conferences, join requests must be proxied to the EasyCall 
Gateway from the internet as the EasyCall Gateway is always installed inside the corporate firewall.  This 
is similar to many web applications that require protected external access, and the HTTPS proxy is simple 
to configure on the Citrix Netscaler to provide the necessary SSL Offloading and Content Filtering.

The Citrix NetScaler System provides continuous service availability through application-level protection 
by blocking attacks and delivery of applications securely. The Citrix NetScaler Content filtering prevents 
unwanted requests from reaching the protected server. The system can either drop a suspicious request 
or send an error page.

In this deployment guide we describe how to configure the Citrix NetScaler as a Content filter for 
the EasyCall Gateway in the DMZ so that internal users can create conference calls with EasyCall 
Conferencing, and external users can connect to and participate in the EasyCall Conference calls.
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Solution Requirements
SSL Offload, HTTPS Proxy

Content Filter

EasyCall Conferencing

Prerequisites
Citrix NetScaler L4/7 Application Switch, running version 9.0+ (Quantity x 2 for HA)

EasyCall Gateway 2.0+

EasyCall Client Software 2.0+

Client laptop/workstation running Internet Explorer 6.0+, Ethernet port

9-pin serial cable -or- USB-to-serial cable

•

•

•

•

•

•

•

•
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The following is the Network that was used to develop this deployment guide.
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Obtaining a Certificate from a 
Certificate Authority
Creating a Private Key

To obtain an SSL certificate from an authorized certificate authority (CA), you must create a Certificate 
Signing Request (CSR) and submit it to the CA. The following procedures describe how to create a CSR 
that you can submit to a CA, such as Verisign, to obtain a valid certificate.

From the NetScaler GUI, 
select NetScaler   SSL  
Create RSA Key. 

Create the private key name 
and key size.

Note: NetScaler v9.0 supports 
key sizes: 512, 1024, 2048, 
4096.

Select ‘Create’.
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From the NetScaler GUI, 
select NetScaler   SSL  
Create Certificate Request. 

Enter the request filename.

Enter the key filename, created 
in the previous step.

Enter the DN fields and select 
‘Create’.

Create a Certificate Signing Request

The certificate signing request (CSR) is a collection of details, including the domain name, other important 
company details, and the private key to be used to create the certificate. To avoid generating an invalid 
certificate, you need to ensure that the details provided are accurate.

Copy Certificate Signing Request to Local Computer

The certificate signing request (CSR) will be sent to the Certificate Authority to create the Certificate for 
the NetScaler.  The Certificate Signing Request file INSeasycall3.req in this example) can be copied to 
the local computer a tool such as WinSCP, http://winscp.net.

The CSR file is located in the /nsconfig/ssl directory.
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Open the CSR file on the local 
computer.

Copy the entire contents of 
the file.

Paste it into the CSR form 
on the Certificate Authorities 
website.

Submit CSR to Certificate Authority

The Certificate Authority usually accepts Certificate Signing Requests directly on their website through 
an input form.
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From the NetScaler GUI, 
select NetScaler   SSL  
Certificates. 

Select ‘Add’.

Name: 
Type in a name for the Cert

File Location: 
Local Computer

Certificate File Name: 
<Insert>
Paste Certificate from file 
or clipboard.

Private Key File Name:
Copy the private key from 
the NetScaler to the Local 
Computer. (Used to create 
the Certificate Signing 
Request)
<Browse> and select the 
private key.

Password:
Type in a password to 
encrypt the certificate.

Certificate Format:
PEM

Click ‘Install’.

•

•

•
•

•

•

•

•

Installing NetScaler Certificate From Certificate Authority

When you receive the Certificate, signed by the Certificate Authority, there will be some text that starts 
with “BEGIN CERTIFICATE” and ends with “END CERTIFICATE”.  Highlight this text, including the BEGIN 
and END lines and copy to the clipboard. We will use this to create a Certificate on the NetScaler.
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Installing Intermediate CA Certificate

Some Certificate Authorities require that you install an Intermediate CA Certificate to be sent with the 
Signed Certificate.

From the NetScaler GUI, 
select NetScaler   SSL  
Certificates. 

Select ‘Add’.

Name: 
Type in a name for the Cert

File Location: 
Local Computer

Certificate File Name: 
<Insert>
Paste Intermediate CA 
Certificate.

Private Key File Name:
<A key is not needed for 
an Intermediate CA Certifi-
cate>

Certificate Format:
PEM

Click ‘Install’.

•

•

•
•

•

•
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Linking Intermediate CA Certificate to NetScaler Signed Certificate

Linking the Intermediate CA Certificate to the NetScaler Signed Certificate is easy.

From the NetScaler GUI, 
select NetScaler   SSL  
Certificates. 

Highlight or select the 
NetScaler Signed Certificate 
that was previously installed.

Select “Link”.

Select the Intermediate 
CA Certificate that was 
previously installed from the 
drop down menu.

Select ‘Ok’

The Link can be checked by 
selecting “Cert Links”.

We are finished with the 
NetScaler. 

The nstrial.keypair is ready to 
be bound to an SSL VServer 
within the NetScaler.



13

Importing EasyCall Conferencing 
AppExpert Template
Import and Public Endpoint Configuration

The EasyCall Conferencing AppExpert Template can be imported into the Citrix NetScaler Application 
Switch, and is pre-configured for Caching, Compression and Content Filtering.  The EasyCall Conferencing 
AppExpert Template can be found on the Citrix Community Website:

http://community.citrix.com/display/ns/AppExpertTemplates

To Import the EasyCall 
Conferencing AppExpert 
Template, click on Application, 
select Import.

When importing a template, 
you will need to Add or Select 
the Public Endpoints.

In this example, we will add a 
new Public endpoint.

Name: EasyCallSSLVIP_pub

IP Address: 67.97.253.91

Protocol: SSL

Port: 443

‘Add’ the NetScaler Certificate 
that was signed by the 
Certificate Authority (or signed 
by the NetScaler).

Select ‘Ok’.

http://community.citrix.com/display/ns/AppExpertTemplates
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Select the Services Tab, Add 
or Select existing for Backend 
EasyCall Conferencing 
Gateway.

Service Name: 
EasyCallGateway

Server: <internal EasyCall 
Gateway IP Address>

Protocol: SSL

Port: 443

Note: Do not configure any 
monitors.

Do not configure any SSL 
Certificates.

Select ‘Create’

Select ‘Ok’ to finish importing 
the Template.

EasyCall Gateway Configuration

Enter the IP Address of the EasyCall Gateway on the internal private network.
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Change the hostname field in 
the Content Filter rule.

Select the EasyCallGateway 
Application Unit.

Click on the Rule for the 
EasyCallGateway Application 
Unit.

Change the Hostname to 
match the hostname of the 
public VIP of the NetScaler.

Content Filter Configuration

In order for the content filter to work specific to the NetScaler implementation at your site, change the 
hostname in the Application Unit.

Make sure you take this 
opportunity to “Save” the 
configuration.
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Citrix EasyCall Conferencing 
Gateway
EasyCall Gateway Configuration

Log into the EasyCall 
Gateway.

Navigate to Dashboard   
Configuration  Interfaces.

External Interface: Enter the 
external (public network) 
hostname that will resolve in 
DNS to the Citrix NetScaler 
SSL Offload VIP.  (This is the 
hostname that external and 
internal clients will use to 
connect when they receive 
EasyCall Conferencing 
invitations through e-mail).

If left empty, the invitation will 
contain the internal hostname, 
and EasyCall Conferencing 
participants will not be able 
to connect to that URL, as 
the Citrix NetScaler will filter 
the request, and block any 
HTTPS request destined for 
the internal network.

Select ‘Submit’.
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W
Citrix EasyCall Conferencing 
Client
EasyCall Conferencing Client Configuration

From the System Tray in the 
bottom right corner of the 
internal users computer, right 
click   Edit Settings   Enter 
the internal (private network) 
hostname of the EasyCall 
Gateway.

Close the Settings dialog 
box.
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EasyCall Conferencing Conference Creation

The Citrix EasyCall Conferencing is created from the EasyCall Client on the internal users computer.  

From the System Tray in the 
bottom right corner of the 
internal users computer, right 
click   Create Conference 
  Enter the Conference Call 
Subject.

Select ‘Create’.
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The EasyCall Client contacts 
the EasyCall Gateway,  receives 
the EasyCall Conferencing 
connection parameters for 
the EasyCall Conferencing 
invite and presents them in a 
browser.

Select ‘Email’ to send the 
Conference Call invite to 
external and/or internal users.
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The EasyCall Conferencing 
participant will receive an e-
mail with an invite.  

Click on the URL link in the 
email to join the EasyCall 
Conference.

The EasyCall Conferencing 
participant enter’s their 
callback phone number.

Select ‘Join’.

EasyCall Conferencing Participant Join

The Citrix EasyCall Conferencing participant join operation is simple.  

Moments later, the EasyCall 
Conferencing participant’s 
phone will ring.

Press ‘1’ to join the 
conference.
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Appendix A - NetScaler Configuration
NetScaler 
set ns config -IPAddress 10.217.105.52 -netmask 255.255.255.0

enable ns feature LB CMP SSL CF

set interface 1/2 -speed AUTO -flowControl RX -autoneg ENABLED -haMonitor ON -trunk OFF -lacpMode DISABLED -throughput 0 -
bandwidthHigh 0 -bandwidthNormal 0

set interface 1/8 -speed AUTO -flowControl RX -autoneg ENABLED -haMonitor ON -trunk OFF -lacpMode DISABLED -throughput 0 -
bandwidthHigh 0 -bandwidthNormal 0

add ns ip 10.217.105.92 255.255.255.0 -type MIP -vServer DISABLED

add ns ip 67.97.253.79 255.255.255.0 -vServer DISABLED

add vlan 67

bind vlan 67 -ifnum 1/8

bind vlan 67 -IPAddress 67.97.253.79 255.255.255.0

add server 10.217.93.200 10.217.93.200

add cs policy app_cs22 -rule “SYS.EVAL_CLASSIC_EXPR(\”REQ.HTTP.HEADER Host == easycall.citrixlabs.com\”)”

add service EasyCallGateway 10.217.93.200 SSL 443 -gslb NONE -maxClient 0 -maxReq 0 -cip DISABLED -usip NO -sp OFF -cltTimeout 
180 -svrTimeout 360 -CKA YES -TCPB YES -CMP YES

add filter action Forbidden errorcode 403 “403 Forbidden”

add cmp policy cmp_easycall -rule ns_true -resAction COMPRESS

add filter policy EasyCallAuthHostPol -rule ns_true -reqAction Forbidden

add filter policy EasyCallAuthURLPol -rule “REQ.HTTP.URL NOTCONTAINS /join && REQ.HTTP.URL NOTCONTAINS /images && REQ.HTTP.
URL NOTCONTAINS /includes” -reqAction Forbidden

add filter policy EasyCallDefaultForbidden -rule ns_true -reqAction Forbidden

add lb vserver EasyCallSSLVIP SSL 67.97.253.92 443 -persistenceType NONE -cltTimeout 180

add lb vserver app_0_ApplicationsEasyConference HTTP 0.0.0.0 0 -persistenceType NONE -cltTimeout 180 -downStateFlush DISABLED

add lb vserver app_u_EasyConferenceEasyCallGateway HTTP 0.0.0.0 0 -persistenceType NONE -cltTimeout 180 -downStateFlush 
DISABLED

add lb vserver app_o_EasyConferencedefault HTTP 0.0.0.0 0 -persistenceType NONE -cltTimeout 180 -downStateFlush DISABLED

add cs vserver EasyCallSSLVIP_public SSL 67.97.253.91 443 -cltTimeout 180

add cache policy easycall_cache_pol -rule TRUE -action CACHE -storeInGroup DEFAULT

add cache policy cache_easycall -rule TRUE -action CACHE -storeInGroup DEFAULT

add cache policy easycall_cache_def -rule TRUE -action CACHE -storeInGroup DEFAULT

add cache policylabel easycall_cache_label -evaluates REQ

bind cache policylabel easycall_cache_label -policyName easycall_cache_pol -priority 100 -gotoPriorityExpression END

bind lb vserver EasyCallSSLVIP EasyCallGateway

bind lb vserver app_0_ApplicationsEasyConference EasyCallGateway
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bind lb vserver app_u_EasyConferenceEasyCallGateway EasyCallGateway

bind lb vserver app_o_EasyConferencedefault EasyCallGateway

bind lb vserver EasyCallSSLVIP -policyName EasyCallAuthHostPol -priority 10

bind lb vserver EasyCallSSLVIP -policyName EasyCallAuthURLPol -priority 20

bind lb vserver app_u_EasyConferenceEasyCallGateway -policyName cmp_easycall

bind lb vserver app_u_EasyConferenceEasyCallGateway -policyName EasyCallAuthURLPol -priority 20

bind lb vserver app_o_EasyConferencedefault -policyName cmp_easycall

bind lb vserver app_o_EasyConferencedefault -policyName EasyCallDefaultForbidden

bind lb vserver app_u_EasyConferenceEasyCallGateway -policyName cache_easycall -priority 100 -gotoPriorityExpression END -type 
REQUEST

bind lb vserver app_o_EasyConferencedefault -policyName easycall_cache_def -priority 100 -gotoPriorityExpression END -type REQUEST

bind cs vserver EasyCallSSLVIP_public app_u_EasyConferenceEasyCallGateway -policyName app_cs22 -priority 100

bind cs vserver EasyCallSSLVIP_public app_o_EasyConferencedefault

add ssl certKey NSCA.keypair -cert NSCA.cer -key NSCA.key

add ssl certKey NSServer.keypair -cert NSServer.cer -key NSServer.key

add ssl certKey VerisignIntermediateCA.keypair -cert SecureSiteTrialRootCACertificate.cer

add ssl certKey NSECServer.keypair -cert EasyCallTrialCertificate2.cer -key EasyCallTrialCertificate2.key

set ssl service EasyCallGateway -eRSA DISABLED -sessReuse ENABLED -sessTimeout 600 -cipherRedirect DISABLED -sslv2Redirect 
DISABLED

set ssl vserver EasyCallSSLVIP -sessReuse ENABLED -sessTimeout 600

bind ssl vserver EasyCallSSLVIP -certkeyName NSECServer.keypair

bind ssl vserver EasyCallSSLVIP -certkeyName VerisignIntermediateCA.keypair -CA

bind ssl vserver EasyCallSSLVIP_public -certkeyName NSECServer.keypair

bind ssl vserver EasyCallSSLVIP_public -certkeyName VerisignIntermediateCA.keypair -CA

set uiinternal EXPRESSION app_0_ApplicationsEasyConference -uiinfo “P%Applications^ET%PE^CS%EasyCallSSLVIP_public^”

set uiinternal EXPRESSION app_u_EasyConferenceEasyCallGateway -uiinfo “P%app_0_ApplicationsEasyConference^PR%100^P%app_0_
ApplicationsEasyConference^CS%EasyCallSSLVIP_public^ET%PE^” -rule “REQ.HTTP.HEADER Host == easycall.citrixlabs.com”

set uiinternal EXPRESSION app_o_EasyConferencedefault -uiinfo “ET%PE^P%app_0_ApplicationsEasyConference^P%app_0_Applications
EasyConference^CS%EasyCallSSLVIP_public^”
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Appendix B - Content Filtering Configuration
The Citrix NetScaler Application Switch will be configured to filter all HTTP Requests going to the EasyCall Gateway.  Essentially the logic looks 
like the following:

From the NetScaler GUI, 
select NetScaler   Protection 
Features  Filter  Add. 

For Response Action, Select 
New, and create an “error 
code” response named 
“Forbidden” for code 403.

This Filter Policy checks the 
Hostname.

The Policy Expression should  
return a 403 Forbidden 
HTML page for any request 
not destined to the EasyCall 
Gateway “easycall.citrixlabs.
com” which resolves to 
the public IP Address of 
67.97.253.91.

This Filter Policy checks the 
URL and only allows URL’s 
destined to /join, /images 
and /includes on the EasyCall 
Gateway. 

All other URL’s will return a 
403 Forbidden HTML page.
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