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Introduction

Citrix® NetScaler® optimizes the delivery of web applications — increasing security and improving
performance and Web server capacity. This approach ensures the best total cost of ownership (TCO),
security, availability, and performance for Web applications. The Citrix NetScaler solutionis acomprehensive
network system that combines high-speed load balancing and content switching with state-of-the-art
application acceleration, layer 4-7 traffic management, data compression, dynamic content caching,
SSL acceleration, network optimization, and robust application security into a single, tightly integrated
solution. Deployed in front of application servers, the system significantly reduces processing overhead
on application and database servers, reducing hardware and bandwidth costs.

The EasyCall Gateway is an easy to implement and manage solution that communication-enables
enterprise applications. The EasyCall Gateway appliance is deployed as an adjunct to the corporate
telephone system and the Citrix Delivery Center. The EasyCall client software is installed, published or
streamed to user desktops to communication-enable installed, published, or streamed applications.

Alternatively, the EasyCall Web Services API can be used to communication enable web applications,
accelerated by Netscaler.

The EasyCall Agent enables a user to call any phone number displayed in published, streamed, or
installed Windows applications without dialing the number. The user simply hovers the mouse pointer
over telephone numbers in application windows and then clicks a button to start the call from any
telephone (office, mobile, home, and so on).

EasyCall Conferencing, which is a feature of EasyCall, allows EasyCall users to quickly set up ad-hoc
conferences by sending participants an EasyCall Conferencing URL. Participants join a conference call
simply by clicking a URL instead of having to dial a conference phone number and complex access
codes. The calls are hosted on the EasyCall Gateway, providing toll-free access at much lower cost than
commercial audio conference services.

To enable external users to join EasyCall Conferences, join requests must be proxied to the EasyCall
Gateway from the internet as the EasyCall Gateway is always installed inside the corporate firewall. This
is similar to many web applications that require protected external access, and the HTTPS proxy is simple
to configure on the Citrix Netscaler to provide the necessary SSL Offloading and Content Filtering.

The Citrix NetScaler System provides continuous service availability through application-level protection
by blocking attacks and delivery of applications securely. The Citrix NetScaler Content filtering prevents
unwanted requests from reaching the protected server. The system can either drop a suspicious request
or send an error page.

In this deployment guide we describe how to configure the Citrix NetScaler as a Content filter for
the EasyCall Gateway in the DMZ so that internal users can create conference calls with EasyCall
Conferencing, and external users can connect to and participate in the EasyCall Conference calls.



Solution Requirements

e SSL Offload, HTTPS Proxy
e Content Filter
e FEasyCall Conferencing

Prereqwsr[es

Citrix NetScaler L4/7 Application Switch, running version 9.0+ (Quantity x 2 for HA)
e EasyCall Gateway 2.0+
e FasyCall Client Software 2.0+
e Client laptop/workstation running Internet Explorer 6.0+, Ethernet port
e O-pin serial cable -or- USB-to-serial cable



Network Diagram

The following is the Network that was used to develop this deployment guide.
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From the NetScaler GUI,
select NetScaler = SSL =
Create RSA Key.

Create the private key name
and key size.

Note: NetScaler v9.0 supports
key sizes: 512, 1024, 2048,
4096.

Select ‘Create’.

Obtaining a Certificate from a
Certificate Authority

Creating a Private Key

To obtain an SSL certificate from an authorized certificate authority (CA), you must create a Certificate
Signing Request (CSR) and submit it to the CA. The following procedures describe how to create a CSR
that you can submit to a CA, such as Verisign, to obtain a valid certificate.

% Citrix NetScaler Configuration Utility - Mozilla Firefox

File Edit View History Bookmarks Tools Help

CITRIX’

NetScaler

Welcome nsro .217.105.52(ns)

& {J NetScaler 10.217.105.52
) System
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L] Certificates
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Tools

i Create Diffie-Hellman (DH) key
Impart PKCS#12

Export PKC5#12

(3] statisties @) Learn shout 5L

Copyright(@) Citrix Systems, Inc,

Key Filename* |N55&5yca\|.k&v

| [ Browse...

Key Size (bits)* [1024

Public Exponent Valus (=) F4

(@) PEM
PEM Encading Algarithm () DES

Key Formak

O3
(O DER
() DES3

PEM Passphrase* |

VeriFy Passphrase® |

9

Ce=1




Create a Certificate Signing Request

The certificate signing request (CSR) is a collection of details, including the domain name, other important
company details, and the private key to be used to create the certificate. To avoid generating an invalid
certificate, you need to ensure that the details provided are accurate.

B Create Certificate Request

Request File Mame* |N5&asycall3.req | [ Browse. .. ] [ View, ]
key File Name* |,I'nscu:unfig,l’ssl,l’NSeasycall.ke':.-' | [ Browse ]
Key Format: (®PEM (O DER
PEM Passphrase (For Encrypted Key) |nnn |
~Distinguished Name Fields
Common Mame* |easycall.citrixlabs.cum | Stake/Province Mame* |Ca|iFu:urnia |
City |Santa Clara | Email Address |admin@citrixlabs.cum |
Qrganization Nama* |Citrix Syskems, Inc | Qrganization Unit |Citrix|abs |
Country Name* ’UNITED STATES -]
-Attribute Fields
Challenge Password | | Company Name |
=] | Create | [ Close ]

Copy Certificate Signing Request to Local Computer

The certificate signing request (CSR) will be sent to the Certificate Authority to create the Certificate for
the NetScaler. The Certificate Signing Request file INSeasycall3.req in this example) can be copied to
the local computer a tool such as WinSCP, http://winscp.net.

The CSR file is located in the /nsconfig/ssl directory.

From the NetScaler GUI,
select NetScaler = SSL =
Create Certificate Request.

Enter the request filename.

Enterthe key filename, created
in the previous step.

Enter the DN fields and select
‘Create’.



Submit CSR to Certificate Authority

The Certificate Authority usually accepts Certificate Signing Requests directly on their website through
an input form.

Open the CSR file on the local

NSeasycall.req - WordPad

Compu’[el’. File Edit View Insert Format Help
FEH Sk A & By

Copy the entire contents of
the file.

Paste it into the CSR form reHAQk! ) z LmHvbTICBR! an-rﬁ }:qh}.JGBWOEA',!EFMI_IE
o . 3 aMFFEE1NarTul J4Udcyp:
on the Certificate Authorities 3
. :11pLEpud2Ls ) ,3Eg o 7 *MCAWERAaRR
website. GCSqGSID vE vI aVENF20( K452

For Help, press F1 NUM

ate Trial - Enrollment from Vel

File Edit View History Bookmarks Tools Help

@ - e A &Y I‘Qhttps:ffsecurltycenber.verlslgn.com,fca\pfenrollfenberCSR b E' )‘?\‘

* Required field A

* Select Server Platform: Certificate Signing Request example:

----- BEGIN NEW CER TIFICATE REQUEST..--
MAICSTED Al AD A 2l TAXBgHVBIAMTEH d3dySEZ X poZinbiSib 2D =8N Bigy
Bz TRk QgNDERNAG OATUEL RN N2 20 AlIEaNBATOL hdil i
|FZpZXEz AR B VB TC BT TANTMS L IEZ
hvoNAQkEIFhZ'IamQuc‘ZMbHRAdeaXNpZun‘QQNmeDYJKDZImwADEBBQAD
Server not listed |54 SANSAIEAN W_XhAuC MM m v lyPqCa bl gzyeh REAMAO Cap TaOmiOp\ /M
T3 Ch S Cn O PAET s Shel RRECAMEARSCE ARG 0 EBACEHAC AP

FauLAUEN Sy EE L BA00BGIGC ADMd e a1 dDnEBIDEAEED ¢
BgNVHSLIEGDANB gorBgEEATI2AgEY BarBuEF BOoD fof BEON I BBAGE NulCAIGE
S BBl BARSOAEDAIEELAH AR GGAngAcANJmmAHIAuNBuAGWABDAHIA
SOBNACANENAH A LB G QAaBIAG AN IABYACE A BRAGLAZLBYAAGIA TDERT
Bl DTN KTHSLIECH S VR SeTaciny

R LEZindizH W00 PNz b 1M_823CY'H_xwdmﬂdazﬁyE1fnanLEFeHUAfnTh
hoTpYiPCY'ﬁTENJN*I?dra\UTmNU’TUUU\U hAFAAAAASAAL D DI I N ADEF
EIQADQQ.#EDNDUWICSNDMMRE\J'UHNJOQGQWﬁFvZXPpQNbMITASELNreQE\D

- END NEW CERTIFICATE REUUEST—----

* Paste Certificate Signing Request (CSR), obtained from your server.  More Information

MIIB3zCCAUQCAQRAWgZ4xCzAJBgNVEBAYTAIVIMQswCQYDVQQIEwJDQTEUMBIGRALIUE
BxMLU2 FudGEgQR2 xhcmExHTABBgNVBACTFENpdHIpeCETeXNOZW 1z LCEJomMuMR MW
EQYDVQQLEwpDaXRyaXhsYWJIzHRMWwE QY DVQODEWp 3d3cubnMuY2 9t MSMwIQYJRoZ T
hvcNAQKBFnRNZG1pbkBjaXRyaXhsYWJIzLnNvbTCEnzANBgkqhkiGOwOBAQEFRAOE
3 QRWEYkCEYERSQEVYIDzgfYLh32B5v5aMFFKE 1Nar Tul J4Udeyps DQEXAME JvRES
+zHXKebhnELDaIx1Zkk818jqEGie6GRGF+b2v+4+TOX13M+
celvQpzCsVzlbSEqOwlddurddtb3vwuleo5vOgPRMCAWERR,
MAOGCSGSIE3DQEBBQUAREGEBATHOYE /Moy yTHRI YERaVENF200hkspNX+52Th8 /
1/ TwipSUxMlnpsgI INACVEMPXGVIGBeRT9qywAoBSpul+sXwHNAYEZ +A+3UJB1AKx
HkVb21HcgkaAFubQ951jGiSTZ9AQT/ x0k1pG0F/ORFS+60gi0trXGiWE3dw+WEe
vxSil

What do you plan to use this SSL Certificate for? (optional).

Load Balancing Web Farm A

Continue




Installing NetScaler Certificate From Certificate Authority

When you receive the Certificate, signed by the Certificate Authority, there will be some text that starts
with “BEGIN CERTIFICATE” and ends with “END CERTIFICATE”. Highlight this text, including the BEGIN
and END lines and copy to the clipboard. We will use this to create a Certificate on the NetScaler.

J Citrix NetScaler Configuration Utility - Mozilla Firefox

E3) Install Certificate | 59.0: Build 61.9, Date

ation | Dashboard | Reporting | Documentation | Downloads | Logout

Certificate-Key Pair Name* |N5easycall.lvaypa|r

-Detail | SETTINGS SAVE REFRESH ALL HELP.
Certificate and key Files are stored in the folder /nsconfig/ssl/ on appliance. | q Eind @ Refresh 5 @)
File Locati Lacal € ks l

e Locatin @ Bl R O Gallas ey filename Farmat Status ‘Exp\ry Date | Days to Expire|
Certificate Filz Namz™* |iectleasyCa\IIEasyCaIITr\a\Cert\f\cate.cer ‘ [ Browse... ] [ Insert... ] nsconfig/sslfns-server.key PEM Valid 13 Mar 2022 4880
) Insconfig/ssl/NSCA.key PEM Valid 06 Apr 2017 3058
Private Key File Name |3PartnarPm]a{tsIEasyCalllNSeasy(all.lﬂey ‘ [ Browse... ] [ Insett... ] psconfigfssiNSServer key  PEM valid 3058
o [oueeee Dot lesltise oyl e P i 1

Insert Certificate Text

Certificate Format ~ (3) PEM () DER
Click OK ko save the cantents on your local computer
Motify When Expires () Enable (3) Disable . : § § : § . §
QZIUCmAbGRCZEBMDgEA TUECXUXVaVyDXMaDZ YgaXNILEFUIHd3dy a2 20pc2in =
Natification Period \ biSjb20vY3B2L 3RIC3R Y5 AaYykaNTEXMBUGAL UEAxQOd3d3LmNpdHIpeCSjb20w =
gZ8WDQY KoZlhveNAQEBBQADGYDAMIGIACGBAPEBr 2FAS4H2C4d3gebOmiBRSULT
Wq07pSeFHXMgbADDsQIhChOZAcM: [ QnHx 3GPiSFsx 1 ynG4Zx Cw2IMZWZ P IFIsh
Ba3uhsRhfmarjuPudFSdzPl17b1das Kbidi? Om3HEbOK cwrFc3W [RIDs T¥bqdH
@ E bWo78Lng0bzaDETAGMEAAGIggHXMITE0ZATEGNVHRMEAJAAMASGA 1dDWQEAWIF
aDBDBgNVHREEPDAGMDighgAhiJadHR WOiSvU 1 ZSUZVid L WNYbCS22:0pc2in
‘Lj Content Switching biSjb20vU1Z5VHIpYWwyMDA1LmNybDBKBGNVHS AEQzBEMDEGCmC GSAGG+E BB U
. MTAvBggrBgEFBQCCAR YjaHR OcHMELY93d3cudmyy axMNpZ 24Uy 29t L 2Nwey S0Z:N0
1) Cache Redirection Y2ZEWHQYDVR 0IBEY wEAYIKWYBBQUHAWEGCCsGAQUFBWMCMBEGALUAINQYMBAAFGY
i) GsLB joHgMyndKn-+rRslI2AgZ w14daMHgEC CsEAQUFBWEBBGAwajAkBogrBgEFBQCmAYYY
;{j Rewrite aHROcDovL29jc3AudmVyaxNpZ 24Uy 29tMEIGCCsGAQUFBZAChjZodHR wOIBVU1ZS
‘a Respondsr L2Vjd Il WFpYS522¢pc2inbiSib20vU1 ZSVHIpY Wiy MDALLWFpYSSiZInbg YT
0 Access Gateay KwYBBQUHAQWEYBgoVegxDEaMFgwvhyaw 1hZ2UvZ2ImMCEwHzAHBgUIDgMC GgQU =
S20SK IYGDLVQUibK 33l B4shBR gw IhYlkaHROcDovL 2xvZ 28udmvyaXNpZ 24uy 29t T
() Application Firewall L 37zbGonbzEUZ2IMMAOGCSqGSIb3DQEBBQUAA4IBAQAKL IcGer Jb6zR 7aoj/enic -
Details ZMxIEB4ckICIx+CID3CW L OcowpjEa%VnZgSMs30pWmILNIbFd36yyhwLBELeYS9 x
{@[Z] Feature is disabled. ehImwAnGWhbbIrmW3 tZLAH-rkadFnD AcRwFRON] wE4FbEhuquikb+p000LLOBNT
= Wv3xIRdpjHiySiU3kBnvaMLY aHdkgh4 ZXD aEPRIDSUXEF Z3hQIOSEPC gBLIKDSY
= | Navigation Pane J No item selected. ILJa4 ImFAraCi6dqPMppemib--Xub/AQFEzpoQbZ WhOVKE L Inxb1 Fm2WuPWE1NMDS
MPTMCYDePSAQSFE7MbzKBUwpol RO [03znFJEB422Y+Cnk|9FuyMnPHE aWaF [mC70 =
3":? Favorites ] ——EMD CERTIFICATE-—— v
w Quick Links ] @ add... [& update... (=] J
T T = |
Copyright(®) Citrix Systems, Inc. All rights reserved.

From the NetScaler GUI,
select NetScaler = SSL =
Certificates.

Select ‘Add’.

Name:
e Type in a name for the Cert

File Location:
e |ocal Computer

Certificate File Name:

e <Insert>

e Paste Certificate from file
or clipboard.

Private Key File Name:

e Copy the private key from
the NetScaler to the Local
Computer. (Used to create
the Certificate Signing
Request)

e <Browse> and select the
private key.

Password:
e Type in a password to
encrypt the certificate.

Certificate Format:
e PEM

Click ‘Install’.
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From the NetScaler GUI,
select NetScaler = SSL =
Certificates.

Select ‘Add’.

Name:
e Type in a name for the Cert

File Location:
e | ocal Computer

Certificate File Name:

° <Insert>

e Paste Intermediate CA
Certificate.

Private Key File Name:

e <Akey is not needed for
an Intermediate CA Certifi-
cate>

Certificate Format:
e PEM

Click ‘Install’.

11

Installing Intermediate CA Certificate

Some Certificate Authorities require that you install an Intermediate CA Certificate to be sent with the

Signed Certificate.

J Mozilla Firefox

Install Certificate

Knowledge ... | ] VeriSign - Knowiedge

| @ htpfjw..dexhtml B E

ide Stes | ContactUs | Site Map

Certificate-Key Pair Name® |Var\sign[ntermadiatecn‘keypair

rDetail:

Certificate and key files are stared in the Folder [nsconfig/ssl/ on appliance.

File Location (3) Local Computer () Appliance

Certificats Fie Name™ |CalljSecurasiteTriaRootCACertficate.cer | | Bromse

[ msert. ]

Private Key File Name | | [ Browse...

H Insert... ]

Password |

Certificate Format (®)PEM () DER

Insert Certificate Text

Notify When Expires () Enable (3) Disable

Notification Period |

9 <

T o SOLEwTEgTIaTnaT BELRT =1
BgNVBAYTALVTMRCWFQYDVQOREWSHZKIpU2 1nbiwgSWS j L EwMC4GALUECK
IFR1c3QeUHVYcCIz2XMgT255e54gTE5vICFZCaVy WS j ZEMuMT TwMAYDVQ(
2KJpUZ 1nbiBUeml hbCBTZHN 1 enlgUz VydmVy T FRL c30gUnSvdCBDRTAR Fir
MDkwMDAWMDEaFw0yNTAYMDgyMzUSNT1aMIGMMQsw QY DVQREEwW VU ZEXMB
ChMOVEVyaVNpZ2 4sTE1uYy4sMDAUBGNVRASTI0ZveiBUZKNOI FRL cnBved
BHEUICBObyBhe3N1emFuY2Vzli SyMDAGA] UERAxMpVry yaVNpZ 2 4 gVHIp YW
dXJ1IENlenZleiBUZENO IFJvb3QgR0EwgZEwDRYIKeZ ThyeNAQEBBQADY
2A0GBATEhI8UTk1aZH5 cEnsCSERMEHVEsTwHIaMAAVqEqCnTRSC1 0sEOIHY
eSDiMs5MInC/iAATKCAS S/ yHz0Rd1U+1TRS1wHT F/ 2dYSoTIP2C0ne 11
=DDe086VT+NLFAGT]+C¥eyd Tueda3ln/ 4¥OAIPELETogFe TAGMBAAEWDDY
hveNAQECBQADGYEAOq44 7 PSEDGFEL 3vhLhgThnyaskNYwBvxk+0grnQyDy
gEENFlnvLmACF3imIugi e0S rdzqTYzpwmIl snd 80m/ yilirLaCulRLsit2 g
BEVmR+PZx2kZ4UgHUZyo i DExJtiHd3t]CdqFgTit4NK42cHOCZrhaTxe0]
————— END CERTIFICATE-----

Click OK to save the contents on your lacal computer

--—--BEGIN CERTIFICATE-----

MIICMDCCAQECECCol57bgglewTagTiadh3MwDQY KoZlhveNAQECBQAWGY wxCzA
BgNVBAYTANVTMR.CAFQYDVQQKEAS WU ZInbingSWSILIEAMC4GA T UECXMARMSy
IFRIc3Q@UHVYcEIz2Mg T 255254 gIESVIGFZC VY Y WS ZXMUMTINMAYDVQOQDEY W
Z¥IpUzInbiBUcmihbCBTZWN 1 emUgU2VydmVy IFRIC3QgUMSvdCBDO TAF aOwNT Ay
MDkAMDAWMDE SFWOYNT AyMDgyMzUSNTISMIGMMQswCQYDVQQGEWVUZEXMBUGA L1LE
ChMOVmVy aVNpZ24sIElYy4xMDAUBGNVBAST I0ZveiBUZXNOIFE1 cnBve2VzIESu
bHkUICBObyYBhC3N 1 cmFuY2VzL EyMDAGA1LEAxMpYmYyaVNpZ24gVHIpYWmgU2vj
AFNIcRZIGBUZMOIF Ivb 3QaQ0E WaZEWDQY K oZIhveMAQEBBQADG Y OAMIG)
A0GBAIBhIBU7HaZHSEN6CSEKMGWYBSTWHIaMAAYGGqCUN7QIC10sEQIHBZYLY
2SDjMsSMINC[iAATKCASF fyHzOAdIU+1IRSiiwHTF [ 2dYSoT TxP2GCmEL 1 GadiT+
2ZDDo0BEVT+HNIFAG+CYey47usdXa33o/4VOAIPGLETogFT AQMBAAEWDQY JK0ZI
hveNAQECBEQADGYEACG447rPSEDQFEIvhLhg ThryaskiYwPvxk+0grnQyDAdsFfq
gKENFInVLmAOFIDMFUgWEWSr4zqTY zpamlsn480m v WirlBGUWRFHEIPOXTFHS
BEVMR+PZx2k24UgWIUZyoiDGx tHA3tCdqFgTit4MK429c WO CZrhd7xe0l=

-----EMD CERTIFICATE-----

~




Linking Intermediate CA Certificate to NetScaler Signed Certificate

Linking the Intermediate CA Certificate to the NetScaler Signed Certificate is easy.

3 Citrix NetScaler Configuration Utility - Mozilla Firefox
Fle Edit View History Bookmarks Tools Help

NS9.0: Build 61.9, Date: Oct 21 2008

NetScaler

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

{ SETTINGS SAVE REFRESH ALL HELE.
= ) NetScaler 10.217.105.52 | Q4 Eind @ Refresh g @)
U System Mame Certificate filaname Key filaname Format Status Expiry Date Days ta Expire
i) Network
suwor ns-server-certificate [Inscanfig/sslins-server.cert  [nsconfig/sslins-server.key  PEM Valid 13 Mar 2022 4856
U DHS NSCA.keypair [Inscanfig/ssl/NSCA, cer InsconfigfsslNSCA.key PEM Valid 06 Apr 2017 3053
] G 5L - NSServer.keypair [Inscanfig/ssl/NSServer.cer  [nsconfigfssl/NSServer key  PEM Valid 06 Apr 2017 3053
| Certicates NSECServer keypair [nscanfig/ssl{EasyCalTrial... [nsconfig/ssl/EasyCalTrial... PEM valid 04 Dec 2008 9
() Cipher Groups NSECVerisignRootCA keypair fnsconfig/ss|fvsignrootea, txt PEM valid 08 Feb 2025 5919
[ cr nstrial keypair [nsconfig/sslinstrial.cer Insconfigfssljnstrial key PEM Valid 09 Dec 2008 14
[ Policies vstriallntermedCA keypair  fnsconfig/sslfvstriallntCA. .. PEM valid 08 Feb 2015 2266
) ssL Offload
‘Lj AppExpert
i) Compression - =
A | o
) Integrated Caching Link Server Certificate(s) b3
) Protection Features
5[6 HTML Injection CA Certificate Mame  |ns-server-certificate - J
G Load Balancing ns-server-certificate
ﬂ Cantent Switching NSCA keypair
{8 Cache Redirection @ NSServer.keypair ]
(@ Gsie MNSECServer kevpair
J Rewrite NSECVerisignRoatCA. keypair
i) Responder
‘Lj Access Gatzway
1) Application Firewall
(@[2) Feature is disabled. Smslss s 5
Ef:l Navigation Pane ) Certificate filename: /nsconfig/ssl/nstrial.cer  Key filename: /nsconfig/ssi/nstrialkey  Format: PEM  Status: Valid
= Expiry Date: 02 Dec 2008 Days to Expire: 14  Expiry Monitor: Disabled
Y i’ Favorites ]
& Quick Links ] [ Add... [] Update... Detalls... jg] Remove o Link.. g Unink < CertLinks...

ﬁ Ready [7 Items I_“ nsrook

Copyright(®) Citrix Systems, Inc. All rights reserved.

From the NetScaler GUI,
select NetScaler = SSL =
Certificates.

Highlight or select the
NetScaler Signed Certificate
that was previously installed.

Select “Link”.

Select the Intermediate

CA Certificate that was
previously installed from the
drop down menu.

Select ‘OK’

The Link can be checked by
selecting “Cert Links”.

We are finished with the
NetScaler.

The nstrial.keypair is ready to
be bound to an SSL VServer
within the NetScaler.
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To Import the EasyCall

Conferencing AppExpert
Template, click on Application,
select Import.

When importing a template,
you will need to Add or Select
the Public Endpoints.

In this example, we will add a
new Public endpoint.

Name: EasyCallSSLVIP_pub
IP Address: 67.97.253.91
Protocol: SSL

Port: 443

‘Add’ the NetScaler Certificate
that was signed by the
Certificate Authority (or signed
by the NetScaler).

Select ‘Ok’.
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Importing EasyCall Conferencing
AppExpert Template

Import and Public Endpoint Configuration

The EasyCall Conferencing AppExpert Template can be imported into the Citrix NetScaler Application
Switch, and is pre-configured for Caching, Compression and Content Filtering. The EasyCall Conferencing

AppExpert Template can be found on the Citrix Community Website:

http://community.citrix.com/display/ns/AppExpertTemplates

"3 Citrix NetScaler Configuration Utility - Mozilla Firefox

Fle Edit View Hgtory Bookmarks Tools Help

6 - G X @ [0 htoi10.217.105.52/menujauis

NetScaler

Welcome nsroot@10.217.105.52(ns;

[E3

B {J NetScaler 10.217.105.52
i system
{2 Wetwork
{Jons
Qs ™
i) 55 Offload =
= {J AppExpert
() Applications
[ HTTP Callouts
[] Pattern Sets
[] Expressions
) Rate Limiting
i) Compression
) Integrated Caching
) Protection Features
i@ HTML Injection
) Load Balancing
i) Content Switching
3 Cache Redirection
{0 GaLs
) Rewrite

@£] Featurs is disabled.

E Navigation Pane J

|Applications

File Name:

[E3
I

Files of Type:

Look In: |23 EasyCallFinal
|=) EasyConference.az

Compression

EasyConfer
(*.g7) azip

i SETTINGS

SAVE REFRESH ALL i HELR

| @ refresh 3 @

Caching Rewrite Filter

£ P de endp and backend

Responder

Application Firewall

Name™ |EasyCaIIConferencing|

Endpaints \I\Servioes \Service Groups \'t
Activate All Deactivate Al

Active | Mame | IP Address

Port| Protocol

A
{ Favorites

il Create Public Endpoint

Name*  EasyCallSSLUIP_public

| 1P Address |E7 .87 . 253. 8l v

Protocol® [SSL

> por [#43 |

[ Metwork VServer Rangs |:|

Advanced | 55L Settings ',

Redirect URL ‘

Enable after creating

Clienk Time-ouk(secs) ‘180 ‘

Baclaup Virtual Server [

USsrver IP Port Inssrtion |OFF

= |

-

D Persiskence Persistence Time-out (min) |2

L]

Name™ |EasyCaII55L\f1PJ)ublic

Protacol* [ssL

>

| raddesfer .97 . 2s3. a1 [J1Pvg

Port=  [443

NSServer. keypair
NSECServer, keypair
NSECVerisignRootCA. keypair
nstrial.keypair
vstriallntermedCA.keypair

Add as CA >
Install...

[Cachesble [¥] Case sensiive [ |Redrect Pt o] [INetworkVServer Range [ | [¥] Enable after reating
[ RSP Natting Policies ' Advanced * S5 Settings
P i Ruls URL
EETE OfME @ [ sLparameters... || = | [ sLPoices.. |
 Config
Q Certificates Certificates Type CRL Mandatory
ns-server-certificate NSECServer.key... Server Certificate
NSCA.keypair
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http://community.citrix.com/display/ns/AppExpertTemplates

EasyCall Gateway Configuration

Enter the IP Address of the EasyCall Gateway on the internal private network.

Create Service

Provide endpoints and backend services

Mame™ |EasyCaIICnnferem:ing

Endpuoints * Services ‘I,ISerui::e Groups ‘I'L
Activate All Deactivate All

Active | B2 Name | IP Address |

Port| Protocol

Service Mame* |EasrCaIIGateway1

| server* [10.217.93.200

Protocal® [SSL

v] Part* |443

Enable Service

The bype of service.
Monitors \I‘Policies \lndvanced ‘llSSL Seftings
o

~Configured

Maonitors | Maonitors Weight State
ping ~ j Close
kep ¥
http
bep-ecw
http-ecv B |
udp-ecv
dns |
ftp
teps
https Create Service
teps-scv
https-ecv ) - -
ldns-ping Service Name |EastaIIGateway1 | Server |10.21?.93.200 [v]
= Protacol® sl | port* 443 |
3 Enable Service
9 Monitars \Policies \Ad\ranced " 551 Settings \l
[ S5L Parameters. ., ] [ Ciphers... ] [ 551 Palicigs... ]
~Awvailable ~Configured
Certificates Certificates | Type CRL Mandatory

ns-server-certificate

MSCA. keypair

MSServer, keypair
VerisignInkermediateCa. keypair
MSECServer keypair

Install...

@ <8

Ce==]

Select the Services Tab, Add
or Select existing for Backend

EasyCall Conferencing
Gateway.
Service Name:

EasyCallGateway

Server: <internal  EasyCall
Gateway IP Address>

Protocol: SSL
Port: 443

Note: Do not configure any
monitors.

Do not configure any SSL
Certificates.

Select ‘Create’

Select ‘Ok’ to finish importing
the Template.
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A

Change the hostname field in
the Content Filter rule.

Select the EasyCallGateway
Application Unit.

Click on the Rule for the
EasyCallGateway Application
unit.

Change the Hostname to
match the hostname of the
public VIP of the NetScaler.

Make sure you take this
opportunity to “Save” the
configuration.

15

Content Filter Configuration

In order for the content filter to work specific to the NetScaler implementation at your site, change the

hostname in the Application Unit.

" J Citrix NetScaler Configuration Utility - Mozilla Firefox
File Edit View

Higtory Bookmarks Tools Help

NetScaler

N59.0: Build 61.9, Date: Oct 21 20

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

[ Applications
[) HTTP Callouts
D Pattern Sets
D Expressions

Modify Application Unit

SETTINGS i SAVE { REFRESH ALL { HELP
& () Metscaler 10.217.105.52 i ‘ @ Refresh o3 @
) System - _ - = ——
Compression Caching Rewrite Filter | Responder | Application Firewall
‘u Netwark Applications
‘Jj NS EasyConference
O sst EasyCallGatenay 9 @ gk 4 gk &
giﬂsfﬂoatd ﬁdmt B 9 & b7 & &
ppExpert

i) Rate Limiting

) Compression MName* |Eas yCallGateway

‘Jj Integrated Caching
ﬂ Protection Features
(@ HTML Injection Rule® |REQ HTTP HEADER. Host ==
1) Load Balancing easycall.citrixlabs. com

ﬂ Content Switching

(@) Clagsic Syntax () Advanced Synkax

0 Configure...

(@ Cache Redrection
@ Gsis =]
) Rewritz

(=]

ﬂ Respander

@ Quick Links J [#] open... & Remove

C-f? Configure Public Endpaints. .. E Configure Backend Services. ..

) Access Gatenay ~|
‘[ﬂ Feature is disabled. Details: EasyConference > EasyCallGateway 3
| J Public Endpoints: EasyCalSSLYIP publc  Backend Services: 1 service  Rule: REQ.HTTP.HEADER Hogt == easycall cifrixlabs.cam
i:f Favorites

# Move Up | § Move Down |

F Ready Fltem 'l‘ nsroot

Cupvright(@) Citrix Systems, Inc. All rights reserved.




Citrix EasyCall Conferencing
Gateway

EasyCall Gateway Configuration

%D Citrix EasyCall Gateway - Mozilla Firefox

File Edit View Higtory Bookmarks Tools Help

ZEilizEe Configuration - Node - Interfaces

Configuration

Default Gateway <internal defl gateway>

External Interface

External IP Address easycall.citrixlabs.com

Node Name: Master
User Management
Node Type: Master
Directory Source Configuration
Conferencing Interffaces | Static Routes ~ DNS/Hosts ~ General
Maintenance Interface 1
Monitoring IP Address <internal IP Address> MAC Address:  00:30:48:93:D5:9C
Documentation Subnet Mask 255.255.255.0
Interface 2
IP Address [ ] wACAddess: 00:30:48:93:.05:9D

Log into the EasyCall
Gateway.

Navigate to Dashboard =
Configuration = Interfaces.

External Interface: Enter the
external  (public  network)
hostname that will resolve in
DNS to the Citrix NetScaler
SSL Offload VIP. (This is the
hostname that external and
internal clients will use to
connect when they receive
EasyCall Conferencing
invitations through e-mail).

If left empty, the invitation will
contain the internal hostname,
and EasyCall Conferencing
participants will not be able
to connect to that URL, as
the Citrix NetScaler will filter
the request, and block any
HTTPS request destined for
the internal network.

Select ‘Submit’.
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Citrix EasyCall Conferencing
Client

From the System Tray in the
bottom right corner of the

EasyCall Conferencing Client Configuration
internal users computer, right
click = Edit Settings = Enter

the internal (private network)

hostname of the EasyCall Search Directory...
Gateway. Make a Call...

Show Recent Calls. ..

Close the Settings dialog
box. Create Conference. ..

My Conferences...

Manage Locations...
Edit Settings. ..

Help... ‘
About...

Suspend Recognition
Exit

Default Country and Area Code

Enter your current country and area code to optimize
EasyCall local phone number recognition.

Country code |1

Area co |:| = 408

Server Settings

Host Name easycall.<internal.hostname=
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EasyCall Conferencing Conference Creation

The Citrix EasyCall Conferencing is created from the EasyCall Client on the internal users computer.

Search Directory. ..
Make a Call...
Show Recent Calls. ..

Create Conference... I .w

My Conferences...

Manage Locations...
Edit Settings...

Help...
About...

N ¥ EasyConference - Create Conference - Mozilla Firefox
Suspend Recognition

Exit

File Edit WView History Bookmarks Tools Help

EasyConference - Create Conference

Enter a subject for your EasyConference in the field
below.

Test Conference

From the System Tray in the
bottom right corner of the
internal users computer, right
click = Create Conference
= Enter the Conference Call
Subject.

Select ‘Create’.
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The EasyCall Client contacts
theEasyCallGateway, receives
the EasyCall Conferencing
connection parameters for
the EasyCall Conferencing
invite and presents them in a
browser.

Select ‘Email’ to send the
Conference Call invite to
external and/or internal users.

19

*J EasyConference - Mozilla Firefox
File Edit WView History Bookmarks Tools Help

To invite participants to the conference, click the Email
button. A draft email that contains the URL for the
conference will open on your desktop. Complete the
email and send it.

Please join my EasyConference Call:
1. Go to https://easycall.ct bs.com/joi

2. When prompted, enter your phone number

3. When called, enter 1 to join the bridge.




EasyCall Conferencing Participant Join

The Citrix EasyCall Conferencing participant join operation is simple.

Please join my EasyConference Call:

1. Go to https://easycall.citrixlabs.com/join/769766628

2. When prompted, enter your phone number.

3. When called, enter 1 to join the bridge.

3 EasyConference - Join Conference - Mozilla Firefox

Fle Edit Vew History Bookmarks Tools Help

=,
S) EasyConference - Join Conference

Te iference
Enter your telephone number and click Join.
You will be called to join the conference.

Your Phone Number: - 408-790-xxxx

If you are the chairperson, enter your PIN.

) EasyConference - Joining Conference - Mozilla Firefox
File Edit View History Bookmarks Tools Help

p

f g) EasyConference

Welcome to your Tes er
You are the chairperson for t onference.

When called, press 1 on your phone to join the
conference.

The EasyCall Conferencing
participant will receive an e-
mail with an invite.

Click on the URL link in the
email to join the EasyCall
Conference.

The EasyCall Conferencing
participant enter's  their
callback phone number.

Select ‘Join’.

Moments later, the EasyCall
Conferencing participant’s
phone will ring.

Press ‘1 to join the
conference.
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Appendix A - NetScaler Configuration

NetScaler
set ns config -IPAddress 10.217.105.52 -netmask 255.255.255.0
enable ns feature LB CMP SSL CF

set interface 1/2 -speed AUTO -flowControl RX -autoneg ENABLED -haMonitor ON -trunk OFF -lacoMode DISABLED -throughput O -
bandwidthHigh O -bandwidthNormal O

set interface 1/8 -speed AUTO -flowControl RX -autoneg ENABLED -haMonitor ON -trunk OFF -lacoMode DISABLED -throughput O -
bandwidthHigh O -bandwidthNormal O

add ns ip 10.217.105.92 255.255.255.0 -type MIP -vServer DISABLED

add ns ip 67.97.253.79 255.255.255.0 -vServer DISABLED

add vian 67

bind vlan 67 -ifnum 1/8

bind vlan 67 -IPAddress 67.97.253.79 255.255.255.0

add server 10.217.93.200 10.217.93.200

add cs policy app_cs22 -rule “SYS.EVAL_CLASSIC_EXPR(\"REQ.HTTP.HEADER Host == easycall.citrixlabs.com\”)”

add service EasyCallGateway 10.217.93.200 SSL 443 -gslb NONE -maxClient O -maxReq 0 -cip DISABLED -usip NO -sp OFF -cltTimeout
180 -svrTimeout 360 -CKA YES -TCPB YES -CMP YES

add filter action Forbidden errorcode 403 “403 Forbidden”
add cmp policy cmp_easycall -rule ns_true -resAction COMPRESS
add filter policy EasyCallAuthHostPol -rule ns_true -reqAction Forbidden

add filter policy EasyCallAuthURLPol -rule “REQ.HTTRP.URL NOTCONTAINS /join && REQ.HTTP.URL NOTCONTAINS /images && REQ.HTTP.
URL NOTCONTAINS /includes” -regAction Forbidden

add filter policy EasyCallDefaultForbidden -rule ns_true -regAction Forbidden
add Ib vserver EasyCallSSLVIP SSL 67.97.253.92 443 -persistenceType NONE -cltTimeout 180
add Ib vserver app_0_ApplicationsEasyConference HTTP 0.0.0.0 O -persistenceType NONE -cltTimeout 180 -downStateFlush DISABLED

add lb vserver app_u_EasyConferenceEasyCallGateway HTTP 0.0.0.0 O -persistenceType NONE -cltTimeout 180 -downStateFlush
DISABLED

add Ib vserver app_o_EasyConferencedefault HTTP 0.0.0.0 O -persistenceType NONE -cltTimeout 180 -downStateFlush DISABLED
add cs vserver EasyCallSSLVIP_public SSL 67.97.253.91 443 -cltTimeout 180

add cache policy easycall_cache_pol -rule TRUE -action CACHE -storelnGroup DEFAULT

add cache policy cache_easycall -rule TRUE -action CACHE -storelnGroup DEFAULT

add cache policy easycall_cache_def -rule TRUE -action CACHE -storelnGroup DEFAULT

add cache policylabel easycall_cache_label -evaluates REQ

bind cache policylabel easycall_cache_label -policyName easycall_cache_pol -priority 100 -gotoPriorityExpression END

bind Ib vserver EasyCallSSLVIP EasyCallGateway

bind Ib vserver app_0_ApplicationsEasyConference EasyCallGateway
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bind Ib vserver app_u_EasyConferenceEasyCallGateway EasyCallGateway

bind Ib vserver app_o_EasyConferencedefault EasyCallGateway

bind Ib vserver EasyCallSSLVIP -policyName EasyCallAuthHostPol -priority 10

bind Ib vserver EasyCallSSLVIP -policyName EasyCallAuthURLPol -priority 20

bind Ib vserver app_u_EasyConferenceEasyCallGateway -policyName cmp_easycall

bind Ib vserver app_u_EasyConferenceEasyCallGateway -policyName EasyCallAuthURLPol -priority 20
bind Ib vserver app_o_EasyConferencedefault -policyName cmp_easycall

bind Ib vserver app_o_EasyConferencedefault -policyName EasyCallDefaultForbidden

bind Ib vserver app_u_EasyConferenceEasyCallGateway -policyName cache_easycall -priority 100 -gotoPriorityExpression END -type
REQUEST

bind Ib vserver app_o_EasyConferencedefault -policyName easycall_cache_def -priority 100 -gotoPriorityExpression END -type REQUEST
bind cs vserver EasyCallSSLVIP_public app_u_EasyConferenceEasyCallGateway -policyName app_cs22 -priority 100

bind cs vserver EasyCallSSLVIP_public app_o_EasyConferencedefault

add ssl certKey NSCA .keypair -cert NSCA.cer -key NSCA .key

add ssl certKey NSServer.keypair -cert NSServer.cer -key NSServer.key

add ssl certKey VerisignintermediateCA .keypair -cert SecureSiteTrialRootCACertificate.cer

add ssl certKey NSECServer.keypair -cert EasyCallTrialCertificate2.cer -key EasyCallTrialCertificate2.key

set ssl service EasyCallGateway -eRSA DISABLED -sessReuse ENABLED -sessTimeout 600 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl vserver EasyCallSSLVIP -sessReuse ENABLED -sessTimeout 600

bind ssl vserver EasyCallSSLVIP -certkeyName NSECServer.keypair

bind ssl vserver EasyCallSSLVIP -certkeyName VerisignintermediateCA.keypair -CA

bind ssl vserver EasyCallSSLVIP_public -certkeyName NSECServer.keypair

bind ssl vserver EasyCallSSLVIP_public -certkeyName VerisignintermediateCA.keypair -CA

set uiinternal EXPRESSION app_0_ApplicationsEasyConference -uiinfo “P%Applications "ET%PEACS%EasyCallSSLVIP_publicA”

set uiinternal EXPRESSION app_u_EasyConferenceEasyCallGateway -uiinfo “P%app_0_ApplicationsEasyConference”\PR%100/P%app_0_
ApplicationsEasyConference CS%EasyCallSSLVIP_publicAET%PEA” -rule “REQ.HTTP.HEADER Host == easycall.citrixlabs.com”

set uiinternal EXPRESSION app_o_EasyConferencedefault -uiinfo “ET%PEAP%app_0_ApplicationsEasyConference\P%app_0_Applications
EasyConferenceNCS%EasyCallSSLVIP_publicA”
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Appendix B - Content Filtering Configuration

The Citrix NetScaler Application Switch will be configured to filter all HTTP Requests going to the EasyCall Gateway. Essentially the logic looks

like the following:

From the NetScaler GUI,
select NetScaler = Protection
Features = Filter = Add.

For Response Action, Select
New, and create an “error
code”  response  named
“Forbidden” for code 403.

This Filter Policy checks the
Hostname.

The Policy Expression should
return a 403 Forbidden
HTML page for any request
not destined to the EasyCall
Gateway “easycall.citrixlabs.
com” which resolves to
the public IP Address of
67.97.253.91.

This Filter Policy checks the
URL and only allows URLs
destined to /join, /images
and /includes on the EasyCall
Gateway.

All other URLs will return a
403 Forbidden HTML page.
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B Create Filter Poli cy

Filker Mame™* |EastaIInutthstPol

(@) Request Action ’Forbidden

V] Hew... E”I Madify..

() Response Action |

»

~| [ vew... [Z) modif

~Expression

Expression

REQ.HTTP.HEADER Host NOTCOMTAINS easycall. citrixlabs. com

Match Any Expression W | Add... ﬂ

Mamed Expressions LGeneraI

v] [False value

v] @ Add Expression

Action Mame* |F0rbldden

Qualifier* [ErrorCode

Response Cods [403 Forbidden

Response Page <html =403 Forbidden </html=

@ <3

==

| Create ” Close ]

(@) Reguest Action IForbldden

- ﬂew... E"I Maodify... |

() Response Action |

~| [ new... (7] modif

~Expression

Expression

REQ.HTTP.URL MOTCONTAINS [join
REQ.HTTP.URL NOTCOMNTAINS [images
REQHTTP.URL MOTCONTAINS fincludes

Match &ll Expressions W | add... i‘l

owve 2D AND & OF + I+

Mamed Expressions [General

vl LFaIse value

v] @ Add Expression

Preview Expression

9 <2

| Create ” Close l
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