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Introduction

Citrix® NetScaler® optimizes the delivery of web applications— increasing security and improving
performance and Web server capacity. This approach ensures the best total cost of ownership (TCO),
security, availability, and performance for Web applications. The Citrix NetScaler solutionis acomprehensive
network system that combines high-speed load balancing and content switching with state-of-the-art
application acceleration, layer 4-7 traffic management, data compression, dynamic content caching,
SSL acceleration, network optimization, and robust application security into a single, tightly integrated
solution. Deployed in front of application servers, the system significantly reduces processing overhead
on application and database servers, reducing hardware and bandwidth costs.

Citrix Access Gateway™ is the only SSL VPN to securely deliver any application with policy-based
SmartAccess control. Users will have easy-to-use secure access to all of the enterprise applications
and data they need to be productive and IT can cost effectively extend access to applications while
maintaining security through SmartAccess application-level policies. With Access Gateway organizations
are empowered to cost effectively meet the anywhere access demands of all workers — enabling flexible
work options, easier outsourcing and non-employee access, and business continuity readiness — while
ensuring the highest-level of information security.

This deployment guide walks through the step-by-step configuration details of how to configure the Citrix
NetScaler for use as a SSL VPN gateway.



Solution Requirements

e SSL VPN for all applications

e Agentless connectivity, and Agent based connectivity

e Split-Tunneling without network conflicts

e User/Group Restrictions to specific VLANs and IP Addresses

Prerequisites

e Citrix NetScaler L4/7 Application Switch, running version 8.0+, (Quantity x 1 for single deployment,
Quantity x 2 for HA deployment).

e layer 2/3 switches, w/support for 802.1q Tagging & Trunking, (Quantity x 1)

e Client laptop/workstation running Internet Explorer 6.0+.



Network Diagram

The following is the Network that was used to develop this deployment guide, and is representative of a solution implemented at a customer site.

VLAN Legend Primary NetScaler Primary/Secondary NetScaler Secondary NetScaler
Shared IP Addresses: IP Addresses:
VIP: 67.97.253.92 NSIP: 10.217.104.52
SNIP: 169.145.91.239 SNIP: 10.217.104.54

SNIP: 169.145.92.239

VLAN 10:
Interface 1/2, Untagged
SNIP: 67.97.253.91

VLAN 91:
Interface 1/4, Tagged
MIP: 169.145.91.240

VLAN 92:
Interface 1/4, Tagged
MIP: 169.145.92.240

VLAN 4:
Interface 1/4, Untagged
Trunking ON

VLAN 1: (Mgmt)
Interface 0/1, Untagged
MIP: 10.217.104.50

Applications

Apps1.citrixlabs.com
169.145.91.0

Citrix
NetScaler®
https://vpn.citrixlabs.com

- VLAN 10

Int1/2

Vian VLAN 91

Int1/4
Int0/1 VLAN 92

Apps2.citrixlabs.com
169.145.92.0
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Serial: 9600, n, 8, 1

Default IP Address:
192.168.100.1

First time connectivity

Serial Connection

The NetScaler can be accessed by the serial port through any
terminal emulation program. Windows Hyperterm is commonly
used on a laptop or workstation. Connect a 9-pin Null Modem
cable from the computer to the NetScaler’s console port. In the
terminal emulation program configure the settings for 9600 baud,
No stop bits, 8 data bits, and 1 parity bit. The login prompt should
appear. The default login is nsroot, nsroot. It is advisable to change
the nsroot password once connected.

Once connected type in the CLI command ‘configns’ (‘nsconfig’ if
at the shell prompt). Select option 1 to change the NetScaler IP
Address and Network Mask. Exit, save and reboot.

Ethernet Connection

The NetScaler can also be accessed by the default IP Address
of 192.168.100.1, either through an http, https, telnet or ssh
connection. Once connected, the login prompt should appear.
The default login is nsroot, nsroot. [t is advisable to change the
nsroot password once connected.

Type in the CLI command ‘configns’ (‘nsconfig’ if at the shell
prompt). Select option 1 to change the NetScaler IP Address and
Network Mask. Exit, save and reboot.

Note: Changing the NetScaler IP Address always requires a
reboot.



Connect to the NetScaler
via the NSIP using a web
browser.

In this example:
NS1: http://10.217.104.51
NS2: http://10.217.104.52

Note: Java will be installed.

Default login is: nsroot,
nsroot.

NetScaler Configuration

Deployment Model: Netscaler High Availability, Two-Arm Mode, SSL VPN

The NetScaler SSL VPNs in this example will be deployed as a high availability pair, in two-arm mode.
Always start with the first NetScaler. The NetScalers in Two-Arm mode provide the utmost is site
security, as they provide a full reverse-proxy gateway to intercept incoming traffic before it is sent to the
Applications on the backend. Once the initial NetScaler IP Address (NSIP) has been configured, you can
connect to both the Primary and Secondary NetScalers via a http or https web browser connection.

) Citrix Login - Mozilla Firefox [B(=1E5]

Ele Edt dlew Hsory Bookmarls ook Help

e« - G [0 nuino.zrz. 108,100 [+[) [G-[coeae [S)
P Getting Started G Latest Headines
Google QJsowch - 4 Q sotns-

Ethernet




In a High Availability deployment, one Application Switch actively accepts connections and manages
servers, while the second monitors the first. If the first Application Switch quits accepting connections for
any reason, the second Application Switch takes over and begins actively accepting connections. This
prevents downtime and ensures that the services provided by the Application Switch will remain available
even if one Application Switch ceases to function.

Important Considerations for NetScaler High Availability

IP Address* 10 . 217 . 104 . 52| |
Independent Hetwork Configuration—

| mHodes in an HA pairwould have
its owen network configuration.

| Geate | | cose | [ teb |

Note:

2. While connected to the

Primary NetScaler, add the
Secondary node.

In  the NetScaler GUI,
navigate to: NetScaler -
System = High Availability
- Add.

Enter the Node ID and IP
address for the Secondary
HA peer.

In this example:
‘2’,and 10.217.104.52.



4a. Connect to the Secondary
NetScaler and tell it to take
the Secondary role.

Navigate to NetScaler =
System = High Availability =
Open = “Stay Secondary”.

4b. Connect to the Secondary
NetScaler and add the
Primary node.

Enter the Node ID and IP
address for the Primary HA

peer.

In this example:
‘1’,and 10.217.104.1.

10

Configure Node 3

x|

Io* | o

IP Adddress* 10 217 14

-High &vailability Status
() EMABLED {Actively participate in HA)
() 5TAY PRIMARY

(%) 5TAY SECOMDARY (Remain in Listen mode)

() DISABLED (Do not participate in Hia)

-HA Synchronization

V] Secondary node will fetch the
configuration from the Primany.

-HA Propagation

V] Primary node will propagate
configuration to the Secondary.

-Intervals

Hello Interval {msecs) |2IIIIZI

Dead Interval (secs) | 3

I o4 I[ Close I[ Help

I

x|

‘[}g

1% | 1 |

IP Address* |lEI - 21F . Ik . 5T |

rlndependem Hetwork Configuration

i [ MHodes in an HA pairwould have
i its own network canfiguration.

I Create I[ Close ][ Help ]




must be configured to
| Actively participate in HA.

I0* |EI

In the NetScaler GUI on
the Primary: Navigate to
High Availability Status NetScaler = System = High
Availability = ID O = Open.

IP Address* I;I . 217 . 104 . 5l

F

|

I (#) ENABLED {Actively participate in HA)
‘ () STAY PRIMARY Select HA Status ‘Enabled’.
i () 5TAY SECOMDARY (Remain in Listen mode) |

[ Enable HA Synchronization.
i () DISABLED (Do not participate in HA)

Enable HA Propagation.
~HA Synchronization

Click ‘Ok’.

V] Secondary node will fetch the

canfiguration fram the Primary. I Repeat for Secondary.

~HA Propagation |

configuration to the Secondary.

rintervals 10 |'3' |
Hello Interval {msecs) |2EIEI [ IP address* !;: . 217 . 104 . 52
| Dead Interval (secs) |3 |-High Availability Status

(%) EMABLED {Actively participate in HA)|

() STAY PRIMARY
I (0] 4 I [ Close ] H
() STAY SECOMDARY {Femain in Listen mode)

() DISABLED (Do not participate in HA)

~HA Synchronization

o Secondary node will fetch the
configuration from the Primary.

rHA Propagation

V] Primary node will propagate
configuration to the Secondary.

rintervals

Hello Interval (msecs) |2EIIZI |

Dead Interval (secs) | 3 |

IQKI[G_DSE][HE“]]

11




5. A successful HA High Availability Command Synchronization
Synchronization can be
viewed from the High
Availability screen on either
the Primary or Secondary
node’s GUI.

From the same screen you
can ‘Force Synchronization’
or ‘Force Failover’.

Modes ', Route Monitars ', Failover Interface Set
D |IP Address Host Name: Master State Mode: State NC Synchronization

2 10.217.104.52 Secondary @ up Disabled SUCCESS

ID:0 IP Address: 10.217.10451 Node State: UP  Master State: Primnary  INC State: Disabled
Synchronization State: ENABLED  HA Propagation: ENAELED  Enabled Interfaces: 1/3 1/4 1/1 /7 1/8 1/9
1/6 0f1 Disabled Interfaces: 1/2  SSL Card status: UP HA Monitor on Interfaces: 01 Interfaces on

L&J v [ pstsn.. || o syndvanzaton | | pmeeralver.. | [ Statistics

TIP: Disabling the blinking LCD Panel

Add a Default Route

6. Add a default route. S Optional:
i
NetScaler = Network - i mmm- Because we have a Subnet
Route = Add | e :[ IP Address (SNIP) on the
N s o Public Interface 1/2, this
In this example, | R isn’t really necessary.
Network 0.0.0.0, FSENAHLE O DIsHELE
Netmask 0.0.0.0,

Gateway 67.97.253.1. ClossF [RP [IB&

oy JRE R

12




Important NetScaler IP Addresses

Acronym  Description

Usage

Note: NSIP is Mandatory and requires a reboot.

NSIP NetScaler IP Address
MIP Mapped IP Address
SNIP Subnet IP Address
VIP Virtual IP Address
DFG Default Gateway

The NetScaler IP (NSIP) is the management IP address for the
appliance, and is used for all management related access to the
appliance. There can only be one NSIP.

The mapped IP address (MIP) is used by the Application Switch
to represent the client when communicating with the backend
managed server. Mapped IP addresses (MIP) are used for server-
side connections and Reverse NAT. Think of this as the client’s
source address on the server-side of the Application Switch,
assuming a two-arm proxy deployment. In this example you can
think of it as the Tagged VLAN IP.

The Subnet IP address (SNIP) allows the user to access an
Application Switch from an external host that is residing on another
subnet. When a subnet IP address is added, a corresponding
route entry is made in the route table. Only one such entry is
made per subnet. The route entry corresponds to the first IP
address added in the subnet.

The Virtual Server IP address (VIP) is used by the Application
Switch to represent the public facing ip address of the managed
services. ARP and ICMP attributes on this IP address allow
users to host the same vserver on multiple Application Switches
residing on the same broadcast domain.

IP Address of the router that forwards traffic outside of the subnet
where the appliance is installed.

Add the remaining IP Addresses

IP Addresses that are added after HA Synchronization is complete, will be replicated on both Primary

and Secondary NetScalers.

-

= L= NetScaler 10.217.104.51 ||
Bl & System

IP Address Skate Type Mode

SETTINGS Sﬁﬁ REFRESH ALL HELE

QU Bnd @ Refresh @)

[ Command Policies
[ Authentication
3 Auditing
3 shmp
= (& Network
D IPs
[ Interfaces
7] channels

[} Licerses [arp [1crp | virtual Server

D Settings 10.217.104.51 ‘j EMABLED MetScaler IP Active EMABLED EMNABLED T

0 Diagnostics 10.217.104.54 @ ENABLED Subnet 1P Active EMABLED ENABLED pye

D Figh dwailability 169.145.91.239 ‘j EMABLED Subnet IP Active EMABLED EMNABLED T

e 169,145,92.239 @ ENABLED Subnet 1P Active EMABLED EMABLED pye
169.145.92.240 ‘j EMABLED Mapped IP Active EMABLED EMNABLED M-

% Emups 169,145.,91.240 (@ ENABLED Mapped IP Ackive ENABLED ENABLED -

lsers

[ wLans
[ acs Details
[ ARP Table
[ Bridge Table
7] wmac

[ reC

3 Raouting

Mo itern selected.

(3 DHS = Add...

-

3 statistics

Current running configuration is saved successfully,

‘ﬂ nsrook Eltems i Ready

13

Add the
Addresses.

remaining 1P

NetScaler = Network = IPs
- Add.

Make sure you take this
opportunity to “Save” the
configuraiton on both the
Primary and Secondary
NetScalers.

13



IP Addresses, Interfaces and VLANS

8. Create VLANs and Assign .
Mapped IP Addresses to Al ] || el ‘
them_ Activake Al Deactivate A1 Add h Activate A Deactivote All Add
B isemse e =
Ne‘tScaler - Network - [ 591280 255.255.255.0 [ 16914531240 55,255, 55.0
VLANs = Add. e
3
oj1
Note: For this example: We create 2 i
VLANSs 4, 10, 91, 92. Only Warming ot o cuse v dert 052
VLANs 91 and 92 are “‘“"““”mm“"’"‘“"“g"‘m—i
[aeae J [«
tagged.
|1 Activate Al Deactivate Al Add ” Activate All Deactivate Al Add
active | 1P Address. Netmask |  [acive [P address [etmask. |
Interface  0/1 is our e =— \ e ===
. . O tsussezn 255 55 2550 v seusea0  ssssas0 |
management interface, in g e — O s o
VLAN 1. R ——
e e Tcged e e IEged
8k B B ik 8
Interface 1/2 is our public i 5 o B
|nterfaCe, in VLAN 10. Warning: *Assaciating interfaces" may cause this cient talose Warning: "ASSOcatiNg Interfaces” may cause thi clent to ose.
. (b | e |
Interface 1/4 is the server
side interface, and will be R _
used as our 802.1g VLAN sETTInGs ; | REFRESH ALl EHELEj
Trunk. A Fnd @ Refresh @)
= [ Metwork o] Member Intetfaces Tagged
0 s 1 143 11 17 18 15 1/6 0/1 LOfL Hane
The corresponding port [} Interfaces L 1I2_Nm_
. . h |
on the Layer 2 switch will BC o= a1 s I
. 92 1/4 114
be configured for 802.1q 0 aas
i 7] ARP Table
Trunking. [ Bridge Tablz
[ wmac
[ rrC
NetScaler = Network - £3 Rauting
. DNS
VLANS, to view VLAN and = 0 s
Interface assignments on EEe
K . . ® 3 Compression
the Application switch. ® (3 Integrated Caching
[ [ Protection Features
® (3 Load Balancing
[ [ Conkent Swikching
[ (3 Cache Redirection
= 31 G5B
[ [0 Rewrite
® 3 S5LYPH
i fopicotion el T (3 statistirs

14



Configuring the Virtual MAC

The Virtual MAC address (VMAC) is a floating entity shared by the primary and secondary nodes in an
HA setup.

In an HA setup, the primary node owns all of the floating IP addresses such as MIP, SNIP, VIP, etc. It
responds to ARP requests for these IP addresses with its own MAC address. As a result, the ARP table
of an external device (for example, upstream router) is updated with the floating IP address and the
primary node’s MAC address.

When a failover occurs, the secondary node takes over as the new primary node. It then uses Gratuitous
ARP to advertise the floating IP addresses that it acquired from the primary. The MAC address that the
new primary advertises is that of its own interface.

Some devices do not accept Gratuitous ARP messages. You can overcome this problem by configuring
a VMAC on both nodes of an HA pair. This implies that both the nodes possess identical MAC addresses.
As a result, when failover occurs, the MAC address of the secondary node remains unchanged and ARP
tables on the external devices do not need to be updated.

To create a VMAC, you need to create a VRID and bind it to an interface. In an HA setup, you need
to bind it to the interfaces on both the primary and secondary nodes. When the VRID is bound to an
interface, the system generates a VMAC with the VRID as the last octet. The generic VMAC is of the
form 00:00:5€:00:01:<VRID>.

: SETTINGS i SAVE . REFRESH ALL : HELE

E L= MetSealer 10.217.104.5)
El & System
D Licenses
D Settings
7] Diagnostics
D High Aswailahility
D Expressions
[ @roups
D Lsers
[ Command Palici
[ Authentication
3 Auditing
3 shMp
B (& Network
[ 1ps
[ Interfaces
[ channels

: ‘ A Find &2 Refresh @)
IR cddvMac . | Y

Virtual Router D% |60 |

-Associate Interfaces

Available Interfaces Configured Interfaces
11 of1

[ wLaNs
[ acs il a
[ aRP Table
[ Bridge Table Na iter
[ wmac
e (o] (e d [0l

e = |: B e T }5

Ia nstook ﬁItem 5 Ready

9. Assign a VMAC.

Navigate to NetScaler =
Network = VMAC = Add.

Adda Virtual RouterIDtothe
Interface that HA Monitoring

is enabled on.

15



Note:

10.

The Application  Switch
supports a certificate key
size of up to 2048 bits (RSA/
DSA).

Al generated keys and
certificates are created
underdirectory/nsconfig/ssl
on the Application Switch.

To get to this directory,
login, and type the ‘shell
CLI command.

Tolaunchthe SSL Certificate
Wizard, from the GUI,
navigate to NetScaler =
SSL.

Click on the <Certificate
Wizard>.

16

SSL Keys & Certificates

Obtaining Keys and Certificates

Using any of the SSL features on the NetScaler requires that you obtain a certificate and private key for
the NetScaler. An SSL certificate is a digital data form (X509) that identifies a particular company (domain)
or an individual. An SSL key is the private component of the public-private key pair used in asymmetric
key encryption (public key encryption).

Note: The Application Switch supports a certificate key size of up to 2,048 bits (RSA/DSA).
There are three ways to obtain keys and certificates for use with the Application Switch.

1) Create a self-signed certificate using the SSL certificate wizard.

2) Use an existing one, either root or intermediary, from an existing web server.

3) Obtain one from a public CA-Certificate Authority, such as Verisign.

In this guide we will use the Application Switch to generate a self-signed certificate. Refer to the Installation
and Configuration Guide, NS_ICG_V1.pdf, for instructions on how to use an existing certificate or obtain
one from a CA. NS_ICG_V2.pdf provides more detail surrounding SSL VPN configuration and should
be used as another reference.

Using the SSL Certificate Wizard

Tip:
If you are in a rush to complete a proof of concept or a test environment, skip this section and use the
Certificate creation tool inside of the SSL VPN Wizard in the next section, it is much easier.

= -

SETTINGS SAME REFRESH ALL HELR

= L= NetScaler 10.217,104.51
23 System
3 Metwork
(3 DS
B =5
[ Certificates
7] Cipher Groups

55L Certificates Overview

For a quick start, use < Certificate wizagd ®  and walk through a basic 551 certificate configuration. Once you
have completed your configuration through wizard, the remaining nodes in the navigation panel{on the left) can

be used to further customize your configuration,

O Certificates
[ Policies
) A Tools Select this node ko create, configure and manage 551 certificates and their various settings.

(3 55L Offload

3 Compression

23 Integrated Caching
(23 Protection Features
3 Load Balancing

23 Content Swikching

(23 Cache Redirection

3 &5LB

3 Rewrite

(3 551 wPN

O3 Application Firewall

Cipher Groups

Select this node to create or configure Cipher Groups.
CRL

Select this node to create or configure CRL.
Policies

Select this node ta create SSL Policies)Actions.

CA Tools

Select this node for certificate management.

3 statistics




A 11, Once past the introduction

Create Key
Make s% that wou provide limited access to the private key. This key is required to install the valid certificate issued by the Ca on c'ilrllx- screen, enter the name for
the syst&m, The certificate that you receive is valid only with the key that was used to generate the CSR, . the file to store the ssl keys
in.
2 Introduction
Choose private key bype [RS.C\ ']
@ Common key strength
= Create CSR values: 512, 1024, 2048.
Key Filename* |citrixlabs.key | [ Browse, .. ]
3 Create Certificate ) -
Key Size (Bits)* | 1024] |
2 [nstall Certificate
Public Exponent Yalue (3] F4 3
= Summary Key Format (3) FEM () DER
PEM Encoding Algarithm () DES () DES3

PEM Passphrase

Werify Passphrase

< Back ]I Next = I’ Close ]’ Help ]

Cetificat BN 3 2l 12, Enterafilename to store the
C?e?;iggnew Certificate Signing R E{CSR). Th ted CSR b k ko a Certificate-Authority {CA) bo obtai 1 - reqUeSt.
o gnlng EqLIES. . & Jenerate can be sent to & Cerbncale-autnoricy 0 obhLan an mlx
%509 certificate For the user domain (web sike). ]
Select the PEM format for
2 Introduction CA. Enter a passphrase.
2 Create Key Request File Mame* |citrixlabs.req | [ Browse. .. l [ Vigw, .. ]
@ Key File Name™ |citrixlabs.key | [ Browse. .. ] Enter the X509 fields.
@ Create Certificate Key Formak () PEM (") DER
@ [Install Certificate PEM Passphrase {For Encrypted Key) [ssssessssssss |
@ Summary Distinguished Name Fields
Cammon Marme |www.ns.com | StatefProvince Mame™ |C.¢\ |
City |Santa Clara | Email Address |admin@citrixlabs.com |
| Organization Mame™ |Citri>c | Organizakion Linit |Marketing| |
| Counlry Mame* | UNITED STATES ~|
~Attribute Fields
| Challenge Password | Comparry Mame | | |
’ < Back ] I Next = I ’ Close ] ’ Help ]

17



13.

Enter the filename for the
SSL Certificate.  You will
need to find this one later.

Make sure you select Root
CA certificate, as this is a
self-signed root certificate.

Enter a passphrase.

Enter a time period this
certificate is valid for. 3650
is equivalent to 10 years.
More stringent security rules
would dictate shorter time
periods.

18

TIP:

Certificate Wizard

Create Certificate

Create Certificate

| Generate a signed X509 Certificate. m

Certificate File Marne™ |citrixlabs.cer | [W
Certificate Format (@ PEM  ()DER

Certificate Type (3) Roat-CA () Intermediate-CA () Client () Server

Certificate Request File Mame™ | citrizlabs.req | LM
Key File Mame™* |citrixlabs.key | M

Key Farmat (3)PEM () DER
PEM Passphrase (For Encrypted Key) |
Walidlity Periad (Murber of Days) 3650 |
CA Certificate File Name* | |

[ Browse... ]

CA Certificate File Format (®)PEM () DER
Ca Key File Mame* | |[ Browse... ]

CA Key File Format (®)PEM () DER
PEM Passphrase (For Encrypted CA Key) | |
Ca Serial Mumber File* I |’ Browse... ]

ot btz (oComd cod




Certificate Wizard = 14. Enterakay pairfilenameand
Install Certificate X passphrase.

Add a certificate-key pair object. m

Then select Finish.

Certﬁcate—lll(ey Pair Mame* ] citrixlabs-cert-key. pair

-Details
Certificate and key files are stored in the Folder /nsconfig/sslf on Remate System,
File Location () Local System () Remate System

Install Certificate

-Certﬁcd:eﬁawe‘lcitrixlabs.cer |LMI Insert... '
ICe.'yHerﬂne |citrixlabs.kﬁy |WE Insert... '

Passward

Farmat (3)PEM () DER

Expiry Maritor () Enable (3) Disable
e i

it [soi2ed g Lishd

TIP:

19



SSL VPN Configuration

SSL VPN Wizard

First the SSL VPN feature This section walks through the steps to configure a basic SSL VPN using the SSL VPN Wizard. The basic
configuration steps are: Enable the SSL VPN feature, Create an SSL VPN virtual server, Configure name
resolution for VPN clients, and Configure the VPN'’s SSL certificate(s).

needs to be enabled.

From the GUI, navigate to

NetScaler = System Configure BasicFeatwres T
Settings = Basic Features.
Cllick on <basic features> SS5L Offloading : ||
and check the SSL VPN Eumpressin:/ |
bOX. Load Balancing: [ |
Content Switching: ||
Content Filtering: [ |
Integrated Caching: [ |
Rewrite: [ |
SSLYPN @ [v]
Application Firewall : ||
IQK I[ Close ][ Help ]

The SSL VPN Wizard : SETTINGS : SAVE : REFRESH ALL : HELP. ]
simplifies the process of £3 System '
i 3 Metwork
creating the SSL VPN e
i u | . For a quick skart, use <€ wiZ3R0 3 and walk through a basic configuration. Once you have complete:
nf ration £3 550 3 SSL WPH d walk through a by fi h leted
23 55L Offload your configuration of the 551 YPN through wizard, the remaining nodes in the navigation panel{on the left) can

be used to further customize your configuration.

S5L ¥PN Dverview

23 Compression
(3 Integrated Caching S5L ¥PN Policy Manager
(23 Protection Features
23 Load Balancing

23 Content Switching Active User Sessions
(23 Cache Redirection
3 G5LE

23 Rewrite Global
(= 55L WPH

From the GUI, navigate to
NetScaler = SSL VPN.

<551 WPM policy manager 3 leks you configure the fine grained palicies ko manage the 551 YPM.

View/terminate the <€ active user sessions

In the right-hand frame,
select <SSL VPN Wizard>.

IHEEEEEEEEEEEH

Select: this node to configure general settings that will be applied across the entire 5L YPN configuration.

[ clabal
[ virtual Servers ¥irtual Servers
Groups
% i 2 Select this node to create, configure and manage S5L WPN Yirkual Servers and their various settings.
sers
3 Palicies Groups

& .RESDLII’CES Select this node to configure local groups andjor assign various policies to groups extracted from external
3 Application Firewal authentication servers.

Users

Select this node to creste snd manage locally authenticated users aor ko assign various policies bo externall

[0 statistics
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i SSLYPN Wizard |

| Create Virtual Server

In this step you will need to assign IP address, port and name ko your new S50 WPR Yirtual Server,

Create Virtual Server

1P address* 67 . 97

- 253 . 92 |

Part [443

Wirtual Server Mame™® |V|:|n.citrixlahs.mm |

[ <gack | [ mext> | [ cose || mep |

 SSLYPN Wizard x|

 Specify SSL Certificate
The 35L certificate is used to secure traffic to and From the system. Choose the certificate For your S50 YPR From the list of installed certificates ci-mlx-
below. If there are no certificates installed, you may choose one of the bwo options given on the screen below, .

Specify SSL Certificate

hich 551 Certificake would you like to use 7

IF you wantk to create and install a test certificate...

|ciridabs key par ]

IF you wank to upload andfor install an existing certificate...

[ <gock | [(Hext> ] [ cose | [ teb |

17.

18.

After the  Introduction,
create the Virtual Server for
the SSL VPN by entering
the Public IP Address that
users will access the SSL
VPN by. Also enter the port
and FQDN.

Specify the SSL Certificate.
Click on the first drop down
menu on the right-hand
frame, and select the name
of the certificate created
earlier in the exercise.

If you skipped the certificate
creation in the previous
section, you can create one
quickly for testing by clicking
on the second button.
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19.

20.

Note:

Add the Domain Name
Server and select DNS.

Enter a local username
and password for
authentication.

Later on, you can configure
othertypes ofauthentication
using external resources,
such as LDAP, RADIUS,
Client Certificate, Active
Directory and TACACS.

Review and select Finish.

If the Virtual Server does
not come up, make sure
the licenses match on the
Primary and Secondary
devices.

22

i SSLYPN wizard x|

 Specify DNS and WINS
In this step, wou will need to enter information about the Mame Server and WINS Server, System uses this information for name resolution. To ci-mlx-
arcess resources sek up on WIMS, you must specify the WINS Server. []

Canfigured Name Servers |66.165.176.28 ~| [ add.. |
WINS Server [P Address | . : : |

* Specify DNS and WINS MameLookup Priority  (WINS  (a) DhS|
DMS Retries* 5 |

i SSLYPN wizard x|

| Configure Authentication
The Wizard needs to know what type of authentication you plan to use. If local authentication is selected you will be asked ko create a user. To Ci'I'IIX'
setup additional users click on the “Users" node under "S5L ¥PI" in the navigation panel after vou hawe Finished with this wizard, 3

Please specify an authentication bype

User Mame* |V|:|I'Il |

Password

Configure Authentication




Accessing the SSL VPN

Importing SSL Certificates

If you followed the tip in the previous section on the use of Common Name and Organization Name,
then there is one more step to enable your clients. Download the SSL Certificate from the Primary
or Secondary Applicaiton Switch and Import the certificate into the web browser as a ‘Trusted Root
Certificate Authority”.

Internet Explorer: Navigate to Tools ™= Internet Options = Content. Certificates = Trusted Root
Certificate Authorities = Import.

Firefox: Navigate to Tools = Options = View Certificates. Select the Authorities Tab = Import.

Testing the SSL VPN

To access the SSL VPN, you need to launch a browser and point it to the Virtual Server IP Address (VIP)
created in the previous section. This is the public facing IP Address. For example, in the lab used in this
guide, https://67.97.253.92 ~or~ https://vpn.citrixlabs.com.

At the logon screen, enter the username and password of the user account you created earlier. If the
user authenticates correctly, you will see the window shown on the next page.

Note:
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21.

Enter the username and
password created earlier.

When authentication s
successful, the following
screen appears.

You have the option of

downloading the SSL VPN
Agent.

24

itrix Access Gateway - Enterprise Edition - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools  Help

CiTR!X" Access Gateway

) Citrix Access Gateway Enterprise Edition - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

CiTR|X" Access Gateway

The Access Gateway Enterprise Edition agent is not active. If it is installed,
please start it using the Windows Start menu. To install and automatically start
the agent, please click here,

When forward proxy is configured, please add "localhost” into the browser bypass
list.

For online support or a list of support phone numbers, go to www. dtrix, com




Things you need to know

There are two ways to access the SSL VPN

Split Tunneling

Home Page

25
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SSL VPN Polices

Evaluated in the following order, these policies give you control over clients as they access the resources
within the Intranet. If none of the policies match those bound to users or groups, then global policies will
be evaluated and applied.

Authentication policy

Authorization policy

Traffic policy

Intranet Applications policy

Intranet IPs policy



Step-by-Step SSL VPN policy creation

a SSL ¥PN Policy Manager

System Global
VPN Global

BAA Global
5 virtual Servers

a Users

Cprﬁglndpniﬁufm :

Available Policies / Resources

------ “® Pre-authentication Policies
------ 5-‘;; Authentication Policies
[]—--@ Autharization Palicies

...... ) Auditing Policies

[--®@ Session Policies

------ ' Traffic Policies

[]—---49 TCP Compression Palicies
...... 7.7 Bookmarks

[]----Q Intranet Applications

----- @ Mexk Hop Servers

[ ]keep mulkiple tree nodes expanded|

Configured Policies / Resources

Create Group x|

Group Mame* |sslvpn

Users \".

Available Users

To bind a User to Group, select a User on the left, click ‘Add', To create a new Lser

click on New' button,

b adl =

| = Remove

Configured Users |
wpnl

I Create I[ Close ]’ Help l

22. The first thing to do is
launch the SSL VPN Policy
Manager.

From the GUI, navigate to
NetScaler = SSL VPN. In
the right-side frame, second
from the top, click on <SSL
VPN Manager>

Up pops the SSL VPN
Manager GUI.

23. Create a new group to
assign our policies to.

In this example, we create a
group called ‘sslvpn’.

We add our vpn user ‘vpni’
to this group.
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24.

25.

28

The first Authorization policy
we create is to allow anyone
to come into the VPN.

So our first Auth policy
is REQ.IP.SOURCEIP
0.0.0.0 -netmask 0.0.0.0.

The second Authorization
policy we create is to only
allowuserswhoaredestined
for the 91 Subnet which is
also VLAN 91.

So our second Auth policy
is  REQ.IP.DESTIP
169.145.91.0 -netmask
255.255.255.0.

Configure Authorization Policy

Marme® | ot al b | Action | ALLOW

-Expression

Expression

Match Any Expression W ‘ I sﬂdd... . Modifu... . Remoue

® @ or (+ )+ Q-

Add Expression _ iy

zpression Type IGeneraI v=

Flow Type Protocol  Qualifier Operator

Yalue*

REQ +| [P~ [sOURCEIP

=] [=

~| [0.0.0.0 |

Mekmask |0.0.0.0

Configure Authorization Policy ﬂ
Marne* | Aukho1 | Action | ALLOW -|
~Expression

Expression

REG.IP.DESTIP == 1£9.145.91.0 -netmask 255.255,255.0

Match Any Expression W | Qﬁdd... . Modify.., . Remove

® @ or (+ 0+ (- -

Mamed Expressions lGeneraI v] [ns_all_apps_nocmp

'-J ) Add Expression

: ; DESTPORT == 0-65535
Preview Expression

[ox ]| cose || Hep |
M




Create Session Policy e ll

Name* | SessianPala1]

Request Profile [Sessionnctgl

~| @ new... @ Modify... |

rExpression

Expression

s _tre

Match Any Expression W | Dﬂdd... . Modify... . Remove

®:o@orR (+ 1+ (- - ||

Mamed Expressions [General V] [ns_all_apps_nocmp

VJ 0 Add Expression

: = DESTPORT == 0-65535
Preview Expression

I Create I[ Close ][ Help I

Create Session Profile - _

S|

Mame* |Sessi0n.¢\ct91

~Network Configuration

Unchecked Crerride Global check box indicates that the value is inherited from Global YPM Parameters.

DMS Virtual Server

WINS Server IP

Cwertide Global

~| O

L] Advanced

~Client Experience

Haome Page

Windows Clienk Type

Split Tunnel

[] kill Existing Connections
Session Timeout (mins)
Client Idle Timeout {mins)
[] single Sign-on

|E| Transparent Inkerception
[] lient Cleanup Prompt

[] windows Auta Logon

|I'|EII'|E‘.'

| [] bisplay Home Page

| AGENT

3

|on

3

10

E

EOODE RO E DD

Advanced

~Security Settings

Default Authorization Action

|ALLOW

N
<]

Advanced

~Secure Gateway Setting
ICA Procy

‘W1 Home Page

Smarthccess MNT Domain

|oFF

v]
O
L]

I Create I[ Close ]l Help ]

26.

27.

The next step is to Create a
New Session Policy.

Add an expression to match
‘ns_true’ so the policy
evaluates to true.

And the Session Action
which dictates all of the end
user ‘Client’ behavior.

Here we are configuring
Windows clients to use
the Agent client with Split
Tunneling, a sessiontimeout
and transparent inspection.

We selected Advanced
settings and configured
the VPN to automatically
cleanup the clients files
when they logout of the
VPN.
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28. Create an Intranet policy
to allow users access to
Subnet 91 (Vlan 91).

29. Finally bind an IP Subnet
range for users to be
assigned IP  Addresses
from. This can only done
directly to the resources in
the left-side frame of the
SSL VPN Policy Manager.

Open up the ‘sslvpn’ group

created  earlier, under
‘Intranet IPs’, bind new
intranet ip.

Think of this as a built-in
DHCP server that assigns
IP Addresses.

30

Add Intranet Application §:

x|

Mame* | Intranet-Subnet-91]

~Options

Interception Mode [TRANSPF\.RENT

Protocol [F\N‘f‘

~Destination
—{®) Specify an IP Address and Netmask

IP Address 169 . 145 . 91 . 0

| Metmask, |255 . 255 . 255...0 |

—{) Specify an IP Address range

IP Start |

| IP End

—{") Specify a Host Name

Host Mame: | |

—{") Specify Client Application Mames

| |[ add

Spoof IP

Remove |

Liww Piork | 1

rpecify a Port Range

High Port | 65535 |

I Create I [ Close J l Help J

Bind Intranet IP =

IP Address* 169 . 145 . 91 . 0 |

Netmask* P55 . 255 . 255 . 224 |

I Create I [ Close J’ Help J




2 s5L

¥PM Policy Manager

b
[
[
[E

Configured Policies / Resources

- @ System Global
2] ¥R Global
- [2] AdA Global
- B virtual Servers

=88 Groups

-8 sshpn
E| @ Authaorization Policies
L) authet
) Auditing Palicies
Session Policies
=3 SessionPolal
Traffic Policies ]
-f Bookmarks
Intranet Applications
E Q Intranet-Subnet-91
B Intranet IPs
it 169,145,91.0{255.255.255.224

[

]a Users

Available Policies / Resources

----- ® Pre-authentication Policies
----- &, Authentication Policies
2] Q Authorization Policies
----- D Auditing Policies
B3 Session Polidies
e
™3 SessPaolicy91
; =3 SessPolicydz
B users
----- a Traffic Policies
X TCP Campression Policies
‘¢ Bookmarks
]Q Intranet Applications

&ﬁ_ MNext Hop Servers

Keep multiple tree nodes expanded

Related Tasks a

D Create new session policy
E‘I Modify session policy
Show bindings

EJ Remove session policy

Details S
=3 SessionPol91

Request Profile: Sessionact]
Rule: ns_true

Configuration

General  Profle ]Trace ] Eompression]

Server

Split Tunneling
OM

DMSAWINS Lookup:

Intranet IP address:
163145911

Local interface |P address:
10.216.138.64

Server Build
8.0.45.

https: £ vpn.citriklabs. comd

Configured intranet network, list.
ip[169.145.91.0:169.145.91.265] port[1:65535] gateway(E7.97.253.92:443 UF]

Refresh Profile |

Both remaote and local networks

Change Prafie |

X

o]

Cancel

Home

File: Transfar
Configuration

Show Connection Log
Display Current Message

Help
About;
Logouk

Exit

e

30.

31.

Finally, bind all of these
policies together to the
‘sslvpn’  group, so that
when the user ‘vpn1’ logs
in, they are bound to those
policies.

Dothisbyclick-holdanddrag
from the Available Policies
frame in the center of the
SSL VPN Policy Manager,
to the Configured Policies
in the left-side frame, under
groups, ‘sslvpn’.

Test the connection from a
client machine.

After logging into the SSL
VPN, do a right-click on the
ActiveX client in the system
trap, and select Configure.

Here you can view the
configuration details for the
client to see if the policies
were correctly pushed down
to the client.

From the same client, right-

click to logout of the SSL
VPN.
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Appendix A - NetScaler Application Switch
Configuration

Primary NetScaler

#NS8.0 Build 49.2

# Last modified by “save config, Sun Dec 23 23:21:57 2007

set ns config -IPAddress 10.217.104.51 -netmask 255.255.255.0

enable ns feature CMP SSLVPN SSL

set lacp -sysPriority 32768

set system user nsroot 1b8c0fd3800004c04ecd8f170ec96e3d2c597e739e223fced -encrypted

set interface 0/1 -speed AUTO -duplex AUTO -autoneg ENABLED -haMonitor ON -trunk OFF -lacpMode DISABLED -throughput O

set interface 1/1 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacoMode DISABLED -
throughput O

set interface 1/2 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

set interface 1/3 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacoMode DISABLED -
throughput O

set interface 1/4 -speed 1000 -duplex FULL -flowControl RX -autoneg DISABLED -haMonitor OFF -trunk ON -lacpMode DISABLED -
throughput O

set interface 1/5 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacoMode DISABLED -
throughput O

set interface 1/6 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

set interface 1/7 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacoMode DISABLED -
throughput O

set interface 1/8 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

add HA node 2 10.217.104.52
add nsip 10.217.104.54 255.255.255.0 -vServer DISABLED -gui SECUREONLY -mgmtAccess ENABLED

add ns ip 169.145.91.239 255.255.255.0 -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED -snmp
DISABLED

add ns ip 169.145.92.239 255.255.255.0 -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED -snmp
DISABLED

add ns ip 169.145.92.240 255.255.255.0 -type MIP -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED
-snmp DISABLED
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add ns ip 169.145.91.240 255.255.255.0 -type MIP -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED
-snmp DISABLED

add nsip 10.217.104.50 255.255.255.0 -type MIP -vServer DISABLED -gui SECUREONLY -mgmtAccess ENABLED

add ns ip 67.97.253.91 255.255.255.0 -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED -snmp
DISABLED

add vlan 4

add vlan 10

add vlan 91

add vian 92

bind vlan 4 -ifnum 1/4

bind vlan 10 -ifnum 1/2

bind vlan 10 -IPAddress 67.97.253.91 255.255.255.0
bind vlan 91 -ifnum 1/4 -tagged

bind vian 91 -IPAddress 169.145.91.239 255.255.255.0
bind vlan 92 -ifnum 1/4 -tagged

bind vlan 92 -IPAddress 169.145.92.240 255.255.255.0
add vrID 60

bind vrID 60 -ifnum 0/1

set locationParameter -context geographic -gilabel Continent -g2label Country -g3label Region -g4label City -g5label ISP -g6label
Organization

add policy expression users “SOURCEIP == 0.0.0.0 -netmask 0.0.0.0”
add aaa user vpn1 -password c83f1el11 -encrypted
add aaa group sslvpn

add vpn intranetApplication Intranet-Subnet-91 ANY 169.145.91.0 -netmask 255.255.255.0 -destPort 1-65535 -interception
TRANSPARENT

add authorization policy Auth91 “REQ.IP.DESTIP == 169.145.91.0 -netmask 255.255.255.0” ALLOW
add authorization policy AuthAllinbound “REQ.IP.SOURCEIP == 0.0.0.0 -netmask 0.0.0.0” ALLOW
add vpn vserver vpn.citrixlabs.com SSL 67.97.253.92 443 -maxAAAUsers 5 -downStateFlush DISABLED

set ns rpcNode 10.217.104.51 -password 8a7b474124957776a0cd310b862cbedd72b5¢chbd59868a136d4bdeb56¢f030b28 -encrypted -srclP
10.217.104.51

set ns rpcNode 10.217.104.52 -password 8a7b474124957776a0cd31b862cbedd72b5chbd59868a136d4bdeb56¢f03b28 -encrypted -srclP
10.217.104.51

set responder param -undefAction NOOP

set rewrite param -undefAction NOREWRITE
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add dns nameServer 66.165.176.28 -state DISABLED

set dns parameter -namelLookupPriority DNS

add ssl certKey ns-server-certificate -cert ns-server.cert -key ns-server.key

add ssl certKey citrixlabs.keypair -cert citrixlabs.cer -key citrixlabs.key -inform DER

set ssl service nshttps-67.97.253.91-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-67.97.253.91-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nshttps-10.217.104.50-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-10.217.104.50-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nshttps-169.145.91.240-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-169.145.91.240-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl service nshttps-169.145.92.240-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-169.145.92.240-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl service nshttps-169.145.92.239-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-169.145.92.239-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl service nshttps-169.145.91.239-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-169.145.91.239-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl service nshttps-10.217.104.54-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-10.217.104.54-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nskrpcs-127.0.0.1-3009 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nshttps-127.0.0.1-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-127.0.0.1-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set cache parameter -memLimit O -via “NS-CACHE-8.0: 1" -verifyUsing HOSTNAME_AND_IP -maxPostLen O -prefetchMaxPending
4294967294 -enableBypass YES

set cache contentGroup BASEFILE -relExpiry 86000 -maxResSize 256 -memLimit 2
set cache contentGroup DELTAJS -relExpiry 86000 -insertAge NO -maxResSize 256 -memLimit 1 -pinned YES
set aaa parameter -maxAAAUsers 5

add vpn sessionAction SessAction91 -windowsClientType AGENT -defaultAuthorizationAction ALLOW -homePage http://169.145.91.151/
Citrix/AccessPlatform/ -icaProxy ON -ntDomain Srv1

add vpn sessionAction SessAction92 -homePage http://169.145.92.152/Citrix/AccessPlatform/ -icaProxy ON -ntDomain Srv2

add vpn sessionAction userAction -sessTimeout 20 -windowsClientType AGENT
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add vpn sessionAction SessionAct91 -sessTimeout 10 -splitTunnel ON -transparentinterception ON -windowsClientType AGENT -
defaultAuthorizationAction ALLOW -clientCleanupPrompt OFF -forceCleanup all -homePage none -icaProxy OFF

add vpn sessionPolicy SessPolicy91 ns_true SessAction91

add vpn sessionPolicy SessPolicy92 ns_true SessAction92

add vpn sessionPolicy users “REQ.IPSOURCEIP == 0.0.0.0 -netmask 0.0.0.0” userAction
add vpn sessionPolicy SessionPol91 ns_true SessionAct91

set aaa preauthenticationparameter -preauthenticationaction ALLOW -rule ns_true

set vpn parameter -splitDns BOTH -splitTunnel ON -killConnections OFF -defaultAuthorizationAction DENY -proxy OFF -proxylLocalBypass
DISABLED -forceCleanup all -clientOptions all -clientConfiguration all -SSO OFF -windowsAutoLogon OFF -clientDebug OFF -homePage
none -icaProxy OFF -ClientChoices OFF -epaClientType PLUGIN

bind aaa group sslvpn -userName vpn1

bind aaa group sslvpn -intranetlP 169.145.91.0 255.255.255.224

bind aaa group sslvpn -policy Auth91

bind aaa group sslvpn -policy SessionPol91

bind aaa group sslvpn -intranetApplication Intranet-Subnet-91

bind tunnel global ns_tunnel_cmpall_gzip

set |b sipParameters -addRportVip ENABLED

bind ssl service nshttps-67.97.253.91-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-67.97.253.91-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-10.217.104.50-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-10.217.104.50-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-169.145.91.240-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-169.145.91.240-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-169.145.92.240-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-169.145.92.240-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-169.145.92.239-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-169.145.92.239-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-169.145.91.239-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-169.145.91.239-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-10.217.104.54-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-10.217.104.54-3008 -certkeyName ns-server-certificate

bind ssl service nskrpcs-127.0.0.1-3009 -certkeyName ns-server-certificate
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bind ssl service nshttps-127.0.0.1-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-127.0.0.1-3008 -certkeyName ns-server-certificate
bind ssl vserver vpn.citrixlabs.com -certkeyName citrixlabs.keypair

set ns hostName nsPrimary

Secondary NetScaler

#NS8.0 Build 49.2

# Last modified by ‘save config', Fri Dec 21 22:27:18 2007

set ns config -IPAddress 10.217.104.52 -netmask 255.255.255.0

enable ns feature CMP SSLVPN SSL

set lacp -sysPriority 32768

set system user nsroot 1b8c0fd3800004c04ecd8f170ec96e3d2¢c597e739e223fced -encrypted

set interface 0/1 -speed AUTO -duplex AUTO -autoneg ENABLED -haMonitor ON -trunk OFF -lacpMode DISABLED -throughput O

set interface 1/1 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

set interface 1/2 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -state DISABLED -lacpMode
DISABLED -throughput 0

set interface 1/3 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

set interface 1/4 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk ON -lacoMode DISABLED -
throughput O

set interface 1/5 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

set interface 1/6 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

set interface 1/7 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

set interface 1/8 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk OFF -lacpMode DISABLED -
throughput O

add HA node 1 10.217.104.51
add ns ip 10.217.104.54 255.255.255.0 -vServer DISABLED -gui SECUREONLY -mgmtAccess ENABLED

add ns ip 169.145.91.239 255.255.255.0 -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED -snmp
DISABLED

add ns ip 169.145.92.239 255.255.255.0 -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED -snmp
DISABLED

add ns ip 169.145.92.240 255.255.255.0 -type MIP -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED
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-snmp DISABLED

add ns ip 169.145.91.240 255.255.255.0 -type MIP -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED
-snmp DISABLED

add ns ip 10.217.104.50 255.255.255.0 -type MIP -vServer DISABLED -gui SECUREONLY -mgmtAccess ENABLED

add ns ip 67.97.253.91 255.255.255.0 -vServer DISABLED -telnet DISABLED -ftp DISABLED -gui DISABLED -ssh DISABLED -snmp
DISABLED

add vian 4

add vlan 10

add vian 91

add vian 92

bind vian 4 -ifnum 1/4

bind vlan 10 -ifnum 1/2

bind vian 10 -IPAddress 67.97.253.91 255.255.255.0
bind vlan 91 -ifnum 1/4 -tagged

bind vian 91 -IPAddress 169.145.91.239 255.255.255.0
bind vlan 92 -ifnum 1/4 -tagged

bind vian 92 -IPAddress 169.145.92.240 255.255.255.0
add vrlD 60

bind vrID 60 -ifnum 0/1

set locationParameter -context geographic -gilabel Continent -g2label Country -g3label Region -g4label City -gblabel ISP -g6label
Organization

add policy expression users “SOURCEIP == 0.0.0.0 -netmask 0.0.0.0”
add aaa user vpn1 -password c83f1el11 -encrypted
add aaa group sslvpn

add vpn intranetApplication Intranet-Subnet-91  ANY 169.145.91.0 -netmask 255.255.255.0 -destPort 1-65535 -interception
TRANSPARENT

add authorization policy Auth91 “REQ.IP.DESTIP == 169.145.91.0 -netmask 255.255.255.0” ALLOW
add authorization policy AuthAllinbound “REQ.IP.SOURCEIP == 0.0.0.0 -netmask 0.0.0.0” ALLOW
add vpn vserver vpn.citrixlabs.com SSL 67.97.253.92 443 -maxAAAUsers 5 -downStateFlush DISABLED

set ns rpcNode 10.217.104.52 -password 8a7b474124957776a0cd31b862cbedd72b5chbd59868a136d4bdeb56¢f03b28 -encrypted -srclP
10.217.104.52

set ns rpcNode 10.217.104.51 -password 8a7b474124957776a0cd310b862cbedd72b5¢chbd59868a136d4bdeb56¢f030b28 -encrypted -srclP
10.217.104.52

set responder param -undefAction NOOP
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set rewrite param -undefAction NOREWRITE

add dns nameServer 66.165.176.28 -state DISABLED

set dns parameter -namelookupPriority DNS

add ssl certKey ns-server-certificate -cert ns-server.cert -key ns-server.key

add ssl certKey citrixlabs.keypair -cert citrixlabs.cer -key citrixlabs.key -inform DER

set ssl service nshttps-67.97.253.91-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-67.97.253.91-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nshttps-10.217.104.50-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-10.217.104.50-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nshttps-169.145.91.240-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-169.145.91.240-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl service nshttps-169.145.92.240-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-169.145.92.240-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl service nshttps-169.145.92.239-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-169.145.92.239-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl service nshttps-169.145.91.239-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-169.145.91.239-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect
DISABLED

set ssl service nshttps-10.217.104.54-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-10.217.104.54-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nskrpcs-127.0.0.1-3009 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nshttps-127.0.0.1-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set ssl service nsrpcs-127.0.0.1-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set cache parameter -memLimit 0 -via “NS-CACHE-8.0: 1”7 -verifyUsing HOSTNAME_AND_IP -maxPostLen O -prefetchMaxPending
4294967294 -enableBypass YES

set cache contentGroup BASEFILE -relExpiry 86000 -maxResSize 256 -memLimit 2
set cache contentGroup DELTAJS -relExpiry 86000 -insertAge NO -maxResSize 256 -memLimit 1 -pinned YES
set aaa parameter -maxAAAUsers 5

add vpn sessionAction SessAction91 -windowsClientType AGENT -defaultAuthorizationAction ALLOW -homePage http://169.145.91.151/
Citrix/AccessPlatform/ -icaProxy ON -ntDomain Srv1

add vpn sessionAction SessAction92 -homePage http://169.145.92.152/Citrix/AccessPlatform/ -icaProxy ON -ntDomain Srv2
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add vpn sessionAction userAction -sessTimeout 20 -windowsClientType AGENT

add vpn sessionAction SessionAct91 -sessTimeout 10 -splitTunnel ON -transparentinterception ON -windowsClientType AGENT -

defaultAuthorizationAction ALLOW -clientCleanupPrompt OFF -forceCleanup all -homePage none -icaProxy OFF
add vpn sessionPolicy SessPolicy91 ns_true SessAction91

add vpn sessionPolicy SessPolicy92 ns_true SessAction92

add vpn sessionPolicy users “REQ.IP.SOURCEIP == 0.0.0.0 -netmask 0.0.0.0” userAction

add vpn sessionPolicy SessionPol91 ns_true SessionAct91

set aaa preauthenticationparameter -preauthenticationaction ALLOW -rule ns_true

set vpn parameter -splitDns BOTH -splitTunnel ON -killConnections OFF -defaultAuthorizationAction DENY -proxy OFF -proxyLocalBypass
DISABLED -forceCleanup all -clientOptions all -clientConfiguration all -SSO OFF -windowsAutoLogon OFF -clientDebug OFF -homePage

none -icaProxy OFF -ClientChoices OFF -epaClientType PLUGIN

bind aaa group sslvpn -userName vpn1

bind aaa group sslvpn -intranetlP 169.145.91.0 255.255.255.224

bind aaa group sslvpn -policy Auth91

bind aaa group sslvpn -policy SessionPol91

bind aaa group sslvpn -intranetApplication Intranet-Subnet-91

bind tunnel global ns_tunnel_cmpall_gzip

set Ib sipParameters -addRportVip ENABLED

bind ssl service nshttps-67.97.253.91-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-67.97.253.91-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-10.217.104.50-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-10.217.104.50-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-169.145.91.240-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-169.145.91.240-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-169.145.92.240-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-169.145.92.240-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-169.145.92.239-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-169.145.92.239-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-169.145.91.239-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-169.145.91.239-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-10.217.104.54-443 -certkeyName ns-server-certificate

bind ssl service nsrpcs-10.217.104.54-3008 -certkeyName ns-server-certificate
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bind ssl service nskrpcs-127.0.0.1-3009 -certkeyName ns-server-certificate
bind ssl service nshttps-127.0.0.1-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-127.0.0.1-3008 -certkeyName ns-server-certificate
bind ssl vserver vpn.citrixlabs.com -certkeyName citrixlabs.keypair

set ns hostName nsSecondary
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