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Introduction

Citrix® NetScaler® optimizes the delivery of web applications — increasing security and improving
performance and Web server capacity. This approach ensures the best total cost of ownership (TCO),
security, availability, and performance for Web applications. The Citrix NetScaler solutionis acomprehensive
network system that combines high-speed load balancing and content switching with state-of-the-art
application acceleration, layer 4-7 traffic management, data compression, dynamic content caching,
SSL acceleration, network optimization, and robust application security into a single, tightly integrated
solution. Deployed in front of application servers, the system significantly reduces processing overhead
on application and database servers, reducing hardware and bandwidth costs.

The SAP Enterprise Service Oriented Architecture (SOA) provides a blueprint for services-based, enterprise
scale business solutions that are adaptable, flexible, and open. Enterprise Services Architecture takes
the concept of service-oriented architecture to a new level by transforming Web services into enterprise
services. The SAP NetWeavere platform provides you with the ability to implement Enterprise Services
Architecture tailored to your specific needs at your own pace. SAP is evolving all its solutions to be
compliant with the Enterprise Services Architecture blueprint.

Building new, customized solutions that support innovation is expensive and time-consuming because
leveraging the functionality of your existing packaged applications is extremely difficult. Bringing Citrix
and SAP Enterprise Services Architecture together reduces the dependence on customized applications,
and increases flexibility and reduces time to deployment while reducing operational expenses.

This deployment guide was created out of a joint engagement between Citrix and SAP at the Co-
Innovation Laboratory in Palo Alto, California, USA. This deployment guide walks through the step-by-
step configuration details of how to configure the Citrix NetScaler for use as front-end to SAP Portal
for end-user traffic, that is HTTP ~ HTML. To further complement the value of the Enterprise SOA, this
guide walks through the details of how to configure the Citrix NetScaler for use as a front-end to the SAP
Composite Application Framework and SAP ERP Web Services platforms, providing High Availability, a
flexible load balancer and HTTPS encryption point for machine to machine web service traffic, capabilities
our competitors still can’t live up to. With this deployment Citrix becomes an integral and flexible part of
the SAP Enterprise SOA “applistructure” bringing together applications and technology for a fast, flexible
and highly effective service oriented IT infrastructure.

Note:

The recommendations in this guide are specific to an SAP deployment and the policies therefore come
at the recommendation from SAP. These configurations might deviate from the default or standard
Citrix Application Switch configurations and are to be considered as a guideline and reference for SAP
Applications, and not the de-facto standard for Citrix Application Switches.



Solution Requirements

e Application Delivery Front-End for SAP Portal, SAP Composite Server, and SAP ERP Server

Load Balancing - with tcp multiplexing

SSL Offload - using non-standard ports 50001 & 50201
Compression - for compressible objects over 8k
Caching - following caching rules of SAP servers
Re-Write for SOAP:XML, both http & https

SAP Requited TCP/IP Port Numbers - https://www.sdn.sap.conV/irj/sdn/go/portal/prtroot/docs/
library/uuid/4e515a43-0e01-0010-2da1-9bcc452¢c280b

Prereqwsr[es

Citrix NetScaler L4/7 Application Switch, running version 8.0+, (Quantity x 1 for single deployment,
Quantity x 2 for HA deployment).

e |ayer 2/3 switch, w/support for 802.1g VLANSs, (Quantity x 1)
e Client laptop/workstation running Internet Explorer 6.0+, Ethernet port

e 9-pin serial cable -or- USB-to-serial cable
e SAP NetWeaver 7.1 SP3
e SAP Composite Application Framework Environment 7.1

e SAP Enterprise Resource Planning application (ERP) 7.1


https://www.sdn.sap.com/irj/sdn/go/portal/prtroot/docs/library/uuid/4e515a43-0e01-0010-2da1-9bcc452c280b
https://www.sdn.sap.com/irj/sdn/go/portal/prtroot/docs/library/uuid/4e515a43-0e01-0010-2da1-9bcc452c280b

Network Diagram

The following is the Network that was used to develop this deployment guide, and is representative of the solution developed at SAP Co-Innovation
Lab in Palo Alto, California, USA.

VLAN Legend Primary NetScaler Primary/Secondary NetScaler Secondary NetScaler
IP Addresses: Shared IP Addresses: IP Addresses:
VLAN 1 NSIP: 169.145.91.205 / 24 VIP: 10.2.1.53/24 NSIP: 169.145.91.206 / 24

VIP: 10.2.0.53/ 24

. VLAN 200 VIP:  10.2.1.54/ 24
. VLAN 201 VLAN 200:

Interface 1/4, Tagged
VLAN 201:

Interface 1/4, Tagged
SNIP: 10.2.1.55 / 24

VLAN 4:
Interface 1/4, Untagged

VLAN 1: (Mgmt)
Interface 0/1, Untagged
SNIP: 169.145.91.207 / 24

Citrix / SAP Enterprise SOA
Physical Network Diagram

Citrix
NetScaler®
One-Arm configuration

VLAN 1
y Int0/1

Int1/4
vlan 200: 10.2.0.55
vlan 201:10.2.1.55

~
VLAN 201 VLAN 200 =
subnet subnet
10.2.1.024 10.2.0.0/24
SAP ERP SAP Portal VLAN X SAP Composite
10.2.1.34 10.2.1.33 user traffic Application Framework

10.2.0.33



Citrix
NetScaler®

http://sapportal:50000
https://sapportal:50001

VLAN 201

Citrix / SAP Enterprise SOA
Logical Network Diagram

Citrix
NetScaler®
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https://sapcenv:50001
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1)

Serial: 9600, n, 8, 1

Default IP Address:
192.168.100.1

First time connectivity

Serial Connection

The NetScaler can be accessed by the serial port through any
terminal emulation program. Windows Hyperterm is commonly
used on a laptop or workstation. Connect a 9-pin Null Modem
cable (or USB-to-9-pin cable) from the computer to the NetScaler’'s
console port. In the terminal emulation program configure the
settings for 9600 baud, No stop bits, 8 data bits, and 1 parity bit.
The login prompt should appear. The default login is nsroot, nsroot.
It is advisable to change the nsroot password once connected.

Once connected type in the CLI command ‘configns’ (‘nsconfig’ if
at the shell prompt). Select option 1 to change the NetScaler IP
Address and Network Mask. Exit, save and reboot.

Ethernet Connection

The NetScaler can also be accessed by the default IP Address
of 192.168.100.1, either through an http, https, telnet or ssh
connection. Once connected, the login prompt should appear.
The default login is nsroot, nsroot. [t is advisable to change the
nsroot password once connected.

Type in the CLI command ‘configns’ (‘nsconfig’ if at the shell
prompt). Select option 1 to change the NetScaler IP Address and
Network Mask. Exit, save and reboot.

Note: Changing the NetScaler IP Address always requires a
reboot.



NetScaler Configuration

Deployment Model: One-Arm, LB, SSL Offload, Caching, Compression,

Re-write.

The NetScalers in this example will be deployed as a high availability pair, in one-arm mode. Always
start with the first NetScaler. Once the initial NetScaler IP Address (NSIP) has been configured, you can
connect to both the Primary and Secondary NetScalers via a http or https web browser connection.

9 Citrix Login - Mozilla Firefox

Fle Edt Vew Hstory Bookmarks Toos Help

®- - @ G [0 remenn.217 104,100

1>) Bl

Iy

P Getting Started [ Latest Headines

Googe s+ ¢

Ethernet

@ settings~,

Connect to the NetScaler
via the NSIP using a web
browser.

In this example:
NS1: http://169.145.91.205
NS2: http://169.145.91.206

Note: Java will be installed.

Default login is: nsroot,
nsroot.



Licensing

The availability of a feature is controlled by a license key. When using the system for the first time, you
need to load the license key and then enable the feature.

| SETTINGS | SMVE REFRESH ALL | HELR.

To add new licenses.

Bl [ System

: 0 Eicenses]
From the GU', naV|gate [ settings Web Logging : /Vas Dynamic Routing : /Yas
to Netscaler - Sys‘tem B ziaﬁn:St‘Tsh‘t Surge Protection : ‘/Vas Content Filtering : ‘/Yas
igh Avvailabilicy
= |icenses = Manage [ Expressions Load Balancing : ./ Ves Integrated Caching : ./ es
. (1 sroups Content Switching : /" ves SSLWPN: . Yes
Licenses. 0 sers
D Command Policies Cache Redirection : V/ Ves Maximum SSL ¥PN Users Allowed : 5
[ Authentication Sure Connect : ./ ves OSPF Routing : ./ es
3 Auditing
3 shMP Compression Control : v/\I’es RIP Routing : V/Yes
3 Hetwork Priority Queuing: ./ Yes BGP Routing: /" Yes
3 DNs
3 s5L SSL Offloading : " Yes Rewrite: /" Yes
(3 551 Offload Global Server Load Balancing : /Vss Delta Compression : /‘f’ss

23 Compression

[ Integrated Caching
(23 Protection Features Application Firewall: /" Yes Responder: /" Yes
[ Load Balancing
[C3 Content Switching
(3 Cache Redirection
(3 Gse

[ Rewrite

(23 SsLwPn

23 Application Firewall

GSLB Proximity : /Vss IP¥6 protocol translation : /‘f’ss

HTML Injection: ./ Yes HTTP DoS Protection : /" Yes

Ia nstaok ' Ready

Note:

10



Features

Before configuring the Integrated Caching, Compression, SSL Offloading and Load Balancing features
on the system, be sure to enable them. This is important for features such as compression, as the
policies won't get applied unless the feature has been enabled beforehand.

Configure Basic Features X To enable basic features.

551 Dffloading :

From the GUI, navigate to
NetScaler = System -
Settings = Basic Features.

Compression :

Load Balancing :
Content Switching :
Content Filtering :
Integrated Caching :
Rewrite :

SSLYPN :

O0D0EOO0DREE

Application Firewall :

| Close H Help |

Modes

Other ‘modes’ that are important for performance and load balancing are also applied in this section
such as Use Subnet IP (USNIP), Client Keep-Alive and TCP Buffering.

Configure Modes b__( To enable modes.

Fast Ramp :

From the GUI, navigate to
NetScaler = System -
Settings = modes.

Layer 2 Mode :

Use Source IP :

Client Keep-Alive :

TCP Buffering :

MAC Based Forwarding :

Edge Configuration :

Use Subnet IP :

Layer 3 Mode (IP Forwarding) :
Path MTU Discovery :

Static Route Advertisement :

Direct Route Advertisement :

000 EEEOOO0OO0OR

Intranet Route Advertisement :

| Close H Help |

11
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High Availability

In a High Availability deployment, one Application Switch actively accepts connections and manages
servers, while the second monitors the first. If the first Application Switch quits accepting connections for
any reason, the second Application Switch takes over and begins actively accepting connections. This
prevents downtime and ensures that the services provided by the Application Switch will remain available
even if one Application Switch ceases to function.

Important Considerations for NetScaler High Availability

While connected to the Primary NetScaler, add the Secondary node.
In the NetScaler GUI, navigate to: NetScaler = System = High Availability = Add.
Enter the Node ID and IP address for the Secondary HA peer.

In this example:
‘2, and 169.145.91.206.

Connect to the Secondary NetScaler and tell it to take the Secondary role.
Navigate to NetScaler = System = High Availability = Open = “Stay Secondary”.
Connect to the Secondary NetScaler and add the Primary node.

Enter the Node ID and IP address for the Primary HA peer.

In this example:
‘1’, and 169.145.91.205.



High Availability Commmand Synchronization

TIP: Disabling the blinking LCD Panel

4. Both Primary and Secondary must be configured to Actively participate in HA.

In the NetScaler GUI on the Primary: Navigate to NetScaler = System = High Availability = ID O =
Open. Select HA Status ‘Enabled’. Enable HA Synchronization. Enable HA Propagation. Click ‘Ok’.

Repeat for Secondary.

5. A successful HA Synchronization can be viewed from the High Availability screen on either the Primary
or Secondary node’s GUI.

From the same screen you can ‘Force Synchronization’ or ‘Force Failover’.

13
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Important NetScaler IP Addresses

Note: NSIP is Mandatory and requires a reboot




Add the remaining IP Addresses

IP Addresses that are added after HA Synchronization is complete, will be replicated on both Primary
and Secondary NetScalers. Note that VIP addresses are created later during Load Balancing and SSL

Offload configuration, not at this time.

(3 System
= G Network IPs | TPy |

{ BETTINGS

HET

| REFRESH ALL | HELE
| Qﬁind aRefragh @

D . IP Address State 2 Type
[ Interfaces
D Channels 169,145.91.205 (4 ENABLED MetScaler IP
D YLANS 10,2.0.55 (#) ENAELED Subnet IP
0 ads 10.2.1.55 (@) ENABLED Subnet 1P
) ARP Table 10.2.0.53 (3 ENABLED wirtual IP
D Eridge Table 10.2.1.53 G ENABLED “irkual IP

[ 1Pve neighbors
[ wmac

[ rPC

(3 551 Offload

(23 Compression

(23 Integrated Caching
(3 Protection Features
(23 Load Balancing

(23 Content Switching
(3 Cache Rediraction

Mode

Active
Active
Active
Active
Active

ARP

EMABLED
EMABLED
EMABLED
EMABLED
EMABLED

ICMP

ENABLED
ENABLED
EMABLED
EMABLED
EMNABLED

Virtual Server

EMABLED
EMABLED

3 GaLE

(3 Rewrite

(3 35L YPH

(3 Application Firewal

1P Address: 10.2.0.54  Netmask: 255.255.255.0
State: ENABLED Management Access: ENABLED

Type: Mapped IP

Mode: Active

ARP: ENABLED

ICMP: ENABLED

i [ Add,.. ) [ Cpen... ) [ Disable ][ Remove

[ statistics

pr—

Ia nsrook I; Items ‘ Ready

IP Addresses, Interfaces and VLANS

Add the remaining IP
Addresses.

NetScaler = Network = |Ps
- Add.

Make sure you take this
opportunity to “Save” the
configuration on both the
Primary and Secondary
NetScalers.

15



Note:
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Create VLANs and Assign
Subnet IP Addresses to
them.

NetScaler = Network =
VLANSs = Add.

For this example: We create
VLANs 4, 200 & 201. We
use VLAN Trunking on
interface 1/4.

Interfface 0/1  is  our
management interface, in
VLAN 1.

NetScaler = Network -
VLANS, to view VLAN and
Interface assignments on
the Application Switch.

L SETTINGS L BAME ! REFRESH ALL L HELE.
=I (= MetScaler 169.145.91.205 ‘ QEd  @rchesh @
(3 System
= [ Natwork Inkerface | Description WMac |ENABLED ‘State |HA Mon\tor\nd AutoNeg‘Trunk
[ s 0i1 (g Ethernet 10/100/1000 MBits) #0 00:30:45:51:42:40 18h43m35s -Na- Vs P N o OFF
5] 111 (g Ethernet 10/100/1000 MBits) #1 00:03:52:02:3%:c5 0hOmOs ~ -Na- 5 no @ pown on oN OFF
[ Chanrels 11z (g Ethernet 10/100/1000 MBits) #3 00:03:52:02:3%ba 0hOmds~ -Na- 5 no @ Down on oN OFF
0 van 113 ((Gig Ethernet 10/100/1000 Mits) #2 00:02:52:02:33:c6 0hOm0s 3 No @ DOWN  OFF on OFF
s 114 ((Gig Ethernet 10/100/1000 MEits) #4  ves (@ up OFF on Ol
B Acls " Lo (Metscaler Loopback intetface) #5 00:02:5e:02:33:cS 18hdamdes -NA-  Ves @ up OFF on OFF
ARP Table
[ Bridge Table
[] 1Pv6 Meighbors
[ vmac
[ rPC
(3 Routing
(3 DN
(3 551
(3 s5L Offload
(3 Compressian
(3 Integrated Caching
(3 Protection Features
(3 Load Balancing
(23 Content Switching
(3 Cache Redirection
(3 GsLE
3 Rewrite Details &
(3 s5LYPN
(23 application Firewall Mo itemn selected.
open... | | changestare | [ Clearstatistics | [ ResetInberface | [ St LACP. . ] [ Wiews LACP Details... ] [0 stati
Iﬂ nsroak Eltems B Ready
Modify Interface
Interface Number 174
Spesd |euto ~| (too0)
Duplex [auro ~| Fuy
Flow Control [x v| ®mx
Auto Negatiation  (3) Yes Oho
Hit Monitaring ) on () OFF
Trunk (=) OM () OFF
Alias Hame [ |
5 Throughput [0 |
. SETTINGS
S > MatScaler 169, 145,91 205 Enable LACP
(3 System "Enabling LACP" may cause this client to lose
B = Hetwork (s} Member Interfaces Tagged connectivity with NetScaler or result in failover. 1t is recommended
0w 1 01 1/1 13 1/2 LOf1 None that this command be issued from the MetScaler console
4 1)+ Mone using the command line interface.
[ Interfaces B B
T chanrels 200 1+ 1i4 LACP Hode QOATNE (O PASSIVE
a 201 14 1it LACP key ‘ |
[ acts LACP Timeaut (O LONG (O SHORT
7] ARF Table
[ eridge Totle Lack priority [ |
[ 1Pv6 Meighbors
[ wmac
[ rPC
(3 Routing
(3 DS
(3 550
(3 550 OFflnad
(3 Compression
(3 Integrated Caching
(3 Protection Features
(3 Load Balancing
(3 Content Swikching
(3 Cache Redirection
(3 Gsie
(3 Rewrite
(3 ssLvPH
(3 Application Firewall
(Laad.. J [ open... | [ memave [ statistics
|5 nsraot i Teems ﬁ Ready




Configuring the Virtual MAC

The Virtual MAC address (VMAC) is a floating entity shared by the primary and secondary nodes in an
HA setup.

In an HA setup, the primary node owns all of the floating IP addresses such as MIP, SNIP, VIP, etc. It
responds to ARP requests for these IP addresses with its own MAC address. As a result, the ARP table
of an external device (for example, upstream router) is updated with the floating IP address and the
primary node’s MAC address.

When a failover occurs, the secondary node takes over as the new primary node. It then uses Gratuitous
ARP to advertise the floating IP addresses that it acquired from the primary. The MAC address that the
new primary advertises is that of its own interface.

Some devices do not accept Gratuitous ARP messages. You can overcome this problem by configuring
a VMAC on both nodes of an HA pair. This implies that both the nodes possess identical MAC addresses.
As a result, when failover occurs, the MAC address of the secondary node remains unchanged and ARP
tables on the external devices do not need to be updated.

To create a VMAC, you need to create a VRID and bind it to an interface. In an HA setup, you need
to bind it to the interfaces on both the primary and secondary nodes. When the VRID is bound to an
interface, the system generates a VMAC with the VRID as the last octet. The generic VMAC is of the
form 00:00:5€:00:01:<VRID>.

: SETTINGS i SAVE i REFRESH ALL : HELE

E L= MetSealer 10.217.104.5)
Bl (& System
D Licenses
D Settings
7] Diagnostics
D High Aswailability
D Expressions
[ Groups
D Lsers
[ command Palici
[ Authentication
3 Auditing
3 shMp
B (& Network
[ 1ps
[ Interfaces
[ channels

i ‘ A Find &2 Refresh &)
CEElAddvvac I

Virtual Router ID% |60 |

-Associate Interfaces

Available Interfaces Configured Interfaces
11 of1

1/3

| < Remove |

[ wLANs
[ acs il a
] aRP Table
[ Bridge Table Na iter
[ wmac
o i (o] (ol [0y

e s

|5 nsrook FItem B Ready

Assign a VMAC.

Navigate to NetScaler =
Network = VMAC = Add.

Adda Virtual RouterIDtothe
Interface that HA Monitoring

is enabled on.

17



Create server objects for the
Application and Database
servers on the backend.

From the GUI, navigate to
NetScaler'= LoadBalancing
= Servers = Add.

Inthisexample, ourbackend
servers consist The SAP
Portal, Composite and ERP
Servers.

SAP Portal: 10.2.1.33
SAP Composite: 10.2.0.33

SAP ERP: 10.2.1.34

18

Load Balancing Configuration

1-2-3:

Create Server Objects

Create server objects that point to the backend Application and Database servers. We can refer to these
servers by name as opposed to IP Address, and can then assign availability monitors to them.

SETTINGS | SAME . REFRESH ALL - HELE. I

| %Elnd @Refregh @

elocaler 3
23 System

[ Metwork Name State 1P Address | Domain
3 DS SAPPortal (#) ENABLED 10.2.1.33
3 550 SAPComposite G EMABLED 10.2.0.33

SHPERP (@) ENABLED 10,2.1.34

(3 55t Offload
£ Compression
23 Integrated Caching
(23 Protection Features
= [ Load Balanding
[ wirtual Servers
[ services
[ service Groups
D Monitars
[ Metric Tables

D Persistency Groups
D ‘Work Load Managers

[C3 Content Switching

[ Cache Redirection

3 G5LB

3 Rewrite

(3 53 wPn

3 Application Firewall

Mo item selected.

I Add... J[ open... ][ Enable ][ Disable I[ Remove ][ AddRagge‘..J

Ia nsrook E Items D Ready




Create Service Groups

Service Groups are a containers for managing load balancing and SSL services to several instances of
the same service (port number) on the same or different servers (ip address).

Configure Service Group [z|

Service Group Name® |SAPPOrtaIService

| Protacal [1e ~ |

Service Group State (49 ENABLED

IMembers \Monitors \Lndvanced \lSSL Setkings ‘.l

~Specify Member(s)
IPBased (O Server Based

IF Address Range

| H | —
Partt | [ <Remove |
Weight |1
Server ID |
Enable Member

~Configured Members
Server hame 1P Address |P0rt |Weight | Server ID|Member State
SAPPortal 10.2.1.33 S0000 1 S0000 Q uF
SAPPortal 10.2.1.33 S0z00 1 S0z00 Q uF

Monitors Details...

I OF I[ Close ][ Help ]

Select an availability monitor to keep in contact with the server/service. If the service goes down, load
balancing will mark it down and send traffic to the other available servers/services.

Configure Service Group [z|

Service Group Name® |SAPPOrtaIService

| Protacal [1e ~ |

Service Group State (49 ENABLED

Members * Monitars \ndvanced \lSSL Setkings ‘.l

~Available

Manitars

tcp

http
tep-ecy
http-gcy
udp-ecy
dnis

ftp

teps
https
trps-ecy
https-ecy
ldrs-ping
ldns-tcp

| m

[ add= |

| < Remove |

~Configured

IMonitors w'eight

[ state

ping o

I OF I[ Close ][ Help ]

Add the Service Group
for the SAP Portal that will
distribute the load across
the two SAP backend
services on ports 50000 &
50200.

From the GUI, navigate
to NetScaler = Load
Balancing = Service

Groups = Add.

Select the ‘Monitors’ tab.
Select ping or http.
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To get the most performance, select the Advanced tab and turn on Compression and TCP Buffering.
The compression computation is an off-loaded task for both http and https from the SAP servers.

Select the Advanced tab

check TCP Buffering and

Service Group Mame® |SF\PPortaIService | Pratocal |HTTF + |
Compression.
P Service Group State (@) ENABLED
Select OK Members \Monitors " Advanced \SSL Settings ‘.l
~Thresholds o
Override Global
Max Requests |D | Ma Bandwidth (khits) |D |
Max Clients |D | Manitar Threshold |D |

~Idle Timeout (secs,

lient | 180 | server [360 |

—Settings || Coerride Global
[ use Source I [ Client Keep-alive TCP Buffering Compression

[] Client IP Header l:l

|—Cache Redirection Options | |—01hers | E

I OF I[ Close ]’ Help ]

Because the SAP Composite Application Framework and ERP servers are on separate physical servers,
and because we want to treat them as separate load balancing groups and services, we created separate
Service Groups for those as well.

Configure Service Group [Z|

Service Group Name* |SAPCOmpositeService | Protocol |HTTP v|

Service Group State  (4) EMABLED

Members \Monitors Y Advanced | 5L Settings

~Specify Member(s)————— ~Configured Members
IPEBased () Server Based Server Mame IP Address |P0rt |Weight|Server ID| Member State
IP Address Ranges SAPComposite 10,2.0,33 50000 1 0000 @ P
| ||:| SAPComposite 10.2,0.33 50200 1 50200 @ UP
Add =
Part* | | | <memove |
weight |1 |
Server ID | |
Enable Member
IMonitars Details, .,

| o] |’ Close ]’ Help ]
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Configure Service Group

Service Group Name® |SAPERPService

| Prakacal

Service Group State @ EMABLED

Members \Monitors \Advanced \LSSL Settings ‘.l

X

Specify Member(s) Configured Members
IPEBased () Server Based Setver Mame 1P Address |Port |Weight|Sewer ID| Member State
IP Address Range SAPERP 10.2.1.34 S0000 1 50000 (8 UP
| H:I SAPERP 10.2.1.34 50200 1 50200 4 LR
add =
Port* | |
weight |1 |
Server [0 | |
Enable Member
I Ok I ’ Close ] [ Help ]

Create LB Virtual Server Objects (VIPs)

The Virtual Server or Virtual IP Address is the logical entity on the system that accepts client connections
from the Internet and distributes them to the service groups/objects. The Vserver or VIP is the public

facing internet connection.

Create Virtual Server (Load Balancing)

Name* | SAPPartalvIP

Pratacal [HTTP

'l Port*

[ Metwork YServer Range

Activate Al Deactivate All Add Service Group

| Paddess* 10 .2 .1 .53

3
[]1Pve

50000

Directly Addressable [w] Enable after creating

Services | Service Groups \Pnlicies \Method and Persistence \.ﬁ.dvanced \SSL Settings \

Active |Service Group Name |Pr0toc0|
| SAPCampositeService HTTP
SAPPortalService HTTP
| SAPERPService HTTP
| SAPCampositeSSL SSL
] SAPERPSSL 5L
O SAPPortalssL S5l

I Create I[ Close ][ Help ]

Add the SAP Portal Virtual
Server.

NetScaler= LoadBalancing
= Virtual Servers = Add.

In this example:

Our public facing IP Address
for SAP Portalis 10.2.1.53,
and the default port for SAP
is 50000.

Select the Service Groups
tab, and check the
SAPPortalService. This
binds the public VIP to the
services.
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Select the ‘Methods and
Persistence’ tab. Select the
LB Method = Token and
configure a rule to extract
the value from the ‘saplb_*
cookie.

SAP 7.0+:

The rule for ‘saplb_*" cookie
persistence:
HTTP.REQ.COOKIE.
VALUE(“saplb_*")

SAP 6.49:

The rule for ‘JSESSIONID’
cookie persistence:
HTTP.REQ.COOKIE.
VALUE(“JSESSIONID”)
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Load Balancing Methods & Persistence

The Citrix Application Switch is capable of several Load Balancing Methods. In order to direct traffic
correctly to SAP 7.0+ servers, the Citrix Application Switch must be configured to persist traffic based
on the value in the SAP cookie ‘saplb_*’ issued from the SAP servers. This applies to the SAP Portal,
Composite and ERP servers. For backward compatibility with SAP 6.49, the Citrix Application Switch
should be configured to persist traffic based on the value in the SAP cookie ‘USESSIONID’ issued from
the SAP servers.

By default the Citrix Application Switch uses the ‘Least Connections’ load balancing algorithm, until a
value is issued to ‘saplb_*" and/or ‘USESSIONID’ cookies.

Create Virtual Server, (Load Balancing)

Hame* | SapPortaliIp | Paddress* 10 .2 .1 .53 s
Protocel |HTTP | port |5|:||:||:||:| |
[ Metwork YServer Range Directly Addressable || Enable after creating

Services \Service Groups \Policies " Method and Persistence \.ﬁ.dvanced \SSL Settings \

LB Method

(Token - Rule ETL%.REQ.COOKIE.VALUE("sapI |_Configure... |
Persistence

Persistence |RULE v| HTTP.REQ COOKIE WALUE™MISES|
] ] Rule | SIOMNID™) | Configure...
Tirneout |2 | (i) —_—
Backup Persistence |NONE v|

Backup Timeout (ming

Mekmask

L Create —|| Close || Help |

More information regarding the SAP Load Balancing Identifier and it's contents can be found here: http://
help.sap.com/saphelp_nw70/helpdata/EN/f2/d7914b8deb48f090c0343ef1d907f0/frameset.htm.


http://help.sap.com/saphelp_nw70/helpdata/EN/52/46f6a089754e3a964a5d932eb9db8b/frameset.htm
http://help.sap.com/saphelp_nw70/helpdata/EN/52/46f6a089754e3a964a5d932eb9db8b/frameset.htm

The SAP Composite Application Framework VIPs and ERP VIPs are configured the exact same way,
because the communication protocol is HTTP for each of these.

Create Virtual Server (Load Balancing)

Name* | 5APCampositeYIP

[]1Pve

| Paddess* 1o .2 .0 . os3

Protocol [HTTP

~| port+ [s0000 |

[ ] Metwark YServer  Range

Activate All U This wiew allows to bindfurbind services groups |

Services ' Service Groups \.IPoIi-:ies ' Methad and Persistence | Advanced ', 550 Settings |

Directly Addressable [v] Enable after creating

| Find

Active |Ser\~'ice Group Marme |Pr0t0c0l
SAPCompositeService HTTP
O SAPPortalService HTTR
O j . .
O Create Virtual Server. (Load Balancing)
O R _
0O Harne |SF\PComp05|teVIP | IPAddress* 10 . 2 .0 .53 []1Pve

Protocl [HTTR

'| Park*

[] Metwork ¥Server Range

LE Method

|T0ken - |

Create Virtual Server (Load Balancing)

[50000

Directly Addressable [w| Enable after creating

Services \Ser\-’ice Groups \Policies " Method and Persistence \Advanced ‘.lSSL Setkings ‘.l

Rule  [HTTP,REC COOKIE. YALUE("sapl

| Configure. .. |
b_* -

Mame* | SAPERPYIP

| Paddess* 10 .z .1 . 54

[]1Pve

Protocol [HTTP

~| port+ [s0000 | e |

[ ] Metwark YServer  Range

Activate All Deactivate All Add Service Group

Services ' Service Groups \.IPoIi-:ies ' Methad and Persistence | Advanced ', 550 Settings |

Directly Addressable [v] Enable after creating

Find

Active |Ser\~'ice Group Marme

| Protocal

SAPCompositeService
SAPPaortalService
SAPERPService

Create Virtual Server (Load Balancing)

HTTP

HTTP
HTTP

I o

Name* | SAPERFYIP

| Poaddess* 10 .2 .1 . 54

Pratacol [HTTP

[]1Pve

~| pore+ [s0000

[ Netwark WServer  Range

LB Method

|T0ken - |

Persistence

Directly Addressable [+] Enable after creating

Services | Service Groups | Policizs * Method and Persistence | Advanced | 550 Settings

Rule |HTTP.REQ.COOKIE. YALLE sapl

| Configure, ..
b_*") b R

Persistence | RLLE

- | HTTP.RECQ.COOKIE, VALUE("J3ES

Timeout:

R

Rule |SIONID™ | configure...

Backup Persistence | MOME

~|

Backup Timeout

Metmask

(min)

I Create || Close || Help |

Add additional VIPs for
SAP Composite Application
Framework and SAP ERP.

Select  the
service group.

appropriate

Select the ‘Methods and
Persistence’  tab, and
configured the LB Method
= Token rule to extract the
value from the ‘saplb_*
cookie.

SAP 7.0+:

The rule for ‘saplb_*" cookie
persistence:
HTTP.REQ.COOKIE.
VALUE(“saplb_*")

SAP 6.49:

The rule for ‘JSESSIONID’
cookie persistence:
HTTP.REQ.COOKIE.
VALUE(“JSESSIONID”)

Make sure you take this
opportunity to “Save” the
configuration on both the
Primary and Secondary
switches.
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SSL Offload Configuration

Keys and Certificates

Using any of the SSL features on the NetScaler, such as SSL Offload, requires that you obtain a certificate
and private key for the NetScaler. An SSL certificate is a digital data form (X509) that identifies a particular
company (domain) or an individual. An SSL key is the private component of the public-private key pair
used in asymmetric key encryption (public key encryption). PKCS#12 to PEM conversion

convert pkcs12 /nsconfig/ssl/client_certkey.pem —import —pkcs12File /
nsconfig/ssl//nsconfig/ssl/client_certcertkey.p12

PKCS#12 to PEM conversion, with encrypted key
convert pkcs12 /nsconfig/ssl/client_certkey.pem —import —pkcs12File /
nsconfig/ssl/client_certcertkey.p12 -des
Note: The Application Switch supports a certificate key size of up to 2,048 bits (RSA/DSA).

There are three ways to obtain keys and certificates for use with the Application Switch.
1. Create a self-signed certificate using the SSL certificate wizard.
2. Use an existing one, either root or intermediary, from an existing web server.
3. Obtain one from a public CA-Certificate Authority, such as Verisign.

In this guide we need three certificates.
1. A self-signed server certificate for our front-end HTTPS connections.

2. A self-signed Certificate Authority certificate for our front-end HTTPS connections, to complete the
certificate chain.

3. An imported PFXS certificate, from our backend SAP Portal server.

Using the SSL Certificate Wizard
To launch the SSL Certificate Wizard, from the GUI, navigate to NetScaler = SSL.
Click on the <Certificate Wizard>.

Use this wizard to create the self-signed 1) “server certificate” and 2) “CA certificate” for the front-end
HTTPS connections.



Importing the SAP Portal server certificate

Providing HTTPS communication to the front-end of the load-balancing connections is the first step in
creating secure communications for the organization. Securing the communications on the back-end
from the Citrix Application Switch to the SAP servers is the second step. This part, however, is optional.
In other words, from the Citrix VIP to the back-end SAP servers, the communications can use either
cleartext HTTP or secure HTTPS. SAP asked Citrix to offer the customer the option to use HTTPS on
all of it's SAP product’s interfaces, in addition to HTTP, as a proof point. Therefore, we configure HTTPS
on the backend, as HTTP is the same without the use of certificates.

For more information on setting SSL on SAP: http://help.sap.com/saphelp_nw04s/helpdata/en/9a/
53a2a4a45e244aa189c2b7065a0b78/content.htm.

In this guide we chose to use HTTPS as a proof point, that HTTPS communication can be performed
between the Citrix Application Switch and the back-end SAP servers using non-standard ports, e.g.
50001, 50201.

1. For secure communications using HTTPS on the back-end, both the certificate and key from the
SAP Portal needs to be EXPORTED into PKCS#12 format.

2. This file needs to be uploaded to the Citrix Application Switch using a tool such as WINScp,
http://winscp.net. The file should then be placed in the /nsconfig/ssl directory on the Citrix
Application Switch.

3. Connect to the Citrix Application Switch using a SSH terminal emulation program, such as putty,
http://putty.org.

4. Type the ‘shelll command at the command prompt, and you will be able to enter the import
commands:

» PKCS#12 to PEM conversion:

#convert pkcs12 /nsconfig/ssl/client_certkey.pem —import —pkcs12File /nsconfig/ssl//nsconfig/
ssl/client_certcertkey.p12

» PKCS#12 to PEM conversion, with encrypted key:

#convert pkcs12 /nsconfig/ssl/client_certkey.pem —import —pkcs12File /nsconfig/ssl/client_
certcertkey.p12 -des

Note: The -des option will encrypt the output key using the DES algorithm. The user will be
prompted to enter the pass-phrase used for encryption.

5. Launch the GUI, and create certificate.

X

Install Certificate

Certificate-Key Pair Mame* |SnPPnrtaI.key‘pair |
Details

Certificate and key files are stored in the Folder fnsconfiglssl on Remote Syskem,

File Location () Local System  (3) Remate System

Certificate F\Iename*|,l’nsconFig,l’ssI,l’cIient_certkey.pem | [ Browse... ]

Key Filename |,l’nsconfig,l’ssl,l’client_certkey.pem |[ Browse. .. ]

Password | ......

Format () PEM () DER

E:¢pity Monitor (") Enable () Disable

Notification Period

I Install I[ Close ][ Help ]

From the GUI, navigate
to NetScaler = SSL =

Certificates = Add.
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After creating the 1) Server
certificate 2) CA certificate
and importing the 3)
SAP certificate, all three
certificates should be listed
in the certificates folder.

The certificates can also
be found in the /nsconfig/
ssl directory if logging into
the Citrix through an SSH
session.

| SETTINGS | SMVE REFRESH ALL | HELR. I

I % Find eRefregh @

23 System

3 Metwark MName Cettificate filename Key Filename: Status |Expir\f Date ‘Days to Expire

3 DS ns-server-certificate Insconfigfss|fns-server cert [nsconfigfsslins-server key PEM Walid 10 Oct 2022 5308

] sapwip. key.pair Insconfig)ssl/sapvip.cer.cert Insconfigsslisapvip. cer key PEM “alid 24 Mar 2009 360
sapvipCi.key,pair Insconfigyssl/sapvip.cer-rook.cert  nsconfigisslisapvip, cer-rook. key PEM Walid 24 Mar 2009 360

D Zipher Groups
[ crL
[ Policies
[ caTools
Bl = 55L Offload
[ wirtual Servers
D Services
[ service Groups
D Monitors
[ Metric Tables
D Servers
23 Compression
[ Integrated Caching
(23 Protection Features
[ Load Balancing
[C3 Content Switching
[ Cache Redirection
(3 GaLB
3 Rownte e
(C3 S5LwPH } X i
3 Application Firewall Certificate ﬁlename: jmscunﬁgjssl,'cllent_certkey‘qE:m Key ﬁleqame: fljscunﬁgfssljdlent_certkey.pem Format: PEM  Status:
walid  Expiry Date; 25 Mar 2009  Days to Expire; 352 Expiry Monitor; Disabled

| Add. .. ‘ UEdate.‘. ‘ Details,.. ‘ Remove J Link,.. ‘ Unlink J Cert Links... ‘

Ia nsract |10 tems ' Ready

TIP:

Create Server Objects

This has already been done when the Load Balancing VIP was created. We use the same Server
definitions. If we wanted to point the SSL traffic to a different backend server, we would add a new one
here.



Create Service Groups

Similar to the procedure we implemented for Load Balancing, we create Service Groups for the same
servers; however, this time we specify the protocol SSL and port numbers 50001, 50201 - the ports that
SAP uses for HTTPS communication.

NetScaler= LoadBalancing

Service Group Name® |SnPPOrtaISSL | Protocol |SSL v| S . G Add
= Service Groups = .
Service Group State @ EMABLED
Members '\ Moritors ', Advanced | SSL Settings | Add the SAP Portal servers
rSpecify Member(s) rConfigured Members using SSL at the protoool
,
IPBased () Server Based Server Mame IP Address |P0rt |Weight|Server ID|Member State on ports 50001 & 50201.
IP Address Range SAPPartal 10.2.1.33 50001 1 =alulub Q P
| H:I SAPPartal 10.2.1.33 50201 1 S0z01 Q P
&dd =
Part* | | | < Remove |
weight |1 |
Server ID | |
Enable Mamber
Monitors Details. ..

I ok I[ Close ]’ Help ]

I monitor is a good way to
Service Group Mame® |SAPPortaISSL |Pr0t0c0l |SSL v| make sure that the SSL

Service Group State (@) ENRBLED handshake is  working

Members ' Moritars ' Advanced ', 5L Settings | between the Citrix and
~Rvailable ~Configured the backend SAP Portal

Maritors | Manikars Weight | State connection.
ping - https-acy 1
tcp

http
brp-ecy
http-ecy
udp-ecy
dns

ftp

teps
https
trps-ecy
Idns-ping
ldns-tcp

lde

[ addx |

| < Remove |

I Ok I[ Close ]’ Help ]
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In order to authenticate the
SAP Portal server certificate,
you need to:

a) Bind the SAP Portal
certificate to this server
group.

b) Tun on  Server
Authentication, located
under SSL Parameters.

Be sure to turn on
Session Reuse to get the
performance gain out of
TCP Multiplexing and SSL
Offload.

Configure Service Group

X

Service Group Name* |SAPPOrtaISSL

| Protacol |SSL v|

Service Group State (49 ENABLED

Members ‘\Monitors ‘llndvanced " 55L Settings \'t

[ 55l Parameters. .. ” Ciphers... ]

-Available

~Configured

Certificates Type

CRL Mandatory

ns-server-certificate
sapwip.key . pair
sapwip”h, key, pair
SAPPortal key . pair

Cettificates
= SAPPortal.key . pair
Add as Ca =

| < Remove |

Install. ..

Client Certificate

I [o]4 I[ Close ][ Help ]

Configure SSL Params |

~Protocol

S5Lv3

TLSw1

~Others

Berver Authentication|

I OF I[ Close ][ Help ]




Create Server Groups for the SAP Composite and ERP Servers, using the SSL Protocol, on ports 50001

& 50201. Use the https-ecv monitor.

Configure Service Group E‘

Service Group Name* | SAPCompositessL

| Pratocal [+~ |

Service Group State (49 ENABLED

Members | Moritors |, Advanced | S50 Settings |

L. . . H ] T

Port+ =

-Specify Member(s) rConfigured Members
IPBased () Server Based Server Name | IP Address [Part [ wieight| server 10 Member state
1P Address Range, SAPComposite 102,033 50001 1 S0001 @ UP
SAPComposite  10.2,0.33 50201 1 sozot (@ Up

Enabls Member

Configure Service Group ['X\

Service Group Name® |SAPCDmpositeSSL

‘ Frotocal | 550 = |

Service Group State (@) EMABLED

Mernbers '\ Monitars ' Advanced * SSL Settings |

Configure Service Group

Service Group Mame™® ‘SAPERPSSL

Service Group State (@ ENABLED

Members | Monitars ' Advanced | S5L Settings |
rSpecify Member(s)—————

PBased () Server Based
IP Address Range

[ Ak |
e [ <Bemove |

Enable Mernber

ns-server-certificate
sapwip.key . pair
sapwipCh, key pair
SAPPortal.key, pair

| sstparameters... || Ciphers .. J

Availabl C

Certificates Certificates Type CRL Mandatary

ns-server-certificate

lsapvip.key.pair Add as CA =

[sapvipCA.key.pair ————

S&PPartal.key. pair [ <Remove |

Install...
&
| Protocal |SSL '|
=
-Configured
ServerName | IP Address [Port [ wieight [ server 10] Member state
SAPERP 10.2.1.34 50001 1 50001 @ up
SAPERP 10.2.1.34 S0z01 1 50z01 @ up
| onitors petaik... |
Configure Service Group ril
Service Group Name* | SAPERPSSL | Protocal o <
Service Group Skate Q EMABLED
Members ', Moritors |, Advanced " 551 Settings ',
L S5L Parameters. .. I [ Ciphers... ]
il Ci
Certificates Type CRL Mandatory

Certificates
Add as CA =

| < Bemave ‘

Install...

For the SAP Composite and
ERP Servers, we did not
configure server certificate
authentication.

By default the Citrix system
will not authenticate the
backend web  server’s
certificate, but will still use
SSL as the communication
method.

This configuration assumes
that the server’s certificate is
trusted by Citrix Application
Switch.
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From the GUI, select
NetScaler= LoadBalancing
- Add.

Specify the SSL protocol
and the port 50001.

Our front-end IP Address for
the SAP Portal is the same,
10.2.1.63, as the Load
Balancing VIP, and we can
do this because the port
number is different.

Select the SAPPortalSSL
group we created in the
previous step.

Create SSL Virtual Server Objects (VIPs)

Similar to the procedure we implemented for Load Balancing, we create Virtual Server Objects or Virtual
IP Addresses (VIPs) for our front-end SSL connection. The only difference is here we specify the SSL
protocol and the port numbers 50001 - the port that SAP uses for HTTPS communication.

Create Virtual Server, (Load Balancing)

Name* | SAPPortalssL

Protocal [SSL

b l Port*

[]Metwork YServer Range

fctivate All Deactivate &l Add Service Group

Directly Addressable [w] Enable after creating

Find

| Paddress* 10 .2 .1 .53

[]1Pve

| 50001

Services | Service Groups \Policies \Method and Persistence \.ﬁ.dvanced \SSL Settings \

Active |Service Group Mame |Prntnco|
L SAPCompositeService HTTP
L SAPPartalService HTTP
| SAPERPService HTTFP
L SAPCompositeSSL S5l
O SAPERPSSL S5l
SAPPOrtalssL 551

I Create I [ Close ][ Help ]




SSL Load Balancing Methods & Persistence

The same load balancing methods and persistence for HTTP connections are available for HTTPS
connections. In order to direct HTTPS traffic correctly to SAP 7.0+ servers, the Citrix Application Switch
must be configured to persist traffic based on the value in the SAP cookie ‘saplo_*" issued from the SAP
servers. This applies to the SAP Portal, Composite and ERP servers. For backward compatibility with
SAP 6.49, the Citrix Application Switch should be configured to persist traffic based on the value in the

SAP cookie ‘USESSIONID’ issued from the SAP servers.

By default the Citrix Application Switch uses the ‘Least Connections’ load balancing algorithm, until a

value is issued to ‘saplo_*" and/or ‘JSESSIONID’ cookies.

Create Virtual Server (Load Balancing) rz|
Name* [5aPPortalssL | Paddess* 10 .2z .1 .53 [J1rve
Protacol 3L - part* 50001 |
|| Metwork YServer  Ranas Directly Addressable [w] Enable after creating

Services \Service Groups \Pohcies " Method and Persistence \Advanced ‘nl S5L Sethings \
LB Method
Rule |HTTR,REG, COOKIE YALLE "sapl Configure...
B
Persistence
Persistence [RuLE -] HTTP.REQ, COOKIE. YALUE("JSES
=
EBiackup Persistence [NONE V]
Backup Timeout {mir)
Metmask
| Create I [ Close ] [ Help ]

Create Virtual Server [Load Balancing) rz\

Name*  [sapPortalssL | paddess* 10 .2 .1 . 53 P

Protacal [SSL

~| pore [s0001

[ Metwark ¥Server Range

Directly sddressable [v] Enable after creating

Services \Sarvice Groups \Policies \Methnd and Persistence \Advanced " S5L Settings \

sapwip. key . pair
sapwipCa. key. pair
SAPPartal key  pair

Install...

[ 551 Parameters... I [ Ciphers... ] [ 55L Palicies... ]

Available Configured

Certificates Certificates |Typa ‘ CRL Mandatory
ns-server-certificate apvip. key pair Server Certificate

sapvipCh.key.pair A Certificate | 4]

I Create I[ Close ][ Help ]

Select the ‘Methods and
Persistence’ tab. Select the
LB Method = Token and
configure a rule to extract
the value from the ‘saplb_*’
cookie.

SAP 7.0+:

The rule for ‘saplb_*" cookie
persistence:
HTTP.REQ.COOKIE.
VALUE(“saplb_*")

SAP 6.49:

The rule for ‘JSESSIONID’
cookie persistence:
HTTP.REQ.COOKIE.
VALUE(“JSESSIONID”)

Configure  the  Server
Certificateand CACertificate
for the front-end HTTPS
connections.

The  Citrix  Application
Switch will now serve as the
SSL termination point for all
incoming client traffic.
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Repeat the steps and create
SSL VIPs for the Composite
and ERP servers.

Create Virtual Server (Load Balancing)

Name* | SAPComposkessL

Protocal [SSL

| Poddess* 10 .z .0 .53

3
[1Pve

b’ ] Port*

|:| Metwork YServer Range

[50001

Directly Addressable ] Enabls after creating

Services * Service Groups \ Policies \Method and Petsistence \ Advanced \SSL Settings \

Activate All Deactivate All Add Service Group

Find

Active ‘ Service Group Name | Praokacol
] SHPCompositeService HTTP
L] SAPPartalService HTTP
L] SAPERPService HTTP
SAPCompositeSsL 550
[3] SAPERPSSL saL
] SAPPartalssL 350

Create Virtual Server (Load Balancing)

Create Virtual Server (Load Balancing)

Mame* |SAPComDoslteSSL

Protacal [SSL

[ ] Metwork WServer Range

Services \ Service Groups \Policwes \Mathod and Persistence ‘\Advanced " 551 Settings \

| IPAddress® 10 .2 .0 .53
'] Fart*

Directly Addreszable [w| Enable after creating

3]
[]1Pve

[50001 |

[ S5L Parameters. .. I [ Ciphers. .. ] [ 55L Policies. .. ]

Available Configured

Certificates Certificates |Type |CRL Wandatory
ns-server-cettificate AoC2 capvip.key pair Server Certificate

sapvip.key pair Add as CA = sapvipCA.key pair  CA Certficate 4]

sapvipCA.key . pair
SAPPortal key, pair

Name® | SAPERPSSL

| 1P address* |10

Protocal [SSL

Install...

-2 .1 .54

[1Pve

b’ ] Port*

|:| Metwork YServer Range

[50001

Directly Addressable ] Enabls after creating

Services * Service Groups \ Policies \Method and Petsistence \ Advanced \SSL Settings \

Activate All Deactivate All Add Service Group

I Create I[ Close ][ Help ]

Find

Active ‘ Service Group Name | Praokacol
] SHPCompositeService HTTP
L] SAPPartalService HTTP
L] SAPERPService HTTP
3] SAPCompositessL 550
SAPERPSSL saL
] SAPPartalssL

Create Virtual Server (Load Balancing)

Name* [SAPERPSSL

Protocal ISSL

[ ] Metwork WServer Range

Services \ Service Groups \Policwes \Mathod and Persistence ‘\Advanced " 551 Settings \

EA Directly Addressable [w] Enable after creating

| IP Address* 10 .z .1 . 54

'] Port*

[ S5L Parameters,., I [ Ciphers, ., ] [ 55L Policies. .. ]

Available Configured

Certificates Certificates |Type |CRL Mandatory
ns-server-cettificate fdd > apvip.key pair Server Certificate

sapvip.key pair Add as CA = sapvipCh.key. pair  CA Certificate L]

sapvipCA.key . pair
SAPPortal key. pair

Install...

[]1IPv6

[50001 |

I Create I[ Close ][ Help ]
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From the GUI, select

NetScaler = Integrated
Caching = Polices =
Add.

Add a policy to look in the
Responses for the Cache-
Control Header “max-age”.
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Caching

Caching for SAP Applications

The Integrated Caching feature of the Application Switch helps optimize the delivery of web content and
applications. SAP has architected their applications to make use of browser caches for static content,
and thus sends directives to the browser cache through the Cache-Control header in responses to the
client.

If static content is considered cache-able by SAP, an HTTP Header “Cache-Control: max-age=86400"
will be sent along with the object. This is the equivalent to 24 hours, and is configurable by the customer.
This is typical for many of the files of type .gif, .jpg, .js and .css. The SAP servers also respond to clients
browsers with 304-not modified headers if the content hasn’t changed, similar to the function that the
Citrix Application Switch would provide.

SAP recommends that dynamic caching not be implemented for their applications.

In order to cache static content for SAP Applications, the default Citrix caching policies will catch the
header “Cache-Control” with the string “max-age”, as well as others that can be found in the Appendix
of the Installation and Configuration Guide V2. In Citrix v8.0 the default caching policies are not visible
and the hit counters cannot be viewed. If you want to see the hit counter, you can manually add the rule
to look for the “Cache-Control” header with the string “max-age”. Any other caching policies are at the
discretion of the end-user.

Create Cache Policy fgl

Mame* ‘SAP_cache_contro\_haader |

Action | CACHE = store in Group [DEFALLT -

Expression \Inval\dation Parameters \

Expression

Expression

RES.HTTP HEADER Cache-Control CONTAINS maxz-age

Add Expression

Match Any Expression W | Add...

wpression Type |General -
= EpreEs T E Flow Type Protocol  Gualifier Operataor Walue®
i Bmessn [res =] [HTTR =| [HEADER =] [conTamns =] [macage |
Header Mame* |Cache-(nntrnl | Length ‘ | Offset ‘ | [Enter the value |
o]
I Create I[ Close I[ Help ]




Cache Policy Activation f De-activation

The priority of invalidating policies will always be lesser than that of other policies.
The priority of request policies will always be less than that of response policies
Availabl rConfigured
Policy Marne Policy Mame |Pr|nr\ty |Precede Default Rules
Do_not_Cache SAP_cache_control_header 1
| add= |
‘ < Remove |
I [o]4 I [ Close ] [ Help ]

To activate the policy, from
the GUI, select NetScaler
= Integrated Caching =
Polices = Activate Policies.

Move the new policy to the

right, to override the default
rule.
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Compression

Compression for SAP Applications

The Citrix Application Switch compresses HTTP responses for browsers that are compression-aware.
In other words, for browsers that send the header “Accept-Encoding: gzip,deflate”. The Citrix switch
automatically compresses text and html. It does not compress images. With the system’s integrated
caching feature enabled, compressed content can be cached and served to compression-aware clients
without re-compression.

The Citrix Application Switch uses Intelligent response filtering: Responses with a content-length of
zero are not compressed. If the response is already compressed, it is detected and bypassed by the
compression engine. This enables origin sites to use server-based compression in conjunction with
Citrix's compression feature.

HTTPS is supported when encryption is performed by the Citrix system. The server’s responses are
compressed and encrypted before they are sent to the HTTPS client.

Compression works by defining service/service groups and compression polices. Services/service groups
are entities that are logical representations of applications on the physical servers. The compression
policies enable the system to identify the content that needs to be compressed. A compression policy
consists of an expression and an action. An expression is created to identify the files entering the system,
for example, HTML files, text files, js files, or css files. An action defines the action the system performs
on the file identified by the expression. For example, you can configure a compression policy comprised
of an expression that identifies javascript files and an action that compresses the javascript files.

You can enable compression to be applied globally to all traffic or to individual virtual servers (VIPs) where
the compression policies are bound to a load balancing vserver. This allows the compression policies to
be evaluated for only the services bound to that vserver.

Note:

With the system’s integrated caching feature enabled, compressed content can be cached and
served to compression-aware clients without re-compression.

When the “Compress” action is set, the system uses the GZIP algorithm to compress data for
browsers that support either GZIP or both GZIP and DEFLATE. Similarly, the system uses the DEFLATE
algorithm to compress data for browsers that support the DEFLATE algorithm. If the browser does not
support either algorithm, and the action has been set to COMPRESS, the system does not compress
data.



SAP Application non-compressible content types

Flow
response
response
response
response
request
request
request
request
request
request
request
request
request
request
request
request
request

Content type
application/zip
application/pdf

content/unknown

[unknown]
/*.Zip
/*.cs

/*.rar

/*.ar

/*z

/*.9z
/*.tar
/*.1zh
/*.cab
/*.hgx
/*.ace
/*.ear
/*.compressed

Expression

RES.HTTP.HEADER Content-Type CONTAINS application/zip
RES.HTTP.HEADER Content-Type CONTAINS application/pdf!
RES.HTTP.HEADER Content-Type CONTAINS content/unknown
RES.HTTPHEADER Content-Type CONTAINS [unknown]

REQ.HTTP.URL CONTAINS /*.zip
REQ.HTTP.URL CONTAINS /*.cs
REQ.HTTP.URL CONTAINS /*.rar
REQ.HTTP.URL CONTAINS /*.arj
REQ.HTTP.URL CONTAINS /*.z
REQ.HTTP.URL CONTAINS /*.gz
REQ.HTTP.URL CONTAINS /*.tar
REQ.HTTP.URL CONTAINS /*.Izh
REQ.HTTP.URL CONTAINS /*.cab
REQ.HTTP.URL CONTAINS /*.hgx
REQ.HTTP.URL CONTAINS /*.ace
REQ.HTTP.URL CONTAINS /*.ear

REQ.HTTRP.URL CONTAINS /*.compressed

SAP Application compressible content types

Flow
response
response
request
request
request

Content type
text/*
application/*
* html

*.htm

*ixt

Expression

RES.HTTP.HEADER Content-Type CONTAINS text?
RES.HTTP.HEADER Content-Type CONTAINS application

REQ.HTTP.URL CONTAINS /*.html
REQ.HTTP.URL CONTAINS /*.htm
REQ.HTTP.URL CONTAINS /*.txt

Citrix automatically compressed content types

Flow

response
response
response
response
response
response
response

response

Content type
text/html
text/plain
text/xml
text/css
text/rtf

application/msword
application/vnd.ms-excel

application/vnd.ms-

powerpoint

Expression

RES.HTTP.HEADER Content-Type CONTAINS text
RES.HTTP.HEADER Content-Type CONTAINS text
RES.HTTP.HEADER Content-Type CONTAINS text
RES.HTTP.HEADER Content-Type CONTAINS text/css
RES.HTTP.HEADER Content-Type CONTAINS text
RES.HTTP.HEADER Content-Type CONTAINS application/msword
RES.HTTP.HEADER Content-Type CONTAINS application/vnd.ms-

excel

RES.HTTP.HEADER Content-Type CONTAINS application/vnd.ms-

powerpoint

1. SAP Recommends not compressing pdf files, although it is technically possible.
2. Optional as Text will automatically be compressed by Citrix default compression policies.

Action

NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS
NOCOMPRESS

Action

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

Action

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

COMPRESS
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From the GUI, select
NetScaler = Compression
- Configure CMP
Parameters.

Change the default from
57344 to 8192.

From the GUI, select
NetScaler = Compression
= HTTP = Add.

Notice  this  set of
compression policies is for
the response flows.

Set the  compression
response action to
NOCOMPRESS.  Several
expressions can be

combined in an “OR”

matching algorithm.
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Configuring Compression for SAP Application

For SAP Applications, the Citrix Application Switch uses some default compression policies, along
with some custom policies that you must configure. Additionally, in order to offload the compression
calculation from the SAP servers, you need to remove the Accept-Encoding header’s from the client
requests, this way the Citrix Application Switch will end up doing all the compression work, and the SAP
servers will not have to be burdened with that. If for some reason, SAP sends a compressed response,
the Citrix Applicaiton Switch will not try to re-compress it, and will pass it through.

The default minimum object size for compression in 56k, however SAP recommends setting this to 8k.

X

Configure CMP Parameters

Quantum size

Compression level

Setver-side compression

[ ] Hewristic basefile: expiry

Threshold ratio For heuristic expiry

History weightage For heuristic expiry |5IZI |

5192] |

[Optima|Minimum amounk of data ko o

am

100 |

I [0 4 I[ Close l’ Help ]

It is important to understand what SAP considers to be non-compressible content vs. compressible
content, as referenced in the preceding tables. We configure the expressions for non-compressible
content first, and if they match we don’t compress them. If any of the later compressible content type
expressions match, we then compress that content. We take advantage of some of the built-in policies

as well.

Configure Compression Policy

Policy Marne

| no_compress_resp

x]
|

Response Action [NOCOMPRESS

v] ﬂew... @ Miew... |

Expression

Expression

RES.HTTP.HEADER Content-Type CONTAINS application)zip
RES.HTTP,.HEADER Content-Type COMTAINS applicationfpdf
RES.HTTP.HEADER Content-Type COMTAINS contentiunknown
RES.HTTP.HEADER Content-Type CONTAIMS [unknown]

Match Any Expression W ‘ &dd... @ E | @ @
Marmed Expressions ’General v] ’cache_stati-:_req_apps v] @ Add Expression
-
Preview Expression =
-
I Qk I [ Close ] [ Help ]




Configure Compression Policy : Add the additional policies
for the request flows.

Policy Marme |no_com|:uress_req1 |
Response Action | NOCOMPRESS v| [ new... [T view... | Set the  compression
~Expression response action to

NOCOMPRESS. Again,
several expressions can
be combined in an “OR”
matching algorithm.

Ex:pression

RECLHTTP.ORL CONTAIRS [*.2ip
REGQLHTTP.URL COMTAINS [*.cs
REQ.HTTP.URL COMTAINS [*.rar
RECLHTTP.URL CONTAINS [*.ar]
RECLHTTP.URL COMTAINS [*.z
RECLHTTP.URL COMTAINS [*.qz
DEC HTTE IR ¢~ AkITATRS (F Far

Match Any Expression W Add... Madify,.. E Rermove | @ anvo @ oR (+ O+ - -

Mared Expressions [General v] [cache_static_req_apps v] @ Add Expression

REQHTTP.URL CONTAINS f*. ppt || REQHTTP.URL COMTAIMS J*,ppk: || REQUHTTP.LIRL e

Previen EXpression | -t ra s b e || REQ.HTTR, URL COMNTAINS f* xlss || RECLHTTR, URL COMTAINS [*.dac || [=]

I oK I[ Close l[ Help ]

Configure Compression Policy

Policy Marme |no_com|:uress_req2 |
Response Action | NOCOMPRESS - Hew
~Expression

Ex:pression

FECLHT TP UOREL CUMTALNS ™20
RECLHTTP.URL CONTAINS [*.cab
RECLHTTP.URL COMTAINS {*.hgx
REGQLHTTP.URL CONTAINS [*.ace
REGLHTTP.URL COMTAINS [*.jar
REGQL.HTTP.URL COMTAINS [*.sar
RECLHTTRLRE COMTAIMNS %, romnresssd

Add... Madify,.. E Eemove

Match Any Expression W @ - @ oR (+ 0+ - I

Mared Expressions [General v] [cache_static_req_apps v] @ Add Expression

REQHTTP.URL CONTAINS f*. ppt || REQHTTP.URL COMTAIMS J*,ppk: || REQUHTTP.LIRL e

Previen EXpression | -t ra s b e || REQ.HTTR, URL COMNTAINS f* xlss || RECLHTTR, URL COMTAINS [*.dac || [=]

I oK I[ Close l[ Help ]
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We now add the policies for
the compressible content
types.

Notice  this set of
compression policies is for
the response flows.

Set the  compression
response action to
COMPRESS. Several

expressions can be
combined in an “OR”
matching algorithm.
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Create Compression Policy

Policy Marme |compress_res_text

Response Action | COMPRESS

V] Mew. .. @ WView,

~Expression

Ex:pression

RES HTTP.HEADER Content-Type COMTAINS text

@ svo @ o+ 0+ (- )

Match Any Expression W | Add... Madify,.. E Eemove

Mamed Expressions [General v] [ESPoIicy v] @ Add Expression

. . REQ.HTTP.URL == [* && RES,HTTP.HEADER Content-Type COMTAIMS bext/hml
Preview Expression

I Create I[ Close ][ Help ]

X

Create Compression Policy

Policy Marme |compress_res_application

Response Action | COMPRESS

V] Mew. .. @ WView,

~Expression

Ex:pression

RES.HTTP.HEADER Content-Type CONTAINS application

Match Any Expression W | Add... Madify,.. E Rermove| @ Anvo @ oR (+ 04+ - -

Mamed Expressions [General v] [ESPoIicy v] @ Add Expression

. . REQ.HTTP.URL == [* && RES,HTTP.HEADER Content-Type COMTAIMS bext/hml
Preview Expression

I Create I[ Close ][ Help ]

X




Configure Compression Policy

Policy Marne |compress_req_htmltext |
Response Action | COMPRESS v| [ new... @) view... |
~Expression

Expression

REC.HTTP,URL COMTAINS 1, hbml
REC.HTTP,URL CONTAINS f* htm
RECLHTTR,URL COMTAING f* bt

Match Any Expression W ‘ Add... Madify... Eermaove

@® v @ oR (+ 0+ (-

).

Marmed Expressions ’General v] ’cache_stati-:_req_apps v] @ Add Expression

REQ.HTTP.URL COMTAING [*.ppt || REQ.HTTP.LURL COMTAIMS [*.pptx || REQ.HTTP.LRL

Preview EXpression | -t atis [ xls || REQ.HTTR.LRL CONTAINS /* s || RECLHTTR.LRL CONTAINS [*.dac ||

e
-

FY

I Qk I[ Close ][ Help ]

Bind/Unbind Compression Policy(s) to Global

~Available ~Configured
Policy Mame Policy Mame Priority |State
no_compress_reql 100
no_compress_req2 110
~||lcompress_req_htmltext 200
| Add > | no_compress_tesp 1000
|W| compress_res_text. . 2000
' ||compress_res_application 2010
ns_niocmip_xml_ie 8700
ns_nocmp_rmozilla_47 3300
ns_Cmp_mscss 8900 [This table shows all Cor
ns_cmp_msapp Q000 [w]
ns_cmp_content_type 10000
| ok I[ Close l[ Help ]

Note:

Compression policies can be enabled on an individual VIP basis, under Load Balancing =  Virtual

Servers = Open = Policies.

Notice  this set  of
compression policies is for
the request flows.

Set the  compression
response action to
COMPRESS. Again,
several expressions can
be combined in an “OR”
matching algorithm.

Now we need to activate the
compression policies. From
the GUI, select NetScaler =
Compression = HTTP =
Global Bindings.

Wegiveeachpolicyapriority.
The lower the priority takes
precedence in evaluation.

We place the no-compress
policies higher in the stack,
and the compress policies
lower in the stack. If the
evaluation falls  through
the no-compress policy
evaluation, it is most likely
compressible.

Request policies need to
be evaluated first before
response policies. The
default policies contain the
prefix ‘ns’.
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GUI,  select
Rewrite =

From the
NetScaler =
Actions = Add.

We first create a rewrite
‘action” to delete the
Accept-Encoding  header
on it's way to the back-end
SAP servers.

From the GUI, select
NetScaler =  Rewrite =
Policies = Add.

We then create a rewrite
‘policy’ toengagetherewrite
action. Giveitanexpression
value of “TRUE".
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Disabling Compression on SAP Application Responses

There are two ways to disable compressed content in responses from the SAP Application. 1) Remove
the Accept-Encoding headers from the client requests and/or 2) Disable compression on the Service
within the Citrix Application Switch. Disabling the compression algorithm on the SAP server free’s it up
to perform other duties and allows Citrix to offload the compression calculation, along with it's other
Applicaiton acceleration technologies. If for some reason, SAP still sends a compressed response, the

Citrix Applicaiton Switch will not try to re-compress it, and will pass it through.

Removing Accept-Encoding headers

One way to offload the compression calculation from the SAP servers is to remove the Accept-
Encoding header’s from the client requests, this way the Citrix Application Switch will end up doing
all the compression work, and the SAP servers will not have to be burdened with that workload. This

procedure is actually done within the Rewrite engine of the Citrix Application Switch.

Create Rewrite Action B|
Name® |act_remAcceptEncading] |
Type* |DELETE_HTTP_HEADER -

Use this action type to delete headers,
Header Nams
Accept-Encading
Header Hame |

Valug
Pattern
In string expressions, string constants and expressions can be concatenated
with "+" operator, Please make sure that string constants are enclosed in
double quotes.
[] Bypass Safety Check

(=]

Create Rewrite Policy

3

Mame™* | pol_remacceptEncoding

Action® [act_remAcceptEncoding

'] Hew.., E)I Madify... |

Undefined Action [NOREWRITE

7

rExpression

TRLE

add... [l Modify

Advanced Free-Form W

a Bermove

@ snvo @ or (+ 0+ (- - ||

I Create I[ Close ][ Help ]




Rewrite Policy Manager

| - Request Override
: “.u, pol_remAcceptEncading
i3 Request Defaulk
&% Respanse Override
- Respanse Defalt
=) Folicy Label

Configured Palicies \ available Policies
-2 Global i % pol_remAcceptEncading

Related Tasks E

Create new rewrite policy
[ Modify rewrite policy

[Z) Show bindings

k) Remove rewrite policy

Details A

% pol_remAcceptEncoding
Action: act_remAcceptEncoding
Undefined Action: NOREWRITE
Rule: TRUE

Hits: 11294

Undefined Hits: 0

Active: fes

Bound To: GLOBAL REQ_OYERRIDE
Priority: 10

Goto Priority Expression: END

Disabling compression on the Citrix VIP’s

The other method for disabling compression, is to disable it on the Service or Service Group that talks

directly to the backend SAP servers.

Configure Service Group

Service Group Name™® |SAPPorta\Servlce

| Prokacal |17

Service Group State () ENABLED

Mambers \Mnmtnrs " Advanced \SSL Settings \

r Thresholds

Max Clients 500

Max Bandwidth (kbits)

Monitor Threshold

rldle Timeout (secs)

Cliert [ 150

| Server |360

—Settings [ | Ove

[] Client IP - Header l:l

] Client: Keep-Alive TCP Buffering || Compression

i

|—Cache Redlirection Options

I ’—mhela

| [=

o) (o= ) (5]

From the GUI, put the
mouse cursor on NetScaler
- Rewrite. The select
Rewrite Policy Manager.

Grab the rewrite policy
under Available Policies,
and drag it over to Request
Overrides.

All requests going to the
back-end SAP  servers
will not have the Accept-
Encoding header.

If you don’t want to do this
on a Global basis, you can
assign this policy to the
individual VIP.

From the GUI, go to System
- Load Balancing =
Service Groups =  Open
= Advanced. De-select the
Compression box.
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Rewrite

Rewrite for SAP Applications

The Citrix Application Switch Rewrite feature is a general-purpose HTTP header and body modification
utility. It allows you to add HTTP headers to an HTTP request or response, make modifications to
individual HTTP headers, and delete HTTP headers. It also gives you control over modifying the HTTP
body in requests and responses. This becomes a powerful tool for providing flexibility for the SAP
Enterprise SOA architecture.

In the proof of concept developed for this guide, the re-write feature was used specifically the re-writing
of content body maching-to-machine, soap:xml requests, and that all requests could be served by the
Citrix Application Switch, Load Balanced and transported over secure communications using HTTPS
with a non-standard port 50001 to the SAP Composite Application Framework and ERP Servers.

Because the Citrix Application Switch performs request and response, header and body rewrites this is
made possible. Although in this case, header re-writes were not necessary because the Load Balancing
function takes care of this automatically. Here we show how to use content body re-writes.
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Firstwe configure the rewrite
actions for the two backend
SAP Composite Application
Framework servers.

From the GUI, select
NetScaler =  Rewrite =
Actions = Add.

The first two rewrite actions
areperformedonthecontent
body for HTTP connections
between the Citrix and the
SAP Composite server.

We are replacing any
occurrence of the hostname
“http://vsv20000:50000” or

“http://vsv20000:50200”
with our Citrix VIP of “http://
sapcenv:50000” in the body
of all responses that are
sent through the Citrix to
clients.

The next two rewrite actions
are for HTTPS connections
between the Citrix and the
SAP Composite server.

We are replacing any
occurrence of the hosthname
“http://vsv20000:50000” or

“http://vsv20000:50200”
with  our Citrix VIP of
“https://sapcenv:50001” in
the body of all responses
that are sent through the
Citrix to clients.

46

Configure Rewrite Action &‘

Name* | act_repSAPWSILBody1 |

Typet*
Use this action type to replace all references of specified text
with custom text in request f response,

Expression to choose target text references

HTTR.RES.BODYY 10000000}

String expression For replacement kext

"http:ffsapceny:50000"

Pattern

[String expression For replacement

http:ffvsv20000:50200

In string expressions, string constants and expressions can be concatenated
with "+" operatar, Please make sure that string constants are enclosed in
double quotes,

[] Bypass Safety Check

IQK || Close || Help |

Configure Rewrite Action

X

Marme™* |act,repSAPWSILBDdylssI |

Type®

Use this action type to replace al references of specified text
with custom text in request [ response,

Expression to choose target text references

HTTP.RES.EQDY(10000000)

String expression For replacement bext

"https:{isapoeny:50001"

Pattern

http:  fusvZ0000: 50200

I”_ Strqu, expressions, string con Ld”ul Pattern ko be used For insert_before_all, insert_a
with "+" operator. Please make sure MET St Cor s tar s are Breose T

double guotes,
[] Bypass Safety Check

Rewrite for SAP Composite Application Framework

Configure Rewrite Action

3

Name* | act_repSAPWSILEody2 |

Type*
Use this action type to replace al references of specified tenxdt
with custom text in request [ response,

Expression to choose target text references

HTTP.RES. BODY{10000000)

String expression For replacement text

"http: }}sapceny:50000"

Pattern

http: ffvsw20000:50000

In string expressions, string constants and expressions can be concatenated
with "+" operator, Please make sure that string constants are enclosed in
double guotes,

[ Bypass Safety Check

I (0] 4 || Close || Help |

Configure Rewrite Action gl

Mame™ |act7repSAPWSILBody255\ |

Type™
Use this action type to replace all references of specified text
with custom text in request f response,

Expression to choose target: text references

HTTP.RES.BODY{10000000)

String expression For replacement bext

"https:/fsapeeny:50001"

| Close H Help |

Pattern

http: ffvswZ0000: 50000

In string expressions, string constants and expressions can be concatenated
with "+" operator. Please make sure that string constants are enclosed in
double quotes.

[] Bypass Safety Check

oK ‘ Close: || Help |




Modify Rewrite Policy

Mame* |po|_repSAPWSILBody1

Action® [act_repSAPWSILEUdyl

'] Hew... E’l Madify... |

Undefined Action [NOREWRITE

d

-Expression

TRUE

Advanced Free-Formn @ PYPBN Modify Rewrite Policy
Mame™ |po|_repSAPWSILBody2 |
Action® [act_repsapwsiLBody2 ~| [ b @) modify... |
Undefined Action |NOREWRITE -
rExpression
TRUE
Advanced Frae-Farm W Add... Madify. .. B Rernove| @ avo @ orR (+ )+ (- - ”
I [o]4 I [ Clase ] [ Help ]
B x = |
Modify Rewrite Policy |§|
Mame* |po|_repSAPWSILBodylss\ |
Action® [act_repsapwsILBody1ssl - pew... (7] Modify... |
Undefined Action |NOREWRITE -
rExpression
TRUE
Advanced Frea-Form W Add... modify... [l Rernove| @ oo @or - 0+ (- -
odify Rewrite Policy

Mame* |pu|_rEpSAPWSILBDdy2ss\

Action® [act_repSAPWSILEodstsl

~| Ry & Mod@...|

Undzfined Action [NOREWRITE

rExpression

TRUE

add... [l modife... [l Remove

Advanced Free-Form W

® o @ or i+ 0+ (- - ”

I o I[ Close ][ Help I

Second we configure the
rewrite policies for the two
backend SAP Composite
Application Framework
servers, to engage the
rewrite actions we just
created.

Give the policy a name,
invoke the action, and give
them an expression value of
TRUE.

From the GUI, select
NetScaler =  Rewrite =
Policies = Add.

The first two rewrite policies
are for HTTP connections
between the Citrix and the
SAP Composite server.

The next two rewrite policies
are for HTTPS connections
between the Citrix and the
SAP Composite server.
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The last and  most
important step is to bind
the rewrite policies to the
SAP Composite  server
VIPs, both the HTTP and
HTTPS.

From the GUI, go to System
— Load Balancing = <Ib
vip> = Open = Policies.

Find the rewrite policies for
the SAP Composite server
for HTTP in the list, select
them, give them a priority
and set the goto expression
to NEXT.
Repeat for the HTTPS
policies.
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Create Virtual Server (Load Balancing)

X

Name* | SAPCampositeTe

| paddress* 10 .z .0 . os3 [1Pve

Fratacal |HTTP

MR B \

[ ] Network YWServer  Range

Services | Service Graups * Policies \ Methad and Persistence ' Advanced ' 551 Sethngs

Directly Addressable [v] Enable after creating

Activate All Deactivate All Add Policy \_ Find
Active |PD|\CY Mame |Type Priority Goto Expre,.. |F\ow Type |Invuke Type |Invoke Mame |
pal_remAcceptEncading Rewrite 0= -
pol_repSAPWSILBody1 Rewrite 100 | S {MEXT
pal_repSAPWSILBody2 Rewrite 200 | 5 {MEXT
[[] pel_remTE [polrepsAPWSILEody2] 915
[ pol_repver Rewrite =
[[]  pol_repSaPWwSILERPEodyl Reewurite 0=
[]  pol_repSarySILERPEadyZ Rewrite [l=
[] rea_pol_rep_host Rewrite [l=
[ pol res_repLocation Rewrite Create Virtual Server (Load Balancing)
|:| pal_res_repHost Rewrite |
X MName*  |SAPCompositessl IP Address* 10 . 2 .0 .53 IPwiy
To set the goto expression value, double click | | LClPvs
Ta set the fiow type, invoke type and imvake | Protocd |ssL | partr |50001 ‘

[ Metwark ¥Server  Range Directly Addressable [w] Enable sfter creating

Services | Service Graups * Policies ' Method and Persistence | Advanced ' S5L Settings |

Activate Al Deactivate All Add Polic ‘ Find
Active |P0|icy' Mame ‘Type Priarity Goto ExprEs...lF\Uw Typ% Invoke Type |Ir|vc|ke Namal

[ pol_res_delLocationsn Rewrite 0 [ |

[ pol_res_delPortso Rewrite 0 =

[]  pol_res_repBodys0b Rewrite 0 =

[ pol_res_dellocationsib Rewrite 0=

[]  req_pol_deHasta0 Rewrits =

D req_pol_insHost80 Rewrite 0=

pol_repSAPW3SILEody 1ssl Rewrite 500 = MEXT

pol_repSAPWSILEody Zssl Rewrite &00 [ {NEXT

[1  pol_repSAPwSILERPEody1ss| Rewrite 0=

[]  pol_repSAPwSILERPEady2ss| Rewrite (1=

To set the goto expression value, double click on "Goto Expression” cell.

To set the fiow type, invoke type and invoke name value, single click on corresponding cell,

| Create || Close H Help |




Testing the Composite rewrite connection

To see if the rewrite is working properly, you can simulate the machine-to-machine interface by using
a web browser. Open a web browser and connect to the VIP on the Citrix, http://sapcenv:50000/

inspection.wsil, and https://sapcenv:50001/inspection.wsil.

If it is working properly the connection will be load balanced, persisted and the body content replaced

with http://sapcenv:50000, or https://sapcenv:50001 in the case of https.

<?xml version="1.0" encoding="UTF-8" 7=
- <wsiliinspection =mins:rmo="http://schemas.xmlsoap.org/soap/encoding/"

smins: sapwsil="http:/ /www.sap.com/ws/inspection/" smins:rl="http:/ /www.w3.0rg/2001/XMLSchema"
wmins:uddiwsil="http://schemas.xmlsoap.org/ws/2001/10/inspection/uddiv2 /"
xmins: sapwsdesc="http:/ fwww.sap.com/ws/2006/01/inspection/">
- <wsiliservices
<wsil:name=DocumentManagementCompositionBeanService=/wsil: names
<wsil:description referencedMamespace="http:ffschemas.xmlsoap.org/wsdl/"
location="https:/ /sapcenv:50001/DocumentManagementCompositionBeanService/DocumentManagementCompos
wsdlg&mode=sap_wsdl" />
- zwsil:description referencediamespace="http:/ fwww . sap.com/ws/2006/01/inspection/"=
- =sapwsdesc:sapWwsdescription>
- <services
<name>DocumentManagementGompositionBeanService</name:»
<wsdlNamespacexhttp:/fsap.com/nts/doc_managment/composite/</wsdlhamespace>
<wsdlName>=DocumentManagementCompositionBeanService</wsdlMamez

<wsdl=https://sapcenv:50001/DocumentManagementCompositionBeanService /DocumentManagementComp
wsdl&mode=sap_wsdl</wsdl>
</SErVicEs
- «serviceDefinition>
<localMame=DocumentManagementCompositionBean</localMames
<wsdlNamespace=http:/ /sap.com/nts/doc_managment/composite/</wsdlNamespace>
<wsdIName>DocumentManagementCompositionBean=/wsdNames>

<wsdl=https://sapcenv:50001/DocumentManagementCompositionBeanService /DocumentManagementComg
wsdl=interface®&mode=sap_wsdl</wsdl>
- <endpoint=
- «<binding=
<wsdlNamespace=http://sap.com/nts/doc_managment/composite/</wsdlNamespace:
<wsdlName>=DocumentManagementGompositionBeanBinding</wsdlName>

<wsdl=https:/ /sapcenv:50001/DocumentManagementCompositionBeanService /DocumentManagementG
wsdl=binding&mode=sap_wsdl</w=dl>

</hinding>

=portMame=DocumentManagementCompositionBeanPort</portName:

<endpointURL>https://sapcenv:50001/DocumentManagementCompositionBeanService fDocumentiManagen
style=default</endpointURL>

< /endpaoint: -
1 | _'l—l

p apce 000 pectio oso erne plore _ |0 x

J File Edit Wiew Favorites Tools  Help | -

J Q) Back » &3 - [x] 2 A ‘ - search =7 Favorites 421 | - B Feue ]

Jngdress I@ https: jisapoeny 50001 jinspection . wsil j Go
-

zmilns: wsil="http:/ fschemas.xmlsoap.org/ws/2001/10/inspection/" —
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Rewrite for SAP ERP

Configure Rewrite Action

Firstwe configure the rewrite
actions for the two backend

X

SAP ERP servers. Mame™ | act_repSAPWSILERPBody1 |
Type*
Lize this action type to replace all references of specified text
FI’OI’T] the GU', SeleCt with custom text in request [ response,

1 Expression ta choose target text references
NetScaler =  Rewrite =
ACtlonS - Add HTTP.RES.EQDY¥(10000000)

String expression for replacement kext

The first two rewrite actions vy T————"

areperformedonthecontent

body for HTTP connections Patterm

between the Citrix and the hitpfv=420101:50200 Configure Rewrite Action =

SAP ERP server.

) ) Name* | act_repSARWSILERPEody2
In string expressions, string constants and expressions can be concatenated e [act_rep = |

with "+" operator. Please make sure that string constants are endozed in Type*
We are I’ep|aCing any GUE QUEIES: Use this action type to replace all references of specified text
occurrence of the hostname [ Bypass Safery Check with custom text in request [ response.
Expression ko choose target text references
“http://vsv20101:50000” or o ) [ chse || ter | HTTP.RES, BOC(L0000000)
“http://vsv20101:50200”
with our Citrix VIP of “http// String expression For replacement text
saperp:50000” in the body “hite:/isaperp:50000"

of all responses that are
sent through the Citrix to

Pattern

http:/jwsw20101:50000

clients.
In string expressions, string constants and expressions can be concatenated
The next two rewrite aotions with “+" operator, Please make sure that string constants are enclosed in
double quotes,
performed on the Content [] Bypass Safety Check
bodyforHTTPS connections
s K Cl Hel
between the Citrix and the L] [ J [ b0 ]
SAP ERP server.
Configure Rewrite Action rz|
We are replacing any
Name* |act_repSAPYSILERPRadylss |
occurrence of the hostname -
“http://VSVQO‘] 01:50000” or Use this action type to replace all references of specified text
« i i » with custom text in reguest | response,
http//VSV201 01 50200 Expression ko choose target text references
with our Citrix VIP of “https:// HTTP.RES,BODY(10000000)
saperp:50001 ”in the body Configure Rewrite Action E|
of a” responses that are String expression For replacement bext | ‘
L httns: Sonot” MName* |act_repSAPWSILERPEodyZss|
sent through the Citrix to peiffssvere e
C"ents- Use this action type to replace all references of specified text
Pattern with custom text in reguest | respornse.
http: ffusv20101:50200 Expression to chonse target text references
HTTP.RESBODY(10000000)
In string expressians, string constants and expressions can be concatenated
with "+" operator, Please make sure that string constants are enclosed in N X
double quates, String expression For replacement text
I Bypass Safety Check "https:jfsaperp:S0001"
Closs | ‘ delp | Pattern

htp: fivsy20101:50000

In string expressions, string constants and expressions can be concatenated
with "+" operator. Please make sure that string constants are enclosed in
double quotes,

[ Bypass Safety Check

I QK || Close || Help |




Modify Rewrite Policy

Marme* [pol_repsapwsILERPEady |

Action* [act_repSAPWSILERPBodyl

v] New... [7] Modify. . |

Undefined Action [NOREWRITE

-

rExpression

TRUE

Advanced Free-Form W | add... |

Modify Rewrite Policy

Mame* |Dul_repSAPWSILERPEUdy2

Action® [act_repSAPWSILERPBodyZ

Undzfined Action [NOREWRITE

rExpression

TRUE

add... [l modife... [l Remove

Advanced Free-Form W

® o @ or i+ 0+ (- - ”

I o I [ Close ] [ Help ]
Modify Rewrite Policy |Z|
Name* | pol_repSAPWSILERPEady1ss) |
Action® |act_repsaPwsILERPBody 1ss| ~| Nev... [Z) Modify... |
Undlefined Action |NOREWRITE -
rExpression
TRUE
Advanced Frae-Form W add... B modify,.. [l Rermove| @ anc @ or (+ 9+ (- - ||
Modify Rewrite Policy |'£
Name* | pol_repSAPWSILERPEady2ss] |
Actior® [act_repsaPwsILERPBody2ss| ~| Nav... [Z) modify... |

Undzfined Action [NOREWRITE

=)

rExpression

TRUE

add... [l modife... [l Remove

Advanced Free-Form W

® o @ or i+ 0+ (- - ”

I o I[ Close ][ Help ]

Second we configure the
rewrite policies for the two
backend SAP ERP servers,
toengagetherewriteactions
we just created.

Give the policy a name,
invoke the action, and give
them an expression value of
TRUE.

From the GUI, select
NetScaler =  Rewrite =
Policies = Add.

The first two rewrite policies
are for HTTP connections
between the Citrix and the
SAP Composite server.

The next two rewrite policies
are for HTTPS connections
between the Citrix and the
SAP Composite server.
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The last and most important
step is to bind the rewrite
policies to the SAP ERP
server VIPs, both the HTTP
and HTTPS.

From the GUI, go to System
— Load Balancing = <Ib
vip> = Open = Policies.

Find the rewrite policies
for the SAP ERP server
for HTTP in the list, select
them, give them a priority
and set the goto expression
to NEXT.
Repeat for the HTTPS
policies.

52

Create Yirtual Server (Load Balancing)

X

Mame* [SAFERPYIP

| paddess* 10 .z .1 .54 [ ]1Pve

Fratocal [HTTP

~| port [s0000 \

[ Metwark WServer  Range

Services | Service Graups * Policies \ Method and Persistence ', Advanced |, 551 Settings

Directly Addressable [v] Enable after creating

Activate All Deactivate Al Add Polic Find
Active |PD|\C\(’ Mame |Tvpe Priority Goto Expres., ., ‘ Flow Typellnvuke Type |Invoke Na...l
pal_rep¥er Rewrite 0 = -
pol_repSaPwSILERPBody 1 Rewrite 300 = MEXT
pal_repSAPWSILERPBody2 Rewrite 400 | < MEXT
[] reaq_pol_rep_haost Rewrite 0=
D pol_res_replocation Rewrite 0=
D pol_res_repHost Reuwrite 0=
[] pol_res_repBody Rewrite =
[] req_pol_rep_hostso Rewrite =
L pol_res_repLocationso Rewrite Create Virtual Server (Load Balancing)
|:| pol_res_repHosts0 Rewrite

To set the goto expression value, double click
To set the fiow type, invoke type and invoke

| 1P address™ |10

[Cl1pws

-] part* 50001 \

Name® [sAPERPSSL

Pratocol [SSL

[ Wetwark ¥Server  Range Directly Addressable [v] Enable after creating

Services \Serwce Groups * Palicies ‘I\ Method and Persistence \Advan:ed \ 551 Settings \

Activate Al Deactivate Al Add Palic Find
Active |Pn|icy' Mame |Type Priarity Gota Expre...lFInw Type‘ Irwoke Type |Invnke M. |

[1  pol_res_delLocationsn E ) = |

[ pol_res_delPortso Rewrite 0 [+

[]  pol_res_repBodysob Rewrite 0 =1

[ pol_res_delLocationsob Rewrite 0=

[ req_pol_deHosts0 Rewrite 0=

|:| req_pol_insHosts0 Rewrite 0=

[[]  pol_repSAPY¥SILEody1ss! Rewrite 0=

[[]  pol_repSAPY¥SILEody2ss! Rewrite 0=

pol_repSAPWSILERPEody 1ss| Rewirite &00 2 MEXT

pol_repSAPWSILERPEodyZss| Rewirite Q00 2 NEXT

To set the goto expression value, double click on "Goto Expression” cell.

To set the fiow type, invoke type and invoke name value, single click on corresponding cell,

| Create |[ Close ][ Help ]




Testing the ERP rewrite connection

To see if the rewrite is working properly, you can simulate the machine-to-machine interface by using a
web browser. Open a web browser and connect to the VIP on the Citrix, http://saperp:50000/inspection.
wsil, and https://saperp:50001/inspection.wsil.

If it is working properly the connection will be load balanced, persisted and the body content replaced
with http://saperp:50000, or https://saperp:50001 in the case of https.

p perp:5000 p 0 0S0 plo _ |0 x
J File Edit Wiew Favorites Tools  Help | -
J Q) Back » &3 - [x] 2 A ‘ - Search =7 Favorites 421 | - B Feue ]
Jngdress I@ https: jisaperp: 50001 finspection. wsilj j Go
<?xml version="1.0" encoding="UTF-8" 7= Il
- <wsiliinspection =mins:rmo="http://schemas.xmlsoap.org/soap/encoding/" I
zmilns: wsil="http:/ fschemas.xmlsoap.org/ws/2001/10/inspection/"
smins: sapwsil="http:/ /www.sap.com/ws/inspection/" smins:rl="http:/ /www.w3.0rg/2001/XMLSchema"
wmins:uddiwsil="http://schemas.xmlsoap.org/ws/2001/10/inspection/uddiv2 /"
xmins: sapwsdesc="http:/ fwww.sap.com/ws/2006/01/inspection/">
- <wsiliservices
<wsil:name=wsalvpdf/wsil:names
<wsil:description referencedMamespace="http:ffschemas.xmlsoap.org/wsdl/"
location="https:/ /saperp:50001/wsalvpdf/Config1?wsdl&style=documentBmode=standard" />
- =wsilidescription referencediamespace="http:f fwww.sap.com/ws/2006/01/inspection/">
- «sapwsdescisapWSdescriptions
- <servicex
<name>wsalvpdf</name>
<wsdlNamespace>urnwsalvpdfWsd«</wsdNamespaces
<wsdlName=wsalvpdf</wediName:
<wsdl=https://saperp:50001/wsalvpdf/Configl?wsdl&style=document&mode=standard</wsdl>
</fservices
- «serviceDefinition
<localMame=wsalvpdf¥i</localName:
<wsdlNamespace=urniwsalvpdfwsd/wsalvpdfvi</wsdiNamespace:>
<wisdiName=wsalvpdfVicz/wsdiName:=
<wsdl=https://saperp:50001/wsalvpdf/Configl?
wsdl=interfacefstyle=document&mode=standard=/wsdl>
- <endpoint>
- <hinding=
<wsdlNamespace>urn:wsalvpdfWsd /Configl</wsdiNamespace>
<wsdlName=ConfiglBinding</wsdlName=
<wsdl>https://saperp:50001/wsalvpdf/Configl?
wsdl=binding&style=document&mode=standard</wsdl>
</hinding>
<porthame=ConfiglPort</portName>
<endpointURL=https://saperp:50001 /wsalvpdf/Configl?style=document</endpointURL>
=/endpoint=
</serviceDefinitionz
</fsapwsdesc: sapwsdescription>
</wsil:description
< /wsil services
- <wsiliservice>
<wsil:name>ESReqgistry WS </ wsil:name
| sweail:drarrintinn referencrdramesnace="httn:f fechemas.xmlsnan.nrn/wedl /" | _lﬂ
1 r
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From the GUI, navigate to
NetScaler =  System =
Load Balancing = Service
Groups = <svC grp> =
Enable/Disable Members.

From the GUI, navigate to
NetScaler =  System -
Diagnostics = New Trace
= Run.
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Troubleshooting

Load Balancing

During initial connectivity to the Citrix Application Switch, if things aren’t working properly, get back to
basics. Try to configure a one-to-one relationship between the client and the backend server, through
the virtual server. You can do this by disabling all but one of the servers in the load balancing service
group.

Enable/Disable members of Service Group: SAPPortalService

Server Name |IP Address |Port |State

SAPPartal 67.97.253.86 50000 [

SAPPartal 67.97.253.86 50200 I+ OUT OF SERVICE
I Enable I | Disable | ’ Close ] [ Help ]

Run a trace

Running a trace will expose the flow of transactions between all points of interest, especially the client,
load balancing VIPs and backend servers. Traces are especially helpful when digging in to find out if
the proper headers are being exchanged between client <--> VIP and VIP <--> backend servers. A
trace can be run directly on the Citrix Application Switch. Once downloaded this file can be opened
and read with Wireshark, a free network trace utility, http://www.wireshark.org. By selecting the stream
of packets, and Follow TCP Stream inside of wireshark, you can see the headers for both requests and
responses.

Trace ‘Y‘

tepdump

nic =

35t Togtar Thu kpr 3 207445 200

Done

> shell

Last login: Fri Apr 4 00:25:07 from 10.21£.148.33
nstrace.sh -sz 0 -tcpdump 1 -nic 0

rootBalx-dut-2# nstrace.sh -sz 0 -tcpdump 1 -nic 0
Setting 1000 pages (4000 KB) of trace buffers ...
Enabling all nic trace mode=g ... Done.

Changing trace packet length from 0 to 0 ... Done.
Saving current trace data in file '/var/nstrace/nst|
Performance Data Record Version 2.0

»
(] (e ] [ ]



http://www.wireshark.org

Run a trace - on SAP Portal

Sometimes it is helpful to run a trace on the SAP server itself to see what headers it is receiving. This is
especially useful with HTTPS communications as the traces of wireshark taken from the interface level
are encrypted and unreadable.

To run a trace on the SAP Server, you have to set the http service property “httptrace” to “enable”.

The instructions for doing this can be found at http://help.sap.com/saphelp_nw70/helpdata/EN/52/
46f6a089754e3a964a5d932eb9db8b/frameset.htm.

This property can also be set via Visual Administrator Tool -> Dispatcher -> Services-> Http Provider.
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Appendix A - NetScaler Application Switch
Configuration

Primary NetScaler

> #NS8.0 Build 51.4

set ns config -IPAddress 169.145.91.205 -netmask 255.255.255.0
enable ns feature WL SP LB CMP SSL IC REWRITE

enable ns mode FR L3 Edge USNIP PMTUD

set interface 0/1 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor ON -trunk OFF -lacoMode DISABLED -
throughput O

set interface 1/1 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor ON -trunk OFF -state DISABLED -lacpMode
DISABLED -throughput O

set interface 1/2 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor ON -trunk OFF -state DISABLED -lacpMode
DISABLED -throughput 0

set interface 1/3 -speed AUTO -duplex AUTO -flowControl OFF -autoneg ENABLED -haMonitor OFF -trunk OFF -state DISABLED -lacpMode
DISABLED -throughput 0

set interface 1/4 -speed AUTO -duplex AUTO -flowControl RX -autoneg ENABLED -haMonitor OFF -trunk ON -lacoMode DISABLED -
throughput O

add ns ip 10.2.0.54 255.255.255.0 -type MIP -vServer DISABLED
add ns ip 10.2.0.53 255.255.255.255 -type VIP -snmp DISABLED
add ns ip 10.2.0.55 255.255.255.0 -vServer DISABLED

add ns ip 10.2.1.55 255.255.255.0 -vServer DISABLED

add vian 4

add vian 200

add vian 201

bind vlan 4 -ifnum 1/4

bind vlan 200 -ifnum 1/4 -tagged

bind vlan 200 -IPAddress 10.2.0.55 255.255.255.0

bind vlan 201 -ifnum 1/4 -tagged

bind vlan 201 -IPAddress 10.2.1.55 255.255.255.0

set cmp parameter -quantumSize 8192

add policy expression cache_static_res “RES.HTTRP.HEADER Content-Type CONTAINS text || RES.HTTR.HEADER Content-Type CONTAINS
image || RES.HTTRHEADER Content-Type CONTAINS application”

add policy expression cmp_do_not_compress_res “RES.HTTP.HEADER Content-Type CONTAINS application/zip || RES.HTTP.HEADER
Content-Type CONTAINS application/x-gzip || RES.HTTPRHEADER Content-Type CONTAINS application/pdf || RES.HTTRPRHEADER Content-
Type CONTAINS content/unknown || RES.HTTR.HEADER Content-Type CONTAINS [unknown]”

add policy expression cmp_compress_res “RES.HTTP.HEADER Content-Type CONTAINS application/* || RES.HTTRHEADER Content-Type
CONTAINS text/*”

add policy expression cmp_compress_req “REQ.HTTRP.URL CONTAINS /*.htm || REQ.HTTR.URL CONTAINS /*.html”

add policy expression cache_static_req_text “REQ.HTTRP.URL CONTAINS /*.htm! || REQ.HTTRURL CONTAINS /*.htm || REQ.HTTRURL
CONTAINS /*.js || REQ.HTTP.URL CONTAINS /*.css”

add policy expression cache_static_req_images “REQ.HTTPURL CONTAINS /*.gif || REQ.HTTRURL CONTAINS /*.jpg || REQ.HTTR.URL
CONTAINS /*.jpeg || REQ.HTTR.URL CONTAINS /*.png”

add policy expression cache_static_req_apps “REQ.HTTRPURL CONTAINS /*.ppt || REQ.HTTP.URL CONTAINS /*.pptx || REQ.HTTRP.URL
CONTAINS /* xls || REQ.HTTR.URL CONTAINS /* xIsx || REQ.HTTRP.URL CONTAINS /*.doc || REQ.HTTR.URL CONTAINS /*.docx || REQ.HTTP.
URL CONTAINS /*.txt || REQ.HTTR.URL CONTAINS /*.rtf”

add server SAPPortal 10.2.1.33

add server SAPComposite 10.2.0.33

add server SAPERP 10.2.1.34

add serviceGroup SAPCompositeService HTTP -maxClient 0 -maxReq 0 -cip DISABLED -usip NO -cltTimeout 180 -svrTimeout 360 -CKA
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NO -TCPB YES -CMP YES

add serviceGroup SAPPortalService HTTP -maxClient O -maxReq 0 -cip DISABLED -usip NO -cltTimeout 180 -svrTimeout 360 -CKA NO
-TCPB YES -CMP YES

add serviceGroup SAPERPService HTTP -maxClient O -maxReq 0 -cip DISABLED -usip NO -cltTimeout 180 -svrTimeout 360 -CKA NO -
TCPB YES -CMP YES

add serviceGroup SAPCompositeSSL SSL -maxClient O -maxReq 0 -cip DISABLED -usip NO -cltTimeout 180 -svrTimeout 360 -CKA NO
-TCPB NO -CMP YES

add serviceGroup SAPERPSSL SSL -maxClient 0 -maxReq O -cip DISABLED -usip NO -cltTimeout 180 -svrTimeout 360 -CKA NO -TCPB
NO -CMP YES

add serviceGroup SAPPortalSSL SSL -maxClient O -maxReq O -cip DISABLED -usip NO -cltTimeout 180 -svrTimeout 360 -CKA NO -TCPB
NO -CMP YES

add vpn intranetApplication route_migrate_1 ANY 192.168.0.0 -netmask 255.255.0.0 -destPort 1-65535 -interception TRANSPARENT

add cmp policy no_compress_reqi -rule “REQ.HTTP.URL CONTAINS /*.zip || REQ.HTTR.URL CONTAINS /*.cs || REQ.HTTR.URL CONTAINS
/*.rar || REQ.HTTRURL CONTAINS /*.arj || REQ.HTTP.URL CONTAINS /*.z || REQ.HTTP.URL CONTAINS /*.gz || REQ.HTTR.URL CONTAINS
/*tar” -resAction NOCOMPRESS

add cmp policy no_compress_reg?2 -rule “REQ.HTTP.URL CONTAINS /*.Izh || REQ.HTTRP.URL CONTAINS /*.cab || REQ.HTTP.URL CONTAINS
/*.hox || REQ.HTTR.URL CONTAINS /*.ace || REQ.HTTR.URL CONTAINS /*.jar || REQ.HTTP.URL CONTAINS /*.ear || REQ.HTTP.URL CONTAINS
/*.compressed” -resAction NOCOMPRESS

add cmp policy compress_res_text -rule “REQ.HTTP.HEADER Content-Type CONTAINS text” -resAction COMPRESS
add cmp policy compress_res_application -rule “REQ.HTTP.HEADER Content-Type CONTAINS application” -resAction COMPRESS

add cmp policy compress_req_htmitext -rule “REQ.HTTP.URL CONTAINS /*.html || REQ.HTTP.URL CONTAINS /*.htm || REQ.HTTR.URL
CONTAINS /*.txt” -resAction COMPRESS

add cmp policy no_compress_resp -rule “RES.HTTRHEADER Content-Type CONTAINS application/zip || RES.HTTPHEADER Content-Type
CONTAINS application/pdf || RES.HTTP.HEADER Content-Type CONTAINS content/unknown || RES.HTTP.HEADER Content-Type CONTAINS
[unknown]” -resAction NOCOMPRESS

add Ib vserver SAPCompositeVIP HTTP 10.2.0.53 50000 -persistenceType RULE -IbMethod TOKEN -rule "HTTR.REQ.COOKIE.VALUE(
"saplb_*\")" -cltTimeout 180

add Ib vserver SAPPortalVIP HTTP 10.2.1.53 50000 -persistenceType RULE -IbMethod TOKEN -rule “HTTP.REQ.COOKIE.VALUE(\"saplb_
*\")” -cltTimeout 180

add Ib vserver SAPERPVIP HTTP 10.2.1.54 50000 -persistenceType RULE -lbMethod TOKEN -rule “HTTP.REQ.COOKIE.VALUE(\"saplo_*\")"
-cltTimeout 180

add Ib vserver SAPPortalSSL SSL 10.2.1.53 50001 -persistenceType RULE -IbMethod TOKEN -rule “HTTP.REQ.COOKIE.VALUE(\"saplb_
*\")” -cltTimeout 180

add b vserver SAPCompositeSSL SSL 10.2.0.53 50001 -persistenceType RULE -IbMethod TOKEN -rule “HTTP.REQ.COOKIE.VALUE(\
"saplo_*\")" -cltTimeout 180

add Ib vserver SAPERPSSL SSL 10.2.1.54 50001 -persistenceType RULE -loMethod TOKEN -rule “HTTP.REQ.COOKIE.VALUE(\"saplb_*\")"
-cltTimeout 180

set ns rpcNode 169.145.91.205 -password 8a7b474124957776a0cd310b862cbedd72b5chbd59868a136d4bdeb56cf03b28 -encrypted -
srclP 169.145.91.205

set responder param -undefAction NOOP

add rewrite action act_remAcceptEncoding delete_http_header Accept-Encoding

add rewrite action req_act_replaceHttpVer replace HTTR.REQ.VERSION.MINOR “\"0\"”
add rewrite action req_act_removeTEHeader delete_http_header TE

add rewrite action act_repSAPWSILBody1 replace_all HTTP.RES.BODY(10000000) “\’http://sapcenv:50000\"” -pattern http://
vsv20000:50200

add rewrite action act_repSAPWSILBody2 replace_all HTTRP.RES.BODY(10000000) “\’http://sapcenv:50000\"” -pattern http://
vsv20000:50000

add rewrite action act_repSAPWSILERPBody1 replace_all HTTP.RES.BODY(10000000) “\’http://saperp:50000\"” -pattern http://
vsv20101:50200

add rewrite action act_repSAPWSILERPBody2 replace_all HTTP.RES.BODY(10000000) “\’http://saperp:50000\"” -pattern http://
vsv20101:50000

add rewrite action act_repSAPWSILBody1ssl replace_all HTTP.RES.BODY(10000000) “\’https://sapcenv:50001\”” -pattern http://
vsv20000:50200

add rewrite action act_repSAPWSILBody2ss| replace_all HTTP.RES.BODY(10000000) “\’https://sapcenv:50001\”” -pattern http://
vsv20000:50000

add rewrite action act_repSAPWSILERPBody1ssl replace_all HTTP.RES.BODY(10000000) “\’https://saperp:50001\"” -pattern http://
vsv20101:50200

add rewrite action act_repSAPWSILERPBody2ss!| replace_all HTTRP.RES.BODY(10000000) “\’https://saperp:50001\"” -pattern http://
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vsv20101:50000

add rewrite policy pol_remAcceptEncoding TRUE act_remAcceptEncoding NOREWRITE

add rewrite policy pol_repSAPWSILBody1 TRUE act_repSAPWSILBody1 NOREWRITE

add rewrite policy pol_repSAPWSILBody2 TRUE act_repSAPWSILBody2 NOREWRITE

add rewrite policy pol_remTE TRUE reg_act_removeTEHeader NOREWRITE

add rewrite policy pol_repVer TRUE req_act_replaceHttpVer NOREWRITE

add rewrite policy pol_repSAPWSILERPBody1 TRUE act_repSAPWSILERPBody1 NOREWRITE

add rewrite policy pol_repSAPWSILERPBody2 TRUE act_repSAPWSILERPBody2 NOREWRITE

add rewrite policy pol_repSAPWSILBody1ssl TRUE act_repSAPWSILBody1ssl NOREWRITE

add rewrite policy pol_repSAPWSILBody2ssl TRUE act_repSAPWSILBody2ssl NOREWRITE

add rewrite policy pol_repSAPWSILERPBody1ssl TRUE act_repSAPWSILERPBody1ssl NOREWRITE

add rewrite policy pol_repSAPWSILERPBody2ssl TRUE act_repSAPWSILERPBody2ssl NOREWRITE

bind rewrite global pol_remAcceptEncoding 10 NEXT -type REQ_OVERRIDE

bind rewrite global pol_repVer 20 NEXT -type REQ_OVERRIDE

bind rewrite global pol_remTE 30 NEXT -type REQ_OVERRIDE

set rewrite param -undefAction NOREWRITE

bind serviceGroup SAPCompositeService SAPComposite 50000 -serverlD 50000

bind serviceGroup SAPCompositeService SAPComposite 50200 -serverlD 50200

bind serviceGroup SAPPortalService SAPPortal 50000 -serverlD 50000

bind serviceGroup SAPPortalService SAPPortal 50200 -serverlD 50200

bind serviceGroup SAPERPService SAPERP 50000 -serverlD 50000

bind serviceGroup SAPERPService SAPERP 50200 -serverlD 50200

bind serviceGroup SAPCompositeSSL SAPComposite 50001 -serverlD 50001

bind serviceGroup SAPCompositeSSL SAPComposite 50201 -serverlD 50201

bind serviceGroup SAPERPSSL SAPERP 50001 -serverlD 50001

bind serviceGroup SAPERPSSL SAPERP 50201 -serverlD 50201

bind serviceGroup SAPPortalSSL SAPPortal 50001 -serverlD 50001

bind serviceGroup SAPPortalSSL SAPPortal 50201 -serverlD 50201

bind Ib vserver SAPCompositeVIP SAPCompositeService

bind Ib vserver SAPPortalVIP SAPPortalService

bind Ib vserver SAPERPVIP SAPERPService

bind Ib vserver SAPCompositeSSL SAPCompositeSSL

bind Ib vserver SAPERPSSL SAPERPSSL

bind Ib vserver SAPPortalSSL SAPPortalSSL

bind Ib vserver SAPCompositeVIP -policyName pol_repSAPWSILBody1 -priority 10 -gotoPriorityExpression NEXT -type RESPONSE
bind Ib vserver SAPCompositeVIP -policyName pol_repSAPWSILBody?2 -priority 20 -gotoPriorityExpression NEXT -type RESPONSE
bind Ib vserver SAPERPVIP -policyName pol_repSAPWSILERPBody1 -priority 100 -gotoPriorityExpression NEXT -type RESPONSE
bind Ib vserver SAPERPVIP -policyName pol_repSAPWSILERPBody2 -priority 200 -gotoPriorityExpression NEXT -type RESPONSE
bind Ib vserver SAPCompositeSSL -policyName pol_repSAPWSILBody1ss! -priority 300 -gotoPriorityExpression NEXT -type RESPONSE
bind Ib vserver SAPCompositeSSL -policyName pol_repSAPWSILBody2ssl -priority 400 -gotoPriorityExpression NEXT -type RESPONSE
bind Ib vserver SAPERPSSL -policyName pol_repSAPWSILERPBody1ss! -priority 500 -gotoPriorityExpression NEXT -type RESPONSE
bind Ib vserver SAPERPSSL -policyName pol_repSAPWSILERPBody2ss! -priority 600 -gotoPriorityExpression NEXT -type RESPONSE
bind Ib monitor ping SAPCompositeService

bind Ib monitor ping SAPPortalService

bind Ib monitor ping SAPERPService

bind Ib monitor https-ecv SAPCompositeSSL

bind Ib monitor https-ecv SAPERPSSL

bind Ib monitor https-ecv SAPPortalSSL

add ssl certKey ns-server-certificate -cert ns-server.cert -key ns-server.key

add ssl certKey sapvip.key.pair -cert /nsconfig/ssl/sapvip.cer.cert -key /nsconfig/ssl/sapvip.cer.key
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add ssl certKey sapvipCA.key.pair -cert /nsconfig/ssl/sapvip.cer-root.cert -key /nsconfig/ssl/sapvip.cer-root.key

add ssl certKey SAPPortal.key.pair -cert /nsconfig/ssl/client_certkey.pem -key /nsconfig/ssl/client_certkey.pem -passcrypt gHCCFK0O4chM=
set ssl service nshttps-10.2.1.55-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-10.2.1.55-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nshttps-10.2.0.55-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-10.2.0.55-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nshttps-10.2.0.54-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-10.2.0.54-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nskrpcs-127.0.0.1-3009 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nshttps-127.0.0.1-443 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED
set ssl service nsrpcs-127.0.0.1-3008 -sessReuse ENABLED -sessTimeout 120 -cipherRedirect DISABLED -sslv2Redirect DISABLED

set cache parameter -memLimit 1024 -via “NS-CACHE-8.0: 1" -verifyUsing HOSTNAME_AND_IP -maxPostLen O -prefetchMaxPending
4294967294 -enableBypass YES

set cache contentGroup DEFAULT -ignoreReloadReq NO -removeCookies NO -cacheControl “max-age=43200
set cache contentGroup BASEFILE -relExpiry 86000 -maxResSize 256 -memLimit 2
set cache contentGroup DELTAJS -relExpiry 86000 -insertAge NO -maxResSize 256 -memLimit 1 -pinned YES

add cache policy SAP_cache_control_header -rule “RES.HTTP.HEADER Cache-Control CONTAINS max-age” -action CACHE -storeInGroup
DEFAULT

add cache policy Do_not_Cache -rule “REQ.IPDESTIP == 10.2.1.0 -netmask 255.255.255.0 || REQ.IPDESTIP == 10.2.0.0 -netmask
255.255.255.0” -action NOCACHE

bind cache global SAP_cache_control_header -priority 1 -precedeDefRules YES
bind cmp global no_compress_req1 -priority 100

bind cmp global no_compress_req2 -priority 110

bind cmp global compress_req_htmitext -priority 200

bind cmp global no_compress_resp -priority 1000

bind cmp global compress_res_text -priority 2000

bind cmp global compress_res_application -priority 2010

bind vpn global -intranetApplication route_migrate_1

set Ib sipParameters -addRportVip ENABLED

bind ssl service nshttps-10.2.1.55-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-10.2.1.55-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-10.2.0.55-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-10.2.0.55-3008 -certkeyName ns-server-certificate
bind ssl service nshttps-10.2.0.54-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-10.2.0.54-3008 -certkeyName ns-server-certificate
bind ssl service nskrpcs-127.0.0.1-3009 -certkeyName ns-server-certificate
bind ssl service nshttps-127.0.0.1-443 -certkeyName ns-server-certificate
bind ssl service nsrpcs-127.0.0.1-3008 -certkeyName ns-server-certificate
bind ssl vserver SAPPortalSSL -certkeyName sapvip.key.pair

bind ssl vserver SAPPortalSSL -certkeyName sapvipCA.key.pair -CA

bind ssl vserver SAPCompositeSSL -certkeyName sapvip.key.pair

bind ssl vserver SAPCompositeSSL -certkeyName sapvipCA.key.pair -CA
bind ssl vserver SAPERPSSL -certkeyName sapvip.key.pair

bind ssl vserver SAPERPSSL -certkeyName sapvipCA .key.pair -CA

set ns hostName ns
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