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INTRODUCTION	
  

Traditional, distributed application deployment and management, which entails installing, 
maintaining, and supporting a set of applications on each individual computing device, has become 
extremely complex and costly – and is completely unable to keep up with the rapid pace of change 
and other, pressing business issues. 

As organizations face growing demand for a more mobile and flexible work environment across a 
diverse set of user devices, application management becomes increasingly complex. The need to 
ensure business continuity and meet regulatory compliance standards creates further challenges for 
IT. The Citrix Cloud Solution for On-demand apps solves these challenges by enabling applications 
to be centrally hosted in the cloud and delivered as an on-demand service, to users anywhere, on any 
device. 

FITTING	
  DELIVERY	
  OF	
  DESKTOP	
  APPS	
  TO	
  THE	
  CLOUD	
  

On-demand application delivery from the cloud not only addresses the shortcomings of traditional 
techniques and tools, but also accounts for a wide range of other important enterprise objectives as 
well.  Enabled by Citrix!  XenApp" , this ideal combination of capabilities is based on managing 
applications in the datacenter and delivering them as an on-demand service to users anywhere using 
virtually any device including PCs, Macs, Linux, thin clients and smartphones. Stated another way, 
the keys to this approach are: 

• Completely centralized management, maintenance, and control of applications; 

• Application delivery, which refers to the ability to offer both online and offline application 
access through a combination of application hosting and application streaming; and, 

• The on-demand nature of the service, which ensures end-users get immediate access to 
applications when and where they need them. 

The net result is that the cost of application management is reduced by up to 50%, dramatically 
improved business agility, and significantly strengthened application and data security – all while 
providing users with a better-than-installed experience.   
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CONSIDERATIONS	
  FOR	
  ON-­‐DEMAND	
  APPLICATIONS	
  

One of the key areas of concern for most enterprises is the control of specific Line of Business 
(LoB) applications and mission critical data.  A proper implementation of On-demand Applications 
will allow the enterprise to source applications and data from different physical (and logical) 
locations and assemble each to be viewed by the user as a comprehensive “hosted desktop”.  What 
this means is a system for delivering On-demand Applications must allow the following: 

1. Profiling of individual users to determine where data is sourced from and where it can be 
stored depending on the enterprise policies for security and control. 

2. The look and feel of a locally loaded application and/or desktop such that the end user 
experience is liken to what they are accustomed to and no new learned behavior is required. 

3. Access to (pre-determine/profiled) applications and data from any device in any location on 
any network.  This flexibility is required in order to provide a ubiquitous experience. 

Conceptually, an On-demand 
application solution is quite simple. 
Rather than individually installing 
desktop applications on individual 
end-user devices (see figure 1), the 
application runtimes are hosted 
centrally in the cloud, and delivered as 
virtualized services to end-user devices 
(see figure 2).   

 With the Citrix Cloud solution, a 
single image of each application is 
centrally configured, stored, and 
maintained in the cloud, despite the 
inevitable variation in endpoint 
devices, operating systems, and their 
configuration state. New applications, 
upgrades, and patches are 
implemented and tested once, enabling 
application updates to be available to 
users whenever they start their next 
session.  This is commonplace for 
office productivity applications.   

Figure	
  2.	
  Apps	
  delivered	
  as	
  a	
  virtualized	
  service	
  

Figure	
  1.	
  Apps	
  locally	
  installed	
  on	
  end-­‐point	
  devices	
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For Line of Business applications, which depending upon use can have multiple implementation 
variations, a slightly different approach is required.  Single image management of the base 
applications is still recommended. This image may be streamed to the hosting server, and any 
variation of the application may be stored at the hosting server for individual department or business 
unit use.  By employing this process, a “golden image” administration is still possible and the 
management of application variations is simplified.  The net result is the ability to manage patches 
and upgrades to the base application without having to replicate the process many times over for the 
variants. 

This virtualization of the application itself is unquestionably a big piece of the solution. However, 
the biggest difference is the supporting infrastructure that is provided to control, optimize, and 
secure the delivery of applications and/or application sessions to users and their devices.  By 
streamlining operations and administration, bolstering security, expanding the scope of applicability 
of the solution, guaranteeing a seamless, high-performance user experience, and delivering 
applications with 99.999 percent availability, an On-demand Application solution maximizes the 
benefits of what would otherwise be little more than an intriguing and incrementally useful set of 
technology. Figure 3 presents a more holistic view of an end-to-end solution. 

Figure	
  3	
  End-­‐to-­‐end	
  On-­‐demand	
  application	
  delivery	
  

 

CITRIX	
  CLOUD	
  SOLUTION	
  FOR	
  ON-­‐DEMAND	
  APPLICATIONS	
  

At its core, the Citrix Cloud Solution for On-demand Applications relies on a combination of 
application and session virtualization for many of the strengths and advantages it has compared to 
traditional application management solutions.  Additionally, many other components need to be 
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integrated to provide a turnkey solution. The following table identifies key requirements of an On-
demand Application solution. 

Requirement	
   Citrix	
  Cloud	
  Solution	
  Capability	
  

Easy	
  mechanism	
  for	
  end-­‐users	
  to	
  browse	
  and	
  select	
  the	
  
applications	
  they	
  need	
  

End-­‐user	
  self-­‐service	
  

Deliver	
  any	
  app	
  to	
  any	
  device	
   Device	
  independent	
  delivery	
  

Decouple	
  desktop	
  applications	
  from	
  the	
  end-­‐user	
  device	
  
operating	
  system	
  dependencies	
  

Application	
  virtualization	
  

Run	
  desktop	
  apps	
  in	
  a	
  controlled	
  datacenter	
  environment	
  
while	
  still	
  delivering	
  them	
  to	
  end-­‐user	
  devices	
  	
  

Session	
  virtualization	
  

Provision	
  end	
  user	
  application/data	
  access	
  in	
  a	
  multitenant	
  
environment	
  and	
  provide	
  a	
  flow	
  through	
  of	
  administration	
  at	
  
multiple	
  tiers	
  (Business	
  Unit,	
  Corporate	
  and	
  Cloud	
  Provider)<	
  	
  

Self-­‐service	
  configuration	
  and	
  billing	
  integration	
  

Policy-­‐driven	
  control	
  of	
  orchestration,	
  management	
  and	
  
security	
  for	
  compute,	
  network	
  and	
  storage	
  resources	
  	
  

Open	
  Cloud	
  Framework	
  

Enable	
  apps	
  deployed	
  in	
  the	
  cloud	
  to	
  transparently	
  manage	
  
the	
  identity	
  management	
  infrastructure	
  at	
  the	
  ISV’s	
  premise	
  

Cloud	
  Access	
  Services	
  

Seamlessly	
  connect	
  the	
  enterprise	
  datacenter	
  and	
  the	
  cloud	
  
datacenter	
  with	
  full	
  security,	
  performance	
  and	
  network	
  
transparency	
  

Cloud	
  Bridging	
  Services	
  

Ensure	
  service	
  availability	
  in	
  the	
  event	
  of	
  an	
  interruption	
  in	
  
business	
  continuity	
  	
  

Edge	
  Networking	
  Services	
  

Easily	
  allocate	
  pooled	
  network,	
  CPU	
  and	
  memory	
  capacity	
  to	
  
different	
  application	
  workloads	
  

Platform	
  Virtualization	
  

End-user self-service 
A self-service storefront for enterprise applications provides corporate employees with 24x7 access 
to the applications they need to work. Offering a rich, intuitive user experience that requires little 
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training, a self-service storefront helps self-service IT become a reality.  Users obtain simple access 
to applications and define their own experience while IT ultimately remains in control. 

For more information on how Citrix Dazzle provides self-service storefront, click here. 

Device independent delivery 
Any cloud-based application delivery solution must provide comprehensive support for an 
increasingly mobile workforce, as well as provide the broad platform support required by the 
consumerization of IT. These include Windows, Mac, Linux, and Unix devices, along with legacy 
DOS PCs, the latest NetBooks and any of thousands of thin-clients and smart terminals available on 
the market today.  Even users on iPhone, iPod Touch, Windows Mobile, Android and EPOCH 
devices need access to Windows and UNIX applications.  

To learn how Citrix Receiver, a single, auto-updating client, supporting over 30 different operating systems can deliver 
any application to any device, anywhere click here. 

Application Virtualization 
Application virtualization improves the manageability and compatibility of applications by isolating 
them from the underlying operating system through virtual redirection.  With application 
virtualization, applications are not installed in the traditional sense.  Instead, they are packaged in a 
way that provides each application with its own isolated runtime environment where it will operate 
using its own virtualized (i.e., copied) instance of necessary system services, settings and data and 
with all requests to the underlying operating system proxied.  When a user requests an application, 
the corresponding package is then streamed – that is, sent over the network in a way that it allows it 
to run even as the sending process is in progress – to the user’s endpoint.  Added benefits of this 
approach are that it provides access to applications when users are offline and enables organizations 
to more fully leverage end-point computing power. 

To learn how Citrix XenApp provides application virtualization, click here. 

Session virtualization 
Session virtualization is a second delivery method that includes a number of attractive 
characteristics.  With session virtualization, applications are either: 

• installed or streamed to centralized Windows Servers running Remote Desktop Services – a 
configuration referred to as server-hosted applications, or  

• implemented within a virtual machine that is then run on a centralized blade PC, dedicated 
PC, or as part of a virtual desktop infrastructure (VDI) implementation – a configuration 
referred to as VM-hosted applications. 

The primary distinction from application virtualization is that in this case the applications are hosted 
and run in a centralized location, as opposed to on endpoint devices. Users remotely access them via 
a client-side software agent or ordinary web browser and interact by exchanging mouse, keyboard, 
and screen updates over the network.  This way, performance is enhanced, particularly for “chatty” 
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client-server applications and, most importantly, sensitive applications and data never leave the 
datacenter. 

To learn how Citrix XenApp provides session virtualization, click here. 

Self service configuration and billing integration 
As stated, in order for On-demand Apps to be a reality in the cloud, there is a need for self 
provisioning connected to back end billing.  Robust solutions will provide for “delegated 
administration.” This means that not only the cloud provider or owner of the system can operate or 
administer the system, but that administration delegated to the enterprise’s own IT management 
staff, or potentially all the way to the end-user itself. Delegated functionality can be restricted where 
desired; for example the end-user’s IT management function might be restricted to only manage user 
password changes. 

To learn more about how EMS-Cortex provides for billing integration, click here 

Open Cloud Framework 
Cloud framework services provide the foundational logic for rapidly provisioning, managing and 
controlling workloads deployed into multi-tenant, shared infrastructure clouds. The cloud 
framework ensures policy enforcement and security, and provides for integration with existing 
services such as billing, metering and self-service portals. Interoperability with other popular Cloud 
interfaces, and extensibility of the framework itself, provide the flexibility to leverage existing 
investments when migrating between clouds. 

For more information on how Citrix CloudController!   provides an extensible, full-featured policy engine for 
controlling a heterogeneous, multi-tenant environment, click here. 

Cloud Access Services  
Citrix CloudAccess ™ is a pragmatic solution to the cross-domain authentication problem that 
leverages existing ISV infrastructure and works to extend the policy framework that has already been 
put in place.  Features include: Unified Password Management for Software as a Service (SaaS), SSO 
to Cloud/SaaS applications, Password Workflow Automation, support for all major SaaS providers, 
and integration with full transparency.  Benefits include improved security across all applications, no 
end-user training required, standardized password policy across both internal and external 
applications, automatic removal of application access for users removed from the enterprise 
authentication framework, and simplified password reset for end users.   

For more information on Citrix CloudAccess, click here. 

Cloud Bridging Services  
All but the simplest cloud use cases will require a secure, persistent connection between ISV and 
cloud datacenters. While this “bridge” does incorporate VPN services for security, the bridge is 
much more than a VPN tunnel. Strategically, the key role of the bridge is to provide an overlay 
network across physical and virtual topologies, making the cloud a seamless extension of the on-
premise network. With the cloud a transparent extension of the on-premise network, migrating 
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application workloads becomes far easier since the applications’ network-specific configurations 
won’t need to be overhauled.  

For more information on Citrix CloudBridge! , which leverages key capabilities within Citrix NetScaler, Citrix 
XenServer and Citrix Branch Repeater, please click here. 

Edge Networking Services 
Edge Networking Services are critical to ensuring the reliability, security and performance of any 
cloud-based offering. Properly deployed, these services are largely transparent to the cloud 
consumers, yet are fundamental to ensuring the cloud remains available in the face of natural and 
man-made disasters, hacker attacks, planned and unplanned network and server outages and 
unanticipated surges in traffic.  

Citrix NetScaler!  is an integrated Web application delivery controller that provides advanced traffic 
management through Layer 4-7 load balancing and content switching. Global server load balancing 
provides critical business continuity and disaster recovery support during site-level disruptions and 
outages. NetScaler also includes application security via a web application firewall and SSL VPN.  

For more information on Citrix NetScaler, click here. 

Citrix Branch Repeater" , available as a physical or virtual appliance, is a WAN optimization solution 
that provides a high definition desktop and application experience to branch and mobile users while 
dramatically reducing WAN bandwidth costs and simplifying branch infrastructure. Branch Repeater 
accelerates desktop and application delivery, decreases WAN bandwidth consumption, and enables 
server consolidation.   

For more information on Citrix Branch Repeater, click here. 

Platform Virtualization   
Whereas a traditional premise-based PoC solution might require two to three servers to showcase a 
complete environment, a fully virtualized On Demand Demo solution will allow ISVs to create and 
run hundreds of concurrent PoCs in the cloud, without dedicated hardware.   

Server, storage and network virtualization are linchpins of the flexibility, affordability and scalability 
of any cloud-based offering. By simultaneously optimizing resource utilization through consolidation 
while still maintaining full isolation, platform virtualization supports the cost effectiveness of cloud 
offerings. By abstracting workloads from the underlying physical resources that run them, 
virtualization enables the elasticity needed for cloud services to be made available on-demand and 
self-service.  

Citrix XenServer™ is the only enterprise-class, cloud-proven server virtualization platform that 
delivers the critical features of live migration and centralized multi-server management at no cost.  
XenServer is an open and powerful server virtualization solution powered by the industry-standard 
Xen® hypervisor, and created by the inventors of Xen.  

For more information on XenServer, click here. 
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Citrix NetScaler VPX"  provides complete NetScaler functionality in a simple, easy to install virtual 
appliance. With NetScaler VPX, load balancing and web application acceleration, security and 
offload are available as virtualized services anywhere within the cloud.  

For more information on Citrix NetScaler VPX, click here. 

SUMMARY	
  

On-demand applications from the cloud transform application management from a liability into a 
strategic asset.  The combination of application virtualization, session virtualization, and a robust, 
centrally controlled delivery infrastructure helps achieve the right balance.  Bridging the gap between 
business and user needs, the solution provides: 

• the most cost-effective way to manage and deliver applications to users; 

• the strongest protection for sensitive data, proprietary information, and intellectual property; 

• the greatest degree of user and device flexibility while still retaining control; 

• the best user experience and performance on any network; and,  

• the highest levels of reliability and application availability. 

Not only does delivering apps on-demand from the cloud resolve the tactical challenges of 
traditional application deployment techniques and management tools, it also serves as an enabling 
platform for a wide variety of strategic objectives, including: 

• Business continuity.  On-demand app delivery ensures displaced employees can access their 
applications from any web-enabled device, while transparent re-direction to an alternate 
datacenter allows seamless recovery from a site-level outage. 

• Workforce mobility.  Being able to provide access to applications with any device, from 
anywhere, at any time makes supporting any number of mobile users a trivial exercise. 

• Regulatory compliance.  Having granular control over who has access to which information 
resources and how they can use them goes a long way toward achieving compliance with 
most regulations.  Being able to rapidly patch and update applications that operate on 
sensitive data doesn’t hurt either. 

• Geographic expansion / mergers and acquisitions.  Even as organizations consolidate 
servers and datacenters to boost IT efficiency and reduce costs, many are also adding or 
acquiring remote offices to improve their ability to capture and retain customers.  Arming 
associated users with the tools they need requires nothing more than a web browser and a 
valid network credential. 



	
  

Page	
  11	
  

And these examples only begin to scratch the surface.  The flexibility and control afforded by on-
demand application delivery ensures their applicability to countless other enterprise scenarios and 
objectives, both now and in the future. 

ADDITIONAL	
  RESOURCES	
  

To view a demo of the nGenX Office Anywhere On-demand Apps cloud solution, click here. 

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

	
  

About	
  Citrix	
  

Citrix	
  Systems,	
  Inc.	
  (NASDAQ:CTXS)	
  is	
  the	
  leading	
  provider	
  of	
  virtualization,	
  networking	
  and	
  software	
  as	
  a	
  service	
  
technologies	
  for	
  more	
  than	
  230,000	
  organizations	
  worldwide.	
  Its	
  Citrix	
  Delivery	
  Center,	
  Citrix	
  Cloud	
  Center	
  (C3)	
  
and	
  Citrix	
  Online	
  Services	
  product	
  families	
  radically	
  simplify	
  computing	
  for	
  millions	
  of	
  users,	
  delivering	
  applications	
  
as	
  an	
  on-­‐demand	
  service	
  to	
  any	
  user,	
  in	
  any	
  location	
  on	
  any	
  device.	
  Citrix	
  customers	
  include	
  the	
  world’s	
  largest	
  
Internet	
  companies,	
  99	
  percent	
  of	
  Fortune	
  Global	
  500	
  enterprises,	
  and	
  hundreds	
  of	
  thousands	
  of	
  small	
  businesses	
  
and	
  prosumers	
  worldwide.	
  Citrix	
  partners	
  with	
  over	
  10,000	
  companies	
  worldwide	
  in	
  more	
  than	
  100	
  countries.	
  
Founded	
  in	
  1989,	
  annual	
  revenue	
  in	
  2008	
  was	
  $1.6	
  billion.	
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