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1 INTRODUCTION

Server virtualization has emerged as the most dramatic market trend of the decade and has resulted in
millions of dollars in savings. The positive effects on business, technical and operational environments are
still emerging and virtualization has delivered on the promise to reduce power, cooling and space
requirements - anywhere from 40% savings and more, in some cases. These savings have been realized by
solving the problems caused by inefficiently utilized server resources.

However, this only represents one facet of the type of capabilities and flexibility that can be achieved
through virtualization. Additional operational efficiencies can also be realized by:

e Utlizngef fi ci ent server architectures |ike | BM&s Bl adeCce
that helps to save up front purchase costs and ongoing operational costs

e Deploying integrated applications that perform and operate more efficiently, forexample Ci t ri x6s XenA
and XenServer platforms for virtualized application delivery

e |Leveraging integrated data protection mechanisms like those available between Citrix XenServer and
NetApp FAS Storage Controllers that provide a cost effective means of protecting your business data
and make the combination of application, virtual machine, server and storage platforms a truly holistic
and reliable virtualization solution.

Before and After
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Figure 1.0 - Consolidation and Virtualization of Citrix Applications on IBM BladeCenter and NetApp Storage

Citrix, IBM and NetApp bring best-of-breed technologies together to provide virtualization solutions for Citrix
XenApp environments from the application to the server to the storage. Through this combination of
technologies and mechanisms, additional business efficiencies are positioned and can further be realized
from rapid and flexible deployment of business critical applications by:

o Employing additional blade servers on-demand without having to allocate additional power, space and
cooling resources
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e Consolidating these applications using proven virtualization technology that increases business
application high-availability and continuity

e Ensuring data integrity with built-in backup and restore mechanisms that do not require additional
expense, |l everage the sametpitocesdesi fouabozbkdibapei
data management processing where it belongs, in the storage, thus preventing competition for server
compute resources

This document prbevbdbdesepasforfimograting exi smetang Citri
implementations to virtualized XenApp/XenServer environments that reside on IBM BladeCenter H blades

and that utilize NetApp FAS Storage Controller platforms. Included in this document are instructions on how

to use XenCenter and the command line interface (xe) to enable direct control of NetApp FAS storage

provisioning, configuratonandSnapshots through the Data ONTAP fiadapt el

2 PROBLEM AND SOLUTION DESCRIPTION

The following are representative customer problems and solution approaches that are addressed with the
holistic solution description in this document.

CUSTOMER PROBLEM:

il need educe my server sprawlo

SOLUTION APPROACH:

Condense onto large scale systems for applications that use the same OS and patch level, and/or use
server virtualization technology to aggregate application/OS combinations (measure utilization and
performance as additional instances are added)

CUSTOMER PROBLEM:

il need to reduce my storage sprawlo
SOLUTION APPROACH:

Move from direct attached storage to network attached storage, employ thin-provisioning initially and
leverage de-duplication on an on-going basis and only snap changes to the application data. Make certain to
update the backup and restore strategy for virtualized applications, test against recovery time and recovery
point objectives, test disaster recover (replication) capabilities

CUSTOMER PROBLEM:
ilt can be very time consuming and | abor intensive to
SOLUTION APPROACH:

In addition to virtualizing your server, virtualize your I/O. IBM BladeCenter Open Fabric Manager (OFM) can
help cut deployment times from days to minutes, allowing you to go into production much faster than in a
rack environment. Using BladeCenter OFM, you can pre-assign LAN and SAN addresses to a blade slot,
plug the server into the chassis and the blade inherits the addresses you pre-assigned saving hours of time.
With the Advanced Upgrade option, you can create event action plans, set up spare blade pools, and enable
automatic blade failover with no administrator intervention required to migrate from the failed blade to a new
blade.

CUSTOMER PROBLEM:
il need to boot my bl abdeesesdkr@®Rax s from a network
SOLUTION APPROACH:

Solving this issue completely virtualizes the server infrastructure, allows control of blade server personalities
including which blades get which application/OS/Virtual Machine combination (image), and enables further
reduction of the infrastructure by using logical pointers to these images residing on the networked storage
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3 ASSUMPTIONS AND REFERENCE DOCUMENTATION

This guide only provides general information on the virtualization environment set-up and management and
is not intended as a substitute for software, server or storage administration documented processes. In
addition, every customer environment is unique, therefore, the enclosed information should be used as a
guide and the resulting environment should utilize industry-standard test environment and change
management best practices. It is recommended that the reader refer to and review the following documents
prior to starting this deployment.

3.1 CITRIX XENAPP AND XENSERVER

List includes configuration, administration and troubleshooting documentation. Access to the following may
require a AMyCitrixo account .

AThe Benefits of Virtualizing Citrix XenApp with Citri:
http://xenserver.citrix.vivoconcepts.com/uploadfiles/1/prg/form/Citrix _RunningXenApponXenServer 022508.

pdf

iXenServer Admini st r at htp/Guppokkditixdan/seniReEKbSeristielowbload B051-
102-19048/reference.pdf

i XenServer lindd ,al Ralt dtp:dsepit.ciBixdcom/serviet/KbServlet/download/18052-102-
19049/installation.pdf

iXenServer Virtual Machieasel BsODall ation Guide, Re
http://support.citrix.com/serviet/KbServlet/download/18053-102-19050/quest.pdf

iXenServer Rel e ase hm/iswpmort. itikedmsendedKbServietidawnload/18055-102-
19052/ReleaseNotes.pdf

ACitrix Provisioning Server 5.0 Installation and Admin
http://support.citrix.com/product/provsvr/psv5.0/#tab-doc

ACitrix Presentation Server Administratoroés Guide for
http://support.citrix.com/servlet/KbServlet/download/12606-102-16435/Administrators Guide.pdf

AiXenServer Platinum Edition Getting Started Guideo,

http://support.citrix.com/article/CTX116944

ACitrix Provisioning Server PS Integration Utilityo,

http://support.citrix.com/article/ctx116063

3.2 IBM BLADECENTER

List includes configuration, administration and troubleshooting documentation.
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http://xenserver.citrix.vivoconcepts.com/uploadfiles/1/prg/form/Citrix_RunningXenApponXenServer_022508.pdf
http://xenserver.citrix.vivoconcepts.com/uploadfiles/1/prg/form/Citrix_RunningXenApponXenServer_022508.pdf
http://support.citrix.com/servlet/KbServlet/download/18051-102-19048/reference.pdf
http://support.citrix.com/servlet/KbServlet/download/18051-102-19048/reference.pdf
http://support.citrix.com/servlet/KbServlet/download/18052-102-19049/installation.pdf
http://support.citrix.com/servlet/KbServlet/download/18052-102-19049/installation.pdf
http://support.citrix.com/servlet/KbServlet/download/18053-102-19050/guest.pdf
http://support.citrix.com/servlet/KbServlet/download/18055-102-19052/ReleaseNotes.pdf
http://support.citrix.com/servlet/KbServlet/download/18055-102-19052/ReleaseNotes.pdf
http://support.citrix.com/product/provsvr/psv5.0/#tab-doc
http://support.citrix.com/servlet/KbServlet/download/12606-102-16435/Administrators_Guide.pdf
http://support.citrix.com/article/CTX116944
http://support.citrix.com/article/ctx116063

filBM System xE Configuration and Options Guideo,
ftp://ftp.software.ibm.com/systems/support/system x_ pdf/cog 20080715.pdf

fiSystem x Reference (xRef) including IBME System xE /
http://www.redbooks.ibm.com/xref/usxref.pdf

il BM Bl adeCent er ,i Opleen, RiEgplsty , ChGaiexea , Interoperability G

http://www-05.ibm.com/il/channels/downloads/2007-02-
BladeCenter Interoperability Guide 2007Week51.pdf

AiTuning I BM System x Servers for Performanceo,

http://www.redbooks.ibm.com/redbooks/pdfs/sg245287.pdf

Ol mpl ementing | BM Director 5.200,

http://www.redbooks.ibm.com/redbooks/pdfs/sg246188.pdf

il BM Bl adeCenter: The Right Choicebod
ftp://ftp.software.ibm.com/common/ssi/pm/br/n/blb03002usen/BLB03002USEN.PDF

3.3 NETAPP FAS STORAGE CONTROLLERS

List includes configuration, administration and troubleshooting documentation.

fNetAppDat aONTAP I nformation Libraryo,
http://now.NetApp.com/NOW/knowledge/docs/ontap/ontap_index.shtml

NetAppHar dware I nformation Libraryo,
http://now.NetApp.com/NOW/knowledge/docs/hardware/hardware index.shtml

fNetAppSy st em Configuration Guideso,
http://now.NetApp.com/NOW/knowledge/docs/hardware/NetApp/syscfa/

fNetAppSer vi ce and Support Websiteo,
http://now.NetApp.com
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ftp://ftp.software.ibm.com/systems/support/system_x_pdf/cog_20080715.pdf
http://www.redbooks.ibm.com/xref/usxref.pdf
http://www-05.ibm.com/il/channels/downloads/2007-02-BladeCenter_Interoperability_Guide_2007Week51.pdf
http://www-05.ibm.com/il/channels/downloads/2007-02-BladeCenter_Interoperability_Guide_2007Week51.pdf
http://www.redbooks.ibm.com/redbooks/pdfs/sg245287.pdf
http://www.redbooks.ibm.com/redbooks/pdfs/sg246188.pdf
ftp://ftp.software.ibm.com/common/ssi/pm/br/n/blb03002usen/BLB03002USEN.PDF
http://now.netapp.com/NOW/knowledge/docs/ontap/ontap_index.shtml
http://now.netapp.com/NOW/knowledge/docs/hardware/hardware_index.shtml
http://now.netapp.com/NOW/knowledge/docs/hardware/NetApp/syscfg/
http://now.netapp.com/

4 SERVER, STORAGE AND VIRTUALIZATION SET-UP

As was stated above, specific administrative tasks are not included in this document. However, the steps
below can be followed to deploy a representative environment, as exemplified in Figure 2.0(a) and (b), Citrix,
IBM and NetApp Consolidation and Virtualization Topology.

Topology View

IBM BladeCenter H Chassis
Citrix
XenCenter NetApp Storage
Console FAS3070C

Provisioning Server VM License

XenApp VMs on XenServer
XenApp VMs on XenServer
XenApp VMs on XenServer
Presentation Server on
Windows Server 2003
Server VM on XenServer

]
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Figure 2.01 Citrix, IBM and NetApp Consolidation and Virtualization Toplogy

Configuration steps for the following are outlined below:

e |IBM BladeCenter

NetApp FAS Storage Controller(s)

Citrix XenServer Platinum (includes Citrix Provisioning Server)
Citrix XenApp

Data ONTAP - Data Protection Adapter Usage

41 IBM BLADECENTER

PRE-REQUISITES

The following IBM hardware components were used in the implementation depicted in Figure 2.0 above.
Note that hardware will vary depending on requirements.

Qty 6 x LS21 AMD-V blade servers (can use HS21 or HS21-XM Intel-VT blade servers)

8 GB RAM per blade server

Cisco Intelligent Gigabit Ethernet Switch Modules installed in BladeCenter I/0O Module Bays 1 & 2
Available Static IP addresses (refer to Citrix XenServer set-up for more information on XenServer IP
configurations)
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ADMINISTRATOR SKILL LEVEL

It is recommended that the administrator have experience with IBM BladeCenter chassis and server
technologies and implementation.

CONFIGURATION

Using the IBM reference documentation in section 3.2 above, configure the IBM BladeCenter chassis and
1/0 modules. Specifications for hardware and network configurations will vary between environments,
configure as needed. A visual representation of the topology used for the purpose of this document is
available in Figure 2.0 (a) and (b), Citrix, IBM and NetApp Consolidation and Virtualization Topology, above

4.2 NETAPP FAS STORAGE CONTROLLER(S)

PRE-REQUISITES

The following NetApp Storage Controller configuration was used in the implementation depicted in Figure
2.0 above. Note that configurations will vary depending on requirements.

Data ONTAP V7.2.3
e Two clustered NetApp FAS3070 Storage Controllers (refer to administrative documentation in Section
3.3 above for more information on creating a cluster)
300 Gb, 10k RPM, Fibre Channel disks, Qty 28 (two disk shelves)
e Qty 1 x 1GbE interface for APublicd network avail abl

- Management traffic (system administration and Citrix Software licensing)
- Appication traffic (end user connections to Xenapp servers)

e Qty 2 x 1GbE interfaces for fAPrivateo network (confi
- i sSCSsSl traffic (Citrix XenServer fNetApp Adaptero p

e  Static IP addresses (user defined, environment specific)

ADMINISTRATOR SKILL LEVEL

It is recommended that the administrator have prior experience with NetApp FAS3070 Storage Controllers
and DataONTAP.

CONFIGURATION

Acquire administrative documentation for further information if necessary. Create an aggregate to serve as
the storage repository for the necessary infrastructure VMs (Citrix Provisioning Server and Licensing Server)
virtual disks. Run the following command from the Data ONTAP command line substituting the proper
variable names as selected by the administrator for <aggr-NAME> and <aggr-SIZE>.

aggr create < aggr-NAME > <aggr-SIZE>

ex: aggr create aggrl_infrastructure 500

The previous example creates a 500GB RAI D_DP aggregate
aggregate size and additional options will vary depending on requirements. Next, create an additional

aggregate for the Xenapp vDisk storage repository. The vDisks will be streamed to their respective XenApp

VMés via Citrix Provisioning Server. Run the following
substituting the proper variable names as seleted by the administrator for <agg-NAME> and <aggr-SIZE>.

aggr create < aggr-NAME > <aggr-SIZE>

ex: aggr create aggr2_pvs_vdisk 500
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The previous example creates a 500GB RAID_DPaggreg at e named fiagagdgath ngiettmt_ v di s k
aggregate size and additional options will vary depending on requirements. Figure 3.0 below displays the

logical layout of aggregates on the NetApp FAS Storage Controller(s). Two aggregates have been created,

one to store the disks that Citrix Provisioning Server will run on (aggl_pvs) and another to store the XenApp

VM disks that Citrix Provisioning Server will stream to the individual VMs (aggr2_pvs_vdisks).

NetApp Storage

Aggregate #1 —

aggri_pvs
VM iSCSI repository

Aggregate #2 —
aggr2_pvs_vdisks
vDisk iSCSI repository

Figure 3.0 7 NetApp Storage Controller Logical Aggregate Layout

4.3 CITRIX XENSERVER

PRE-REQUISITES
e Install XenServer 5.0 on 5 blade servers (this number of XenServer instances will vary based upon the
environment)

- Refer to AXenServer Administratorodos Gui de, Rel ease
Rel ease 5. 00, bwee section 3.1, a

e The following configuration was used in the implementation depicted in Figure 2.0. Note that
configurations will vary depending on requirements.

- Qty 1 blade server running Citrix XenServer to host Provisioning Server for Datacenters 5.0 VM(s)
and the Citrix Licensing Server VM

- Qty 4 blade servers running Citrix XenServer to host the XenApp 4.5 FP1 VMs

- Al XenServer instances have a APublicdo and APriva
e Require Windows Server 2003 32bit install media (DVD or iso)

- ltispossibletouse an .iso image repository instead of 1inst
Machine Installation Guide, Rel ease 5.00, see sect]

ADMINISTRATOR SKILL LEVEL

It is recommended that the administrator have experience with Citrix XenServer as well as general
knowledge of server virtualization concepts.

CONFIGURATION

The first step is to Install XenCenter 5.0 on a Windows-based system. This will be used to administer the
XenServer environment. Refer to the documentation in section 3.1 for more information on installing
XenCenter.
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e Once installed, run the XenCentercons ol e and connect to appropriate Xen.
Server o button in the toolbar at the top of the page
1. Click the fAAdd New Servero button at t

3. Repeat these steps to add each XenServer instance to the XenCenter console.

e XenServer creates fistorage repositorieso or Flexible
the built in NetApp adapter. Repositories are storage containers that XenServer uses to store virtual
disks for virtual machines. The next step is to setup the storage repository for the Provisioning Server
5.0 VM.

1. From the XenCenter console, click on the instance of XenServer that will be used
to host the Provisioning Server VM

3. A new window wil/ appear, under AVirt
fAiNexto

Choose the appropriate available aggregate from the presented list,
(aggrl_infrastructure from the example aggregates created above), check the
boxes marked fiuse thin provisioningo

e Create the Windows Server 2003 VM for Provisioning Server.

1. Click the fAiNew VMO button at the top d

Doublechecktoma ke sure the correct XenServe
servero for the Provisioning Server V
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7. The next window presents an 8GB virtual disk by default for the Provisioning
Server VM. Click the AEdito button in
necessary depending on requirements. (

8. The next window shows the networks and interfaces that will be connected to the
VM when it is created. There should be two networks/interfaces in the list which
represent the fAPublico and APrivateo n

9. Verify that the fiStart VM automatical/l

10. The VM should automaticallyi St art 0 and the Wi ndows f
and begin the installation. Finish the install and setup procedure for Windows
Server 2003

e Install the XenServer Tools v5.0 by right clicking on the Provisioning Server VM in the resource pane
within XenCenter. After installing, reboot the VM for the tools to be applied. Once Windows Server 2003
is installed and usable, configure the necessary st a:
net work and one for the fAPrivateo (data/sw i SCSI) ne

APublicdo (mgmt/application) network fg
instance(s) and for end user application access via the Citrix ICA protocol

APrivateo (data) network for streaming
necessary XenAppVM/s as well as for Software iSCSI storage traffic used by the
AiNet App Adaptero within XenServer.

Figure 4.0, represents the logical layout once XenServer has been installed. Bolded text represents new
additions from the steps immediately above.

Presentation Provisioning

NetApp Storage
Server Server P g

“Web -XenServer -XenServer -Supports
Interface -VM data protection -VM data protection PVS &
-Presentation through NetApp through NetApp Other VMs

Server
N -Published p 5
oD App: Excel -Creates
-\9\6\ ¢ Streams
<, vDisks for
@G‘ XenApp

Figure 4.0 - Logical layout for XenServer

e Install Provisioning Server for Datacenters 5.0

1. Attach Provisioning Server media via physical DVD drive or mounting .iso to the
Provisioning Server VM

2. Browse to and run " PVSSRV_Server.exe" or use autorun

3. Click "Next"
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Fill in "Name" and "Organization" fields. Click "Next"

Choose AComplete"” install. Click " Next

Once install is complete, click "Finish"

Choose "The service is running on this computer" and "Tellurian DHCP", Click

"Next", Note that if a DHCP server already e x i st in the envird
DHCPO option may not be required.

Input correct scope and parameters for the Tellurian DHCP Server:

From the PXE Services window, click "Next"

From the License Server window, input Citrix License Server Name, select "Citrix
Provisioning Server 5.0 for DataCenters", click "Next"

From the TFTP option and bootstrap | o
Serviceo, click "Next"

21. Click "Finish"

e  Set-Up the software iSCSI vDisk repository from which vDisks will be streamed to XenApp VMs

1. From the XenCenter console, click on the instance of XenServer used to host the
Provisioning Server VM
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A new window wil |l appSetaorr,a guendd.e rC hiioVoi sret
iNext o

Choose the priate av aiadg lp¥sevdiskd gfr re
the exampl e egates created above),
provisioning fuse Dedupo if appli

11.

17.

19.

On the Provisioning Serverdes kt op, right c¢lick on
manage and the fAComputer Managemento

Right c¢click on the newly creat ed/ afdadkedd

Make note of the newly create/added drive and its corresponding drive letter

Run/open the Provisioning Server Console

Browse to and select the newly created/added drive from the steps above, check
the box marked fAAutomatically add di sk

Click close on the AScan for virtual q

Select the first option to create a new virtual disk file capable of booting a client
system
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23. From AAdd Virtual Di skdo window:

24. Select the drive letter for the newly created/added drive that was created above by
clicking on the ABrowseodo button for AL

25. Give the fiDisk named for this instancfte

26. Give the fiDisk sizeo a size that is bi
and all the current/future applications also keeping in mind the max size of the
virtual disk created above, Click fNeHx

27. A ACreating Virtual D iWaikuétibthewirtual dliskwereation | |
completes

28. The vdisk icon and name should appear
Provisioning Server Console

e Figure 5.0, represents the logical layout once Provisioning Server has been installed. Bolded text
represents new additions from the steps immediately above.

Presentation Provisioning

NetA Storage
Server Server PP g

“Web -XenServer -XenServer -Supports
Interface VM data protection VM data protection - FVS &
-Presentation through NetApp through NetApp Other VMs

Server
-Published

App: Excal - -Creates &
Streams
vDisks for

- -vDisk for each VM XenApp

Figure 5.01 Logical layout for Provisioning Server

4.4 CITRIX XENAPP

ADMINISTRATOR SKILL LEVEL

It is recommended that the administrator have experience with Citrix XenApp 4.x as well as general
knowledge of server virtualization and application delivery concepts

CONFIGURATION

e  Setup up autologon
¢ Update the Windows boot.ini file (based on Windows Server 2003, may vary with OS)

1. Click AStarto and right click on AMy (
2. Click APropertieso
3. Click on the fiAdvancedo tab at the togf
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Reboot the server

Install XenServer PV Drivers on Presentation Server

Insert XenServer install media/CD into Presentation Server.

15

Doubl e click on thendcdriagtt pelsvirski h @ o W
xenetup.exeo file to the desktop.

The install window wil!/| open and stat e
XenServer,doyouwanttoconti nue anyway?0 Click

Install the Provisioning Server client

From the Provisioning Server media install the Provisioning Server client,
PVSSRV_Device.exe , on the Presentation Server

-4

Accept the | icense agreement. Click A

Install to Provisioning Server Client

From Select Network Interface window select the network card on the Private
net wor k, Click ADoneo

Reboot the server

Remove changes made to Windows boot.ini file
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1. Click AStarto and right click on AMy (
| o Jerves vereporivosa |
3. Click on the fAiAdvancedo tab at the tog
| o Jenees usiaviap cid Geswsoryu slies of
5. Click the AEdi to button
e e
7. Reboot the server

e Asthe server reboots, boot into the BIOS/Setup by pressing F1 when prompted during POST

1. Once in the BIOS/Setup, set PXE/Network as the first device in the boot order

e If environment is configured correctly, the server should PXE boot to the Citrix Provisioning Server. Add
the Presentation Server to the Provisioning Server database.

1. When prompted for a device name type in the hosthname. Press Enter

3. Type Aho to select the hard disk as tHh

5. Double click the vDisk icon and confir

e Create the XenApp Server vDisk

1. On the physical XenApp Server, open tH
the drive that was added from Provisioning Server. Not the corresponding drive
letter

3. Choose the appropriate XenApp version

5. Upon completion of install, an integration tool icon is created on the Desktop that
will correspond to the Xenapp version selected above. Double click on the icon.
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7. Ensure that the check box fADelete all
buildingi mageodo i s selected. Click ABuil do

9. Click AOKOo when the client image build

11. Shutdown the physical XenApp Server

13. Select the newly created Target Device and delete it

e Create the XenApp VM.

1. From the XenCenter Console, click on t
XenApp VM.

3. The fAiNew VMo window should open and s
ACi trix XenAppo from the I|ist, Click

5. Note: Use the hostname of the physical server that the image is being transferred
from as the hostname of the XenApp VM being created to migrate to. No
configuration changes will need to be made to XenApp if same hostname is
used.

7. Now make sure the correct fAhomeodo serve

9. The next window lists all of the hard drive space allocated to this particular VM,
click fANexto

11. I'n the next window, uncheck the box ms
AFinisho

13. Choose the fiStartup Option
t

the | ist. Now click on
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listing up to the top of the list.

14. Click on the fiStorageo t adbelett the vithahdsk. n e v
Click AOKO on the dialog box that sHh
device.

15. With the XenApp VM still highlighted in the XenCenter Console, click on the

fiConsoleo tab at the top of the scre

16. A prompt should comeupint he mi ddl e of the screen
the VMO, click to start the VM.

17. When prompted for a device name type in the hostname of the XenApp VM. Note
that in order to avoid configuration changes in XenApp once the VM is
running, use the same hostname as the physical XenApp Server. Press

Enter.
18. Type in a description for this server and pressfi Ent er o
19. On the Select virtual disk assignment page, type 1. Press Enter
20. Type Aivo to select the vDisk as the pr
21. Once the VM boots up, a Shutdown Event Tracker dialogue box comes up
22. Give a reason for the shutdown and continue to login
23. The system will take about 5 minutes to reconfigure itself as a virtual image
24. Reboot when prompted.
25. Upon bootup,gotoAdd/ Remove Programs, click orf
click ARemoveod
26. Start up the ACitrix Access Management
27. Verify the newly provisioned server is located within the servers folder.

e Figure 6.0 represents the logical layout once XenApp Server has been installed. This completes the
installation, configuration and customization processes for this deployment. Bolded text represents new
additions from the steps immediately above.

Presentation Provisioning

MNetA Storage
Server Server PP g

-Web -XenServer -XenServer -Supports
. Interface -VM data protection VM data protection PVS &

-Presentation through NetApp through NetApp Other Vs
Server
-Published

App: Excel - -Uses vDisk from -Creates &
Provisioning Streams
Server vDisks for
-—vDisk for each VM

-Network Boot XenApp
Figure 6.0 Logical Layout Completed with XenApp
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45 DATA ONTAP 1 DATA PROTECTION ADAPTER USAGE

PRE-REQUISITES

Thi s

document assumes that all/l Net App Strorage

has

bee

Adaptero (Software i SCSI epemtuwsceod )i.n Ipfl acNeF So fort hFeC fhNaest A

protection is still available leveraging the NetApp DataONTAP command line, but not from within Citrix
XenCenter. The process for using the NetApp DataONTAP command line is outside the scope of this
document.

ADMINISTRATOR SKILL LEVEL

It is recommended that the administrator have a working knowledge of the principles of data management

and protection built into Data ONTAP, i.e. lun clones, snapshots, etc.

CONFIGURATION

Refer to administrative documentation in Section 3.0 for more information
From the CLI In the control domain of the XenServer host, view the list of virtual disks and note the VM
to be snapped using the following command:

xe vm-disk-list vm=<Name of Virtual Machine> vbd-params=none vdi-
params=uuid, where Name of Virtual Machine is GET NAME ABOVE

This command returns the UUID of the Virtual Disk Interfaces (VDI) attached as
Virtual Block Devices (VBDs) to the VM GET NAME ABOVE

Create the Snapshot of GET NAME ABOVE using the following command for each VDI in the list

returned above:

xe vdi-snapshot uuid=<UUID of VDI to be snapshot> driver-
params:epochhint=<cookie> where UUID is GET UUID NUMBER of GET NAME
ABOVE and cookie is a hint given to use the same FlexVol snapshot for each VDI
of the VM GET NAME ABOVE

The resulting UUID, GET NEW SNAP UUID NUMBER, is the newly created VDI
shapshot

Create a clone of the snapshot to get a read-write copy of the snapshot VDI represented by GET NEW
SNAP UUID NUMBER using the following command:

xe vdi-clone uuid=<GET NEW SNAP UUID NUMBER>

The resulting UUID, GET NEW SNAP CLONE UUID NUMBER, is the read-write
copy of the newly created VDI snapshot

19

Delete the VDI snapshot GET NEW SNAP UUID NUMBER since it is no longer needed:

Change the name of the read-write copy of the snapshot VDI to make it more readable using the

xe vdi-destroy uuid=<GET NEW SNAP UUID NUMBER>

following command:

xe vdi-param-set name-label=<New Name Label> name-description=<New Description> uuid=<
GET NEW CLONE UUID NUMBER >
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e Basic verification using FilerView

1. After |l ogging on, select fAVolumeso ang

3. The Snapshot that was created and named should appear at the bottom of the list

e Basic verification using XenCenter

1. Verify that the Snapshot disk is in the same storage repository as the original disk
by clicking on the iISCSI storage repository where the VM already exists

e Data recovery (once the N series has restored the iISCSI volume):

1. In the XenCenter console, click on the XenServer host and then the virtual
machine that will have data recovered

3. In the AAttach Disko wizard, sel ect tH
data from

Perform manual copies from the Snapshot disk into the original disk as needed

7. Cl i ¢ k A Y eosfibmatiomdialochbex

5 SOLUTION COMPONENTS

Note again that the components listed below were used for this particluar implementation, and depending on
the environment and requirements, will vary with other implementations

5.1 CITRIX SOFTWARE

Citrix Presentation Server 4.0 (currently installed majority of Citrix install base)
Citrix XenApp 4.5

Citrix Provisioning Server 5.0 for DataCenters

Citrix XenServer 5.0
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5.2 IBM BLADECENTER

e |BM Bladecenter H or E
IBM HS21, HS21-XM (extended memory) or LS21 blade servers (use latest firmware available from
IBM support website, http://www.ibm.com/support

e Advanced Management Module (use latest firmware available from IBM support website,
http://www.ibm.com/support

e Cisco Intelligent 1Gb Ethernet Switch Modules installed in Bay 1 and Bay 2

5.3 NETAPP FAS STORAGE CONTROLLER

e NetApp FAS3070 Cluster (2 controllers)
e DataONTAP 7.2.3 (minimum)
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