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About This Guide

This Citrix Solution Guide is a referencerfakingNetScaler VPXirtual appliance instances
available within development, testgtadgingenvironmentsRecommendations are provided for
how to use Citrix Command Center to:

o Examirerunning systems

o Manageonfiguations for both production and nproduct NetScaler irgices

o Managéehe ongoing operation of a miN&tScaler environment
A briefintrodwction to how these environments can be further automated usinGitithieab
Manageand Citrix Workflow Studialso is provided

Development Configuration and Change Management

PROMOTE I CITRIX

COMMAND ANALYZE
CENTER
l VALIDATE H

Scaling ADC Development and Test Environments

REVIEW

Addressing Logistical and Economic Hurdles to Full Coverage

The operational logistics of deploying physical appliances and the cost of dedicating physical
appliances solely for development frequenthemie providing full coverage of application delivery
controllers (ADCs, aka {Atraffic management devices) in development and test environments.
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Citrix NetScaler VPX is a virtagpliancg@rovidingthe same features and perforgthe same
applicatio-specific traffic analysishstScaler MPX physical appliances. NetScaler VPX Standard,
NetScaler VPX Enterprise and NetScaler VPX Platinum editions are all available at 10 Mbps, 200
Mbps and 1 Gbps of throughput. In addition, the freely availablel&le¥®oa Express offers

NetScaler Standard Edition functionality at 1 Mbps of throughput.

Just like NetScaler MPX appliances, NetScaler VPX instances are easily managed through the
console (CLI oGUI). Multiple NetScaler MPX and VPX instances are centealhged via Citrix
Command Center, and NetScaled@sgmmatic APIs allow managementrtyparty
managemenbolsor orchestration systems

The NetScaler VPX combination of:

o Feature paritwith NetScaler MPX appliances
o Flexible and affolable packaugy

Makest ideally suited for development and staging environments. NetScaler VPX virtual appliances
can be easily deployed ontb#&shelf servers, addressing both the logistical and economic hurdles
to providing full coverage.

Managing Large NetScaler Development and Test Environments

Once economic andgistical hurdles are overcaime two next hurdles will be managding:

o Potentially large numisaf NetScaler instances deployed into development and test
environments

o The movement and change manageofeNetScaler configurations from production
machines into dev/test instances and then back into production.

Given the relativelynited coverage of devices like NetScaler in dev and test environments to date,
managing these issues at scale gerssr@iyan issue. However, the ability to easily and cost
effectively deploy NetScaler VPX across the entire dev/test landscape will bring this management
need to the fore.

Citrix Command Center is a unified management console for Citrix NetScaler, fasgags Ga
Enterprise, and Repeater. Command Center is the preferred tool for organizing multiple NetScaler
systems especially in development environments where the number and type of configurations may
very widely. Citrix Command Center provides the folldwnngonality:

Scheduling / automating routine management tasks
All aspects of NetScaler figaration.

Multiple device configuration

Custom actions

Administrator defined templates

O O O O O
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o Monitoring and alerting
o Sales to hundreds of NetScaler instances acuoitgsle locations
o Control of Role Based Administration

As such, Command Center provides critical services for both managing the NetScaler VPX
development and test instances once deployed, as well as provides a central point of control for
capturing confjurations, identifying differences in configurations between two different devices
(e.g., comparing the config of a NetScaler VPX instance in a development lab to the config of a
NetScaler MPX appliance running in production), and migrating config(natioappropriate
changes if necessary) from one instance to another.

Managing the Production/Dev/Test Lifecycle

This section walks through the process for managing multiple NetScaler configurations supporting a
specific web application using CommandeCehhe process outlined covers the following logical
steps:

From Command Center discover NetScaler systems

Define maps in Command Center for each area of the (e.g., prod, dev, test, etc.)
Capture NetScaler Prod config with Command Center

Deploy prod cofig to new dev VPX, accounting for architectural differences
Capture config change from dev

Apply dev config changes to test

Validate functionality in test

Capture any config corrections from test

Apply revised configuration to staging

10 Confirm performanci& staging environment

11. Capture diff between stage and prod

12. Apply select config changes to prod

©CoNok~wNE

The prerequisites and assumptions are as follows:

o Administrator with intermediate knowledge of NetScaler systems
o Installed Products:
o CitrixNetScaleMPX or oher device in production
I Running 9.0 anewer
o Citrix Command Center 3.2 or newer
o Citrix XenServeb.0 update 3 or newer
o Citrix NetScaler VPX

Note: Instructions on installing and configured ¥RXincluded in th@itrix NetScaler VPX

Getting Started GuidAdditional instructions are also available for installing XenServer, XenCenter
and Command Center.
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1. SystemDiscovery

UseCommand Centeo discovethe NetScaler systerimsthe development environments to
be managed. Adding NetScaler devices to Con@eatet allows configuration data from each
system to be backeg in a central location making it easier to share settings quickly between

systems in development and production.

Command CenterOs discovery process is simple and default values stbwitepevese
possible. The NetScaler systems selected to be managed by Command Center should be visible
within a few minutes, if not review the discovery status page for errors.

& Add Device

Map Name 'development
Dlmpor‘t from file
Devices 10.217.100.62

Enter one or more hostnames, IP addresses, and/or a range of IP addresses (for example, 10.102.40.30-10.102.40.45) using

a comma separator

Repeater

User Credentials

Protocol User Name Password

Device Login :nsroot Ry

File Transfer nsroot ssssse

Use Device Login credentials for both Device Login and File
Transfer
SNMP

Version [v2 v Community

Security Level AuthPriv Auth Protocol

User Name Priv Protocol

SNMP agent on device will be configured to respond to the community specified above.

Port

' 22|
22

SSH Prompt

Retry Count
: 3.]

2
)

Port
Auth Password

Priv Password

Timeout (sec)
i 5.]

5

161]

Trap destinations will also be added to the devices with the destination as the Citrix Command Center server.

2. Defining Network Maps in Command Center

Beyond the basic discovery of Sétler systems, creating maps is an important step in
organizing the NetScaler syst@ngach area of tlevironmen{e.g., prod, dev, test, etc.)
This map structure also allows-gtance indication of site and application health.

Maps can also bested allowing separation and organization of systems by application, physical
geography, system type or any other custom classification. It may also be desirable to create
specific suimaps for lab specific instance of VPX.
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Change Password | About | Logout

L]
* Command Center
CITRIX

Welcome root Home Fault Monitoring Configuration Performance MNetwork Database Adrnin
Server Time: Aug 25, 2009 10:37:18 PM PDT Find Device | Advanced Search
Citrix Network Citrix Network & Help
@ Complete Yiew Add Map | Discovery Status 4 Items
W production

W development

W staging
W test
W Inaccessible Systems () == () == () == () ==
[ =] — [ =] [ =]
development staging production test
Alarm Summary A
Alarm Count Category

Total

3. Capturing Production Corfiguration

Once theNetScalesystems are visible and under the management of Command Center the
configuration data from production systems will be available.

Even the best automation tools are not perfect. In some environments the NetScalerOs ns.conf
file may contain sensitive data or other settings that will not be shared with developers. In these
situations is may be necessary to manually delete the sensitive portion of the config prior to
pushing to development.

As a best practice, occasionally aiarewiew and careful analysis should be employed to ensure
that configurations are operating as expected and that security concerns are being addressed.

This configuration will become a provisional template to be deployed to any development
system suppting this particular application.

The figure below is a minimal configuration with a single interface and configured management
IP address (NSIP).

production > Running Config

Device Name : 10.217.100.62

#NS9.1 Build 91.6

# Last modified by "save config”, Fri Aug 28 20:15:17 2009

set ns config -IPAddress 10.217.100.62 -netmask 255.255.255.0

set lacp -sysPriority 32768

set system user nsroot 15028ac999e2495c2cd7ccf1c785f19f1ecdfc3a06c6e1332 -encrypted
set interface 1/1 -throughput 0 -bandwidthHigh 0 -bandwidthNormal 0
add snmp community public ALL

add snmp trap generic 10.217.100.70

add snmp trap specific 10.217.100.70

set snmp engineld 8000173f035a5766dce73a
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4. Deploying Production Configuration to Development

With the production configuration obtained andigadit. template should be created. This
template will serve as a baseline and restore point during the development cycle making it easy
to falkback to the Production config whenever necessary.

Perhaps the most important step during this configuratii®ofsaccounting for

architectural differencbstween the physical and virtual devices in use. A common example of
this is VLAN settings which on a physical NetScaler are managed directly whereas the VPX
takes into account the host VLAN config. AppeAdientitied Configuration Scrutiny, is

provided as a more comprehensive list of considerations which will make it easier to identify and
adjust for these aspects of the system configuration.

The process of creating config templates is straightforwama@dr@enter will automatically

save the configuration to its repository for each device under mandgeshamt.

configuratiortasks can be manually created from selected individual commands, imported from
a config file or imported from a task file.

Note:It is entirely possibte develop entirely new confifyem scratchin the dev
environment. This may be desirable when attempting to avoid unnecessary configuration
complexitycarried over from production

Change Password | About | Logout

L]
* Command Center
CITRIX

Welcome root Home Citrix Network Fault Monitoring Performance Network Database Admin

Server Time: Aug 26, 2009 06:51:59 AM PDT Find Device Advanced Search
Configuration Custom Tasks > Customn Task Add Options & Help
W Built-in Tasks %@ Custom Task Add Options

@ custom Tasks { & Define new commands

W Execution Log e Import from command file

Command File Browse
Certificate Management

e -
Certificates € Import from task file

Change Management Task File Browse

W pudit Templates I:I

@ audit Policies

W Reports

5. Capture Gnfiguration Changes from Dewelopment
To properly test the improvements and other desirable configuration modifications it is
recommended to migrate the configuration to frorddfrelopment environment to a
dedicated test environment.

While some organizations combine developmenesind the same infrastructure there are
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many advantages to keeping them separate. An ideal test environment should contain automate
routines for verify correct operation of the web application. Hirtoalized deployments the

cost of duplicate infragcture could be coptohibitive;fortunately the very nature of

NetScaler VPX makégossibldo have many virtual appliances available running on standard
server hardware

6. Applying Dewelopment Gonfiguration Changes to st

When moving from developent to test it may be necessary to add additional commands back
into the configNumerous options are available for creating custonidatkis purpose

Since it is impossible to account for every possible IT environment Command Center has been
desiged to be extremely flexible. Administrators shealdaeconfigchanges based on
criteriaspecific to their environment.

Potentially less important during developraéthjs stagd,is essential to confirm RBA
requirements before moving a con@igan to production.

Change Password | About | Logout

L
* Command Center
CITRIX

welcome root Home Citrix Network Fault Monitoring Performance Network Database Admin

Server Time: Aug 26, 2009 07:11:17 AM PDT Find Device Advanced Search
Configuration Custom Tasks > Custom Task Add Options > Add custom task & Help
@ Built-in Tasks Y@ Add custom task
@ Custom Tasks Task Name Prod-to-Dev
W Execution Log Description Production config to Development é‘
Certificate Management Category | General =l dh
W Certificates Device Family INetScaIer ;I
™ Execute Sequentially [~ Execute On Inaccesible systemis) also
Change Management
" Enable RBA ™ Enable Auto Rollback
@ audit Templates ) .
V save configuration on success
W audit Policies
W Reports
S.No.Command Protocol Rollback Actions
1 add |b vserver new_vserver SSH rm |b vserver new_server XED @
2 add service svc_dev SSH -- b S S SIS

7. Validating Functionality in Test

With the configuration from development now runmirige test environmestandard steps
should be takem tconfirm that the confiig accurate and opengtias expectetdlypical tests
will valdate the application functionality and any new policies applied to the NetScaler
configuration.

Performance testing casuallype deferredntil later in the process it is unusual to have the

same level of NetScaler hardware to mirror productiba test environmenor the testing
equipment capable efisuring completeness of configuration.
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8. Capture Gnfiguration Corrections from Test

If there are any corrections to the configuration made during the test phase those changes will
need to be idefiied and captured in the configuration to be staged for production. For
example, individual service parameters, additional system policie®bjeatseronfigured

during the testing phase.

In some scenarios it may be necessary to revert back tprdem&othis point. If major
configuration errors have been made, or significant ctatigeapplication have occurred
while testing it will be more efficient to start oviee. Same procedures can be used to capture
the partially tested config andeq@dy it back to dem order to save time

9. Applying Revised Configuration to $&aging
Changes may now betested in staging as a final step before being promoted to production.
An ideal staging environment should resemble a scaled down versiprodiittimn site.
Some performance testing may occur but most likely performance will be extrapolated to
comparison to the production site.
Staging and production environments should be identical. When beginning to work in staging it
is likely that othaerersions of NetScaler software were used previously and will need to be
upgraded. Command Center provides simple preconfigured tasks to facilitate upgrade and
downgrade of all NetScaler systems. Rollback parameters are also defined in the event that an

upgade fails.

The following screen shows a biltask for performing a NetScaler software upgrade.
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Built-in Tasks > Task Details

Task Details
Task Name SoftwareUpgrade-8.xto%.x
Description Software Upgrade from 8.x to 8.x versions of NetScaler
Category Software Upgrade
Device Family NetScaler
Execute Sequentially Yes
Execute On Inaccesible system(s) also No
Enable RBA No
Enable Auto Rollback No
Save configuration on success No
Commands
S.No.Command Protocol Rollback
1 set HA node -haSync DISABLED SSH set HA node -haSync ENABLED
2 set HA node -haProp DISABLED SSH set HA node -haProp ENABLED
5 save config SSH
4 set HA node -haSync DISABLED SSH set HA node -haSync ENABLED
5 set HA node -haProp DISABLED SSH set HA node -haProp ENABLED
6 save config SSH
7 shell SSH
8 mkdir -p /nsconfig/license SSH
g cd /nsconfig/license SSH
10 put "$licensefiless" "/nsconfig/license/$licensefiless” SFTP
11 mkdir -p /var/nsinstall/ccnsinstall SSH
12 cd /var/nsinstall/ccnsinstall SSH
13 put "$srcfile$" "/var/nsinstall/ccnsinstall/$srcfile$” SFTP
14  put "$docfiles" "/var/nsinstall/ccnsinstall/$docfiles"” SFTP
15 tar xvzf $srcfiles SSH
16 .Jinstallns $__IS_FLASHCLEANS SSH
17 N SSH
18 exit SSH
19 reboot SSH
20 what SSH
21 force HA failover -force SSH
22 shell SSH
23 mkdir -p /nsconfig/license SSH

10. Confirm Performance inSaging Environment

With the config changes from test now running in staging it makes sense to test performance.
Many gtionsexist for emulatingroduction network traffién most cases it will not be

necessary to reach the level of full production ti#imory and CPU utilization should be
carefully monitored, taking into account the differences between the stagingteapdpinen
production environment.

11. Capturing Differences between Staging and Production

At this stage of configuration the differences between staging and production will typically
include network settings such as VLAN and interface specifics. RBxreupsimust also be
taken into account during this séepdev/test/staging user accounts should not be transferred
to production
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The image below shows the complete list of devices at this stage.

Complete View

Add View to Network Database | Search | Print | Customize Columns

Show :25 l| per page
D Name
| %

Ns 10.217.100.101 )

10.217.100.62

Ns 10.217.100.106 )

Ns 10.217.100.116 ()

Ns 10.217.100.111 )

I i

Ns 10.217.100.106-10.217.100.116 ()

1-60f 6

© © © © ©

Status Type

®

Standalone
Standalone
Primary

Secondary

Standalone

Build Version
NetScaler NS9.1:

NetScaler NS9.1:

NetScaler NS9.1:

NetScaler NS9.1:

NetScaler NSS.1:

HA Cluster --

12. Applying Configuration Changes to Poduction

Build 91.6.cl, Date

Build 95.3.cl, Date:
Build 95.3.cl, Date:
Build 95.3.cl, Date:

Build 95.3.cl, Date:

: May 16 2009, 05:33:07

Jun 21 2009, 08:55:45

Jun 21 2009, 08:55:45

Jun 21 2009, 08:55:45

Jun 21 2009, 08:55:45

Map Name

development
test
production
production
staging

production

Only afer the select config changes have been identified, tested, and validated in staging is it
advised to migrate back to production. As administrators and developers become more
comfortable with this processk variables may be creatddrther streamlin€onfig changes

in Command Center

Yariable

Variable Name

|

Tag IUser Input
Type IText Field
Prompt

Default Value

Possible Values

The preceding process has demonstrated effective management of multiple NetScaler devices acro

production, development, test and staging environments. These configuration steps can be easily

modified to

Anotheroption for managing configurations is to utigpExpert Templategépplication
Templates cudeployment times from days to minutggp Templates comprehensively define an
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application andonsolidates apgpecific configurationtma single location drsimplifyongoing
lifecycle management

Configuration Scrutiny

In order to create a master VPX test configuration, it is necessary to capture relevant aspects of the
Production NetScalerOs configuration.

While Citrix Command Center is capable ofaixtgpand managing configuratiamsay be
necessary to manually analyze the configuration the first few times to ensure that all necessary
settings for a particular application have been collected.

Prior to beginning configuration on a new VPX it isadle to create a detailed list of settings and
configuratiordetails considered essential to the correct operation of the applications in use.

Identify physical to virtual systenfeedencesPrimarily, interface and VLAN settings will be
different ashe VPX inherits VLAN and interface settings from the XenServer host.

The NetScaler configuration can be logically divided into two distinct parts:

NETWORK
o Number of Interfaces in use
o VLAN numbers in use
o |IP addressing scheme
o IPv4 /IPv6 considerations
o Routing requirements
o External authentication

SECURITY
o SSL Certificates
Enabled interface
Access Control Lists
Content Filters
Application Firewall (learned rules)
FIPS Requirements

O O O O O

TRAFFIC HANDLING

o VIP /Vserver
o Service
o Server
o Monitor
o RBA
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When building aew system, two(2) interfaces per VPX are assumed, one for traffic and one for

management. This is a common practice with physical deployments and for consistency should be
carried over to virtual environments.

There are many tools available for comp&teiScaleranfigurations between systefrise
Diagnostics sectiaf the NetScaler Glan be used to compare both saved and running
configurations on a production or development system.

View Configuration

Saved configuration

Running configuration
— GSLB running configuration
Configuration difference

-Saved v/s running
-Revision history

-Pre v/s post upgrade
-Peer node

For a more hierarchical view, the AppExpert Visualilee NetScaler GUiks a standard tool
added in NetScalef@ inspecting a complex configuration.

[gj Application Visualizer - Sample_Application |

[ BestFit 2, zoom Out | Save Image I Searchin [\, AL Entities | | £3||

: Related Tasks ', Available Resources ‘|
7 Details 2
twaut[som] ﬁzmum(sﬂm\ Qm«uut
Sample_Appiication “bs.swc,lovumum ) 2 cervces (s0.00%) B oot Sample_Application
tsarrdc,lop,curuwm[som\ No details available.
B copress all
Sample_Application
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Appendix B D Orchestration and Automation

This solution guide has introduced the concept of managing multiple NetScaler systems using freely
available components. With the abibtguickly build, template, and deploy virtual NetScaler
application delivery functionality for development and staging envircdhmestd logical step is

to further extend and automate the process through Gawviggu tools including Citrix Lab

Manager and Citrix Workflow Studio.

VPX can be instantiated automatically using tools like Citrix Lab Manager to streamline rollouts and
configuration detailslistorically, these tasks have been scripted using NOtSEMer API.

Citrix Lab Manager

Citrix LabManager brings high levels of self service and VM lifecycle automation to internal
compute environmentsrough Virtual Lab Automation (VLA). Vlig\a form of hardware
virtualization that ensures rapid, highggaable, resouroptimized deployments of complex,
multrmachine build, test and staging enkents across virtual machines. At a minimumi¥’bA
time saving technologlyis also awmpportunity to completely redefine thg/ wperation IT is
done.The Citrix LabManager product suite is aHrestass solution for this emerging VLA market.

Lab Manager provides the following functionality:
o Deploy virtual environments comprised of multiple VMOs
o Reclaim idle / expired resources
o Monitorquots and managresources
o OCustom ActionsO for VPX satupr SSH or XML RPC
Lab Manager to deploy your virtual environments

Lab Manager Prerequisites
- Physical network configuration

Logical Steps

1. From XenCenter
a. Import NetScaler VPX XVA

2. From Lab Manager
a. Import XenServer template / image containing VPX
b. Define configuration

3. Deploy configuration for testing
a. Lab Manager sets virtual net
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b. Clones
c. Applies Role operation appropriate to each VM
i. Rename servers
ii. Join domains
lil. Run configuration scripts

Citrix Workflow Studio

Citrix Workflow Studio is an infrastructprecess automation platform whicltively supports

Citrix products including XenSeraad NetScaleBuilt on top of Windows PowerSteaid

Windows Workflow Foundation, Workflow Studio provides arieeasg graphical interface for

workflow composition that virtually eliminates scripting. Workflow Studio acts as the glue across the
IT infrastructure allowing administrators to easily tie technology components together via
workflows Workflow Studio provideselfollowing capabilities for a NetScaler deployment:

Graphcal workflows without writing scripts
Integration ofnfrastructure componentg@ss the Citrix Delivery Center
Activation scheduhg and monitang ofworkflow processes from a central dasklboar
Mechanizatioof repetitive configuration tasks
Native support for Citrix products:

o XenApp

o XenServer

o NetScaler (physical and virtual)
o Integration between other Citrix &rd-party systems
o Native integration to configure VPX

o VNC instance sending keys&sko configure initial NSIP, mask, default route, etc.

o Remote Runtime Support
o Extendapplication process that span multiple products

O O O O O

Workflow Studio communicates with NetScaler VPX via its library uswegScaler XML API

and enables complex decisito execute in retine. For example, with Workflow Studio

monitoring trafficon aNetScaledynamic provisioning (andpeovisioningpf servers can be
completely automated. Additionally taetimgof additional VPX instances based on traffic
demandcan be streamlined to provide specific NetScaler features to applications based on traffic
patterns.
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Appendix C D Glossary of Terms

Acronyms permeate the modern language;saonetechnology. The following list attempts to
capture the acronymsrtained in the preceding document.

ADC b Application Delivery Controller

API BApplication Programming Interface

ASPD Application Service Provider

CCUDCitrix Concurrent User license

CLI BCommand Line Interface

CPUDCentral Processing Unit

EVA bEvalation Virtual Appliance
FIPSPFederal Information Processing Standards
GUI bGraphical User Interface

HTTP DHypertext Transport Protocol

IP BInternet Protocol

ISPDInternet Service Provider

IT BInformation Technology

MPX B Citrix NetScaler Physicgy@liance line of products
NSIPBbNetScaler Management IP Address
RBADROole Based Administration

SNMPD Simple Network Management Protocol
SSHb Secure Shell

SSLPbSecure Sockets Layer

VIP bVirtual IP, also used to refer to Virtual Servers in NetScaler
VLA bVirtual Lab Automation

VLAN DbVirtual Local Area Network

VM bVirtual Machine

VPX B Citrix NetScaler Virtual Appliance

WFSB Citrix Workflow Studio

XML b Extensible Markup Language

XVA b Xen Virtual Appliance
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